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Abstract— Safety measures and energy efficiency are the
most significant concerns in wireless sensor netwks (WSNS)
design. To accumulate the power and enlarge the lifene of
WSNSs, a range of media access control (MAC) prototo are
proposed. Most conventional security solutions camt be
functional in the WSNs due to the constraint of powr supply.
The well-known safety measures mechanisms usually ave the
sensor nodes before the sensor nodes can affect thecurity
processes. However, the Denial-of-Sleep attacks caxhaustion
the energy of sensor nodes and cut down the lifetanof WSNs
rapidly. Therefore, the existing designs of MAC probcol are not
enough to protect the WSNs from Denial-of-Sleep atk in
MAC layer. The useful design is to make simpler the
authenticating process in order to improve the pedrmance of
the MAC protocol in argue against the power exhaustg
attacks. This paper proposes a cross-layer design skcure
scheme incorporate the MAC protocol with algorithm
International Data Encryption Algorithm (IDEA) algori thm
International Data Encryption Algorithm in order to make
higher energy consumption and secure encryption. Agning
trust values to the nodes based on energy level.témactions
between nodes are performed by study of expectatioralue and
multiple hops are selected according to, nodes hag better
energy objective functions value. The study shows ah the
proposed scheme can argue against the replay attaekd forge
attack in an energy-efficient way.

Index Terms— wireless sensor networks, energy efficiency,
denial of-deep, power exhausting attacks, secure scheme, IDEA
algorithm.

I. INTRODUCTION

management system to reduce the opportunitiesutsition
into lower power states. Since Mac layer is resjmbador
managing the radio transceiver, defensive stragegie
implemented at this layer are the most effectivpristecting
radio usage. S-MAC protocol [2] represents the lbase
energy-efficient sensor MAC protocol designed tdess
WSN network lifetime. In this medium access control
protocol, sensor node periodically goes to the dfixe
listen/sleep cycle. A time frame in S-MAC is divitimto two
parts: one for a listening session and the othea feleeping
session. Only for a listen period, sensor nodesabte to
communicate with other nodes and send some cqraniets
such as SYNC, RTS (Request to Send), CTS (CleGemnal)
and ACK (Acknowledgement). Using a SYNC packet
exchange, all neighboring nodes can synchronizetheg.
Radios in networks which use this protocol will dseep at
90% of the time, thereby producing an almost tehfol
improvement in node life.

A denial of sleep attacker can manipulate Mac maitand
cause nodes to expend additional energy. For exarapl
attacking node in a SMAC-based network could reguat
send request-to-send messages (RTS) and forceotte n
listed in the RTS destination field to respond with
clear-to-send (CTS) message and remain awake gdiin
the follow-on message [3]. To provide a defensarasgahis
attack, most of existing researches propose autiaion and
encryption solutions or implement a complex andrgne
inefficient mechanisms. However, WSNs require senpl
solutions to the same security challenges due rteld

Securing wireless sensor networks (WSNs) adds mopeocessing capability, memory storage, and enempqdity.

challenges to the research. This is because WSpkpies
make it harder to be secured than other typestofanks. In
WSNSss, applying a high security level imposes mesource
and decreases the energy efficiency of network.s@en
networks are vulnerable to several malicious ata8ince
sensor batteries are severely limited, Denial e¢lattacks
(DS attack) is recognized as one of the most setloreats.
The DS attack [1] is a specific type of denial-efiéce (DoS)
attack that targets a battery powered device’s paweply in
an effort to exhaust this constrained resourceraddce the
network life time.

Indeed, this attack tries to break in the devigedsver
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In the Low Power Listening (LPL) based WSN MAC
convention, for example, In B-MAC, at the point whthe
sender needs to send information, it sends a loggnble to
cover the sleep period to guarantee the receivekeming
and detecting. The LPL based MAC convention is a no
concurrent convention, which decouples the sends a
receiver with time synchronization. For example, X\aMAC
convention is one of the sender initiated schema.

The X-MAC protocol develop LPL based MAC protocol
by replacing the long preface with shot preludeshibws the
timeline of X-MAC protocol, which agree to the ree to
send acknowledgment (ACK) support to the sendeoan as
it senses the prelude. The Denial of-Sleep is dtieegpower
exhausting attacks of WSNs. This attack attempbamntain
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the sensor nodes awake to consume extra powernyin a@eprivation attack: the random vote scheme, theadoobin

security method, the sensor nodes must be waked fri
receiving data and checking safety measures piepert
Present layer-2 protocol designs are inadequaggdiect a
WSN from Denial-of-Sleep attack. Lacking securitgthrod,
an anti-node can broadcast a false prelude frelyud¢hthe
receiver cannot inform the real preamble and thgefd one,
the receiver will receive and route the data frbeanti-node.
Such attack will keep the receiver wide awake agtley as
the data transmission maintain, which exhaustbéteery of
nodes quickly. In addition, an anti-node can reaufalse
preamble ACK to the sender. Thus, the sender wilildish
to send the data to the anti-node but it will inwey receive
the correct data ACK. Similarly, the sender maydsdata
frequently and exhausts the battery of node quickly a
result, the sender and receiver need joint autteitin

scheme, and the hash-based scheme.

In[7], have evaluated these schemes hasead their
ability to reduce the adversary’'s attack, the anhaifrtime
required to select a cluster head and the amouenhefgy
required to perform each scheme. It have been fdbat]
hash-based scheme is the best among three clgstegthods
at mitigating the sleep deprivation attack in teoheesilience
towards attack and required overhead.

In [8], a host based lightweight intrusion deteatio
technique, Clustered Adaptive Rate Limiting (CARigsed
on rate limiting approach at MAC layer is proposediefeat
denial-of-sleep attacks. In this adaptive rate tlimgi
approach, network traffic is restricted only whauiffisient
malicious packets have been sensed to suspectthbat
network is under attack. It can be used to maimaiwork

schemes to argue against such attacks. In conmehtiolifetimes and better throughput at a time everhim face of

wireless security system, the transmitting infoioratis
encrypted with keyed symmetric or asymmetric enoyp
algorithm.

sleep deprivation attack.
In [9], a scheme is proposed employing fake scleedul
switch with RSSI measurement aid. The sensor nodas

The wireless sensor networks desire the symmetnieduce and weaken the harm from exhaustion attadkoa

algorithm to circumvent the complicated computingd a
heavy energy utilization. But the encrypted infofioa
makes the battery exhaustion still worse in DeofalSleep
attack. The anti-node can launch the encrypted”jdata to

the contrary make the attackers lose their eneugkly so as
to die.
In [10], a quickest intrusion detection scheme, ated as

Markov Decision Process (MDP) has been proposed by
keeping a minimal number of sensors active. Three
information. Before the receiver recognizes that data is sleep/wake scheduling algorithms are mentioned. hgre
"junk”, the receiver use more power to receive dadrypt optimal control of the number of sensors in theevstiate in a
information. These methods also keep sensor nodeés wtime slot. ii) optimal control of the probabilityf @ sensor in
awake longer. An easy and quick mutual authentinati the wake state in a time slot. iii) optimal probipiof a
scheme is needed to incorporate with MAC protoaol tsensor in the wake state. It ensures that enegggnebiture for
counter the encrypted "junk" data attack. In thapgr The sensing, computation and communication is minimiaad

receiver. This attack armed forces the receivetemrypt the

functional configuration is to improve the secuniyocess
when enduring the force depleting attacks. Theirutbf
security plan in upper layers might be combinechwite
settled information join layer system. In this papee cross
layer configuration of secure plan incorporating tAC

convention, Two-Tier
(TE2S) with International Data Encryption Algorith(hbEA

), is proposed to shield the WSNs from the abotachks as
well as to make the energy consumption using thergsn
objective functions in light of our preparatory &yas

Il. LITERATURE SURVEY

In this paper, we focuses on sleep deprivatiortiatidich
is also considered as layer 2 attack. This sedfivgs an idea
about the related mitigation technique of it.

The network lifetimes of existing Medium Access @oh

the lifetime of the network is maximized.

In [11]-[12], a dynamic session key policy (DSKPasv
proposed based on a one time password (OTP) system
protect users during the authentication processsasdion
key agreement process. The reason for using OTiRaist

Energy-Efficient Secure Schemsgaries with sessions where the length is long ehoug

compared with a human-chosen password [13]. Thexgeio
is hard to trace and detect. By using the coumdicated
hash-chain algorithm, the DSKP is computationabph@&ut
the synchronized counter of hash-chain algorithm nwa be
suited to the asynchronous LPL based MAC protoool i
WSNSs.

The overhead of security algorithms have beenstetlied
on embedded systems [14]-[15]. Several popularriigos
of symmetric encryption and hashing function wearaleated
on varied micro-controller units (MCU) in [15]. Bz on
experimental tests, the clock cycles and executine were

(MAC) protocols such as Sensor MAC (S-MAC), Timeoufneasured for each algorithm and platform. Theséyteel

MAC (T-MAC) and Berkley MAC (B-MAC) were compared
by Raymond et. al.[4]. Brownfield et. al. [5] hatbposed a
protocol Gateway MAC to mitigate the effects of idérof
sleep attacks. WSNET link layer protocol G-MAC camve
as an effective denial of sleep defense by ceninglicluster
management.

In [6], it is assumed that adversary nodes musbinec
cluster heads in order to launch sleep deprivatitiack.
Three separate methods are analyzed for mitigatiegp
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models can be derived to indicate the computationat of
given embedded architectures on different encrygptio
schemes. However, the synchronized work against of
hash-chain algorithm may not be suited to the dsymous
Low control Listening based MAC protocol in WSNsedio
its complexity in keeping the work against synclized in
untrustworthy communication media.

The slide of security algorithms have been fit &ddon
embedded method. Several popular algorithms of stnin
encryption and hashing function were evaluated aried
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micro-controller component (MCU). Based on ten&tists,
the timepiece cycles and execution time were medstar
each algorithm and stage. These logical models lman

block ciphers available to-date have been completel
avoided. The algorithm structure has been chosen that,
with the exception that different key sub-blocke ased, the

derived to show the computational cost of the knowancryption process is identical to the decryptiorcpss.

embedded architectures on dissimilar encryptioremses.
Inclusive surveys of design challenges and recgmtiposed

MAC procedure, where the MAC protocols of WSNs are

classifier and the classification of MAC protocats help
deciding a function.

. EXISTING SYSTEM

The Existing Method, current layer-2 proseddesigns
are inadequate to maintain a WSN from Denial-okfle
attack. The power protection is one of the majoalgmf
WSN plan, whereas the safety scheme forever corssmuoee
power of method. There is no well choice rule toeration
the supplies between power conservation and safefgures
method. The Denial-of-Sleep is one of the poweraesting
attacks of WSNs. This attack is an unusual typerfial-of-
Service (DoS) attack, which tries to wait the sensades

A. Advantages of the IDEA algorithm

This algorithm increase the cryptographic strength.

This algorithm reduce the weak keys problem in Daem
report.

The accuracy of the predicted model should be gaod
compared to other existing algorithm.

This enhanced algorithm is increasing the security

B. SYSTEM ARCHITECTURE

The energy efficient architecture for povesthausting
attacks is given in the figure 1.The basic goahefproposed
model is to reduce the energy that is exhausted fhe node.

wide awake to use more power of the constrainedepoWrnis can be overcome by applying clustering metdikey

contribute. An anti-node can send false informagiaokets to

generation method to the node. This can be perfibrinye

sensor node of vulnerable WSNs to initiate redundaetecting antinode to transmit the data. To detecantinode

transmissions frequently. Without security methaoah
anti-node can broadcast a false preamble commaontie
sender initiated schemes. If the receiver cantiotrimthe real
prelude and the false one, the receiver will rezeand
method the data from the anti-node. Such attadkstal the
receiver aware as long as the data broadcast ssistetiich
exhausts the sequence of nodes quickly.

IV. PROPOSEBYSTEM

This paper proposes a two-level secure treaséom
plan. This plan utilizes the hash chain to crehtedynamic
session key, which can be utilized for common camdtion
and the symmetric encryption key. The main calouret of
element session key are the hash capacities, famge,
MD5 or SHA-1, which are extremely straightforwardda
quick. By coordinating with MAC convention, therg mo
additional bundle contrasted and the current MA&hgl The
two-level outline can check and interfere with #itacks at
various check points. The mix of low complexity wety
process and multiple check point can resistancenstga
attacks and send the sensor node back to rest atothe
earliest opportunity. The security investigationmbastrates
that this plan can counter the replay attack angefattack,
and for securing the system, we utilize therlra@onal Data
Encryption Algorithm (IDEA), a sensor network sei
enabling effective network-wide energy decision mgk
IDEA is considered as one of the most important-pdsS
cryptographic algorithms, due to its high immundayattacks,
it is utilized for high throughput, guiding the netrk toward
states that improve performance.

The block cipher IDEA operates with 64-bit plairtexd
cipher text blocks and is controlled by a 128-l#yykThe
fundamental innovation in the design of this altion is the
use of operations from three different algebrawmugs. The
substitution boxes and the associated table looksgd in the
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the node wants to broadcast a hello message to the

neighboring node.

Broadcast Message

Creating The
To Neighbor Nodes )

Deployment The Wireless| |
Cluster Head

Sensor network

Communicate The Member Key And
Gateway Key To Cluster Head by MAC, Protocol

Sleep Conditional
With Listen time

Fig.1 System Architecture

The neighboring node response with the correcthatyis
already provided means the neighboring node witcthrect
response form a cluster. If not means that oneaikras an
anti-node and detected. And to select the clugiad lthe node
which has a maximum response it is marked as ¢eclhead.

And then cluster gateway is selected thus the edust
member and the cluster head is selected. Then d¢ye k
distribution phase is used to transmit the dateaah node.
The key is formed with the help of hash functidrihe key is
valid means the cluster member turn into a-wake stanot
means it go back to the sleep state. Thus the pexterusting
attack is considerably reduced. The source nodedogast the
hello message to its neighbor nodes. The distriblgtey is
passed to all sensor nodes. The nodes which arabt®to
decrypt the message will be the anti-node.

The nodes are grouped as the clusters. The cluster
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formation is done by the received hello messaghe.ode
which receives more acknowledged hello will be ¢hester
head and remaining are the cluster members.
communication between two cluster are done by thster
gateway. Now the key is distributed within the tdugor data
transmission process. Once the key is distributednodes
access the data using the decryption process.

C. SYSTEM MODULES

1) Topology Formation
Wireless Sensor Nodes are deployed avegion
where some phenomenon is to be monitored. Eachindke
Wireless Sensor Network maintains the details ahimor
node.

2) Anti-Node Detection
In the authenticated broadcasting metlaoplaintext
“Hello” message is encrypted by the pre-distributed as the
broadcasting challenge. If the sensor cannot déciyp
received message effectively, the sender is saibiet@an
antinode. Thus, the standard nodes and the angéisncah be
making different.

3) Cluster Formation
When sensors are initial deployed, the &BTfrom
may be used to separation the sensors into group.

Cluster head Selection:

Each sensor sets a random waitigtrol,
broadcasts its occurrence via a “Hello” signal, &siéns in
for its neighbor’s “Hello.” The sensors that have the searise
hearing many neighbors are good quality candid&es
initiating original clusters; those with little neighbors shibu
wish to wait. Sensors revise their neighbor infdrora(i.e., a
counteract specifying how many neighbors it havieated)
and reduce the random waiting time based on evesyw™
Hello message received. There are three specials kirf
sensors: (1) the cluster heads (2) sensors amoagsigmed
cluster ID (3) sensors without an assigned clufemnhich
will connect any close by cluster and turn intodbtsensors.

a)

b) Gateway Selection:

To intersect two adjacent non-osgping clusters,
one cluster component from each cluster must tnto a

gateway. According to the procedure of cluster icpmétion,

sensors can get local information and identifyibenber of

neighboring sensors in nearby clusters.

o] Key Distribution

In this stage, two symmetric public keysluster key and
a gateway key, are encrypted by the pre-distribdydand
are distributed in the neighborhood. A cluster k&g key
shared by a cluster head and its entire clustempoaent,
which is mainly used for securing in the neighbarho
broadcast messages, e.g., routing organize infammabr
securing sensor communication.

d) Key Renewal

Using the similar encryption key for extendeeriods
may acquire a cryptanalysis threat. To keep thesaen
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network and avoid the adversary from getting thgské&ey
renewing may be required. Primarily all cluster deéCHS)

ThHecide an inventor to start the “key regeneratiamt] then it

will launch the index to all cluster heads in thet ®f
connections.

€) Mutual Authentication
The dynamic session key Ks is a hash functod

includes 3 items: Kc, Rs, and Rr. In these itehesRs and Rr.

are newly selected random numbers by the sender and

receiver respectively. These random numbers wil@nged
every time to ensure the Ks to be created dynalyicBhe

cluster key Kc is shared only by the valid membeates of a
cluster, which indicates that the sender and receixe valid
member nodes of cluster. Thus, the sender andvezazn be
authenticated mutually.

f) Secure Token Replay Attack:

In Tier-1, an anti-node may replay theevious
eavesdropped random number Rs and secure fkén| Rs)
as a fake preamble to the receiver. Since the ramdonber
Rs and secure tokem Kc | Rs ) are created dynamically
during the transmission session, they are diffenergvery
session. The receiver can record and ignore theantéts and
h (Kc | Rs) to resist the repeatedly secure tokelayegttack.
Note that the number of recorded recent Rstafidc | Rs)
may depend on the memory amount of sensor nodes.

0) Forge Attack:
Without known Kc, an anti-node cannot paoibe the
new dynamic session key Ks. It is infeasible to paota the
h(Ks) fromh(h(Ks)) nor to compute the Ks froh{Ks).

Q) Fake Preamble ACK Attack:
In Tier-1, an anti-node may sendakefpreamble
ACK to deceive the sender to keep sending datahardfore
consuming energy. Since the receiver must compa{&s))
from Ks, the valich(h(Ks)) can be used to protect the sender
against fake preamble ACK attack from anti-node.

2) "Garbage" Data Attack:

In Tier-2, an anti-node may segdrbage” data to
cheat the receiver to go into the step of decrgptiata and
therefore consuming energy. Since the sender caonqgiute
theh(Ks) from received(h(Ks)), the validh(Ks) can protect
the sender against "garbage" data attack from timade.

D. IDEA Algorithm

The proposed method using IDEA algorithwith an
existing routing protocol. In the first encryptioound, the
first four 16-bit key sub-blocks are combined wiitio of the
16-bit plaintext blocks using addition modulo 2a®d with
the other two plaintext blocks using multiplicatiomodulo
216 + 1. The results are then processed furthehasn in
Figure 1, whereby two more 16-bit key sub-blockseethe
calculation and the third algebraic group operatie
bit-by-bit exclusive OR, is used. At the end of tiest
encryption round four 16-bit values are producedcivtare
used as input to the second encryption round imréatly
changed order. The process described above fod rone is
repeated in each of the subsequent 7 encryptiamdsousing
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different 16-bit key sub-blocks for each combinatiBuring
the subsequent output transformation, the four ifl&ddues
produced at the end of th& 8ncryption round are combined
with the last four of the 52 key sub-blocks usirdglition
modulo 216 and multiplication modulo 216 + 1 tonfothe
resulting four 16-bit cipher text blocks.

An IDEA (International Data Encryption Algorithm$ ia
universally applicable block encryption algorithmvhich
permits the effective protection of transmitted atated data
against unauthorized access by third parties ialegs sensor
network.

V. PERFORMANCHEEVALUATION

A. Smulation Parameters
The NS2 tool [16] is used to study the performamiceur
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B. Smulation Results

proposed method. We employ the IEEE 802.11 [17] MAC

with a channel data rate of 11 Mb/s . We choosette
evaluation metrics: number of nodes transmittechfsmurce
to destination, number of nodes performed in theQVayer
and the average number of bits send in the nodepacket to

be transmitted from the source to destination ukMgA.
TABLE I. STIMULATION PARAMETERS

Parameter Value
Application Traffic 10 CBR
Transmission rate 4 packets/s
Packet Size 512 bytes
Channel data rate 11 Mbps
Area 700m*700m
Simulation time 800
Duration of node sleep 500
(TS)
Duration of node awake 25
(TW)
Duration of preamble 2
transmitting (Tp)
Duration of preamble 20
ACK listening (TPAL)
Duration of preamble 2
ACK (TPA)
Maximum duration off 500
preamble transmitting
Duration of data 4
transmitting (TD)
Duration of data ACK| 2
transmitting (TDA)
Duration of idle| 20
listening before sleep
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We used the performance metrics to validate th@qwed
algorithm with results obtained in this papers sinewn in
Figure 3,4 and 5.
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Fig. 4 Throughput
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results to maintain the effectiveness of TE2S WIDEA
algorithm. The assessment will also expand fromglsinode
to multiple nodes.
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