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Abstract— In WSN the computational power of very low
power processors dramatically increases, mostly dren by
demands of mobile computing. When the cost of su¢cachnology
drops, WSNs will be able to afford hardware which an
implement more sophisticated data aggregation and rdst
assessment algorithms. The aggregation of data fromultiple
sensor nodes is done at the aggregating node, bynple method
such as averaging. However such aggregation is knowo be
highly vulnerable to node compromising attacks. Geerally,
WSNs are highly susceptible to such attacks due absences of
tamper resistant hardware. Iterative Filtering technique
simultaneously aggregate data from multiple sourcesisually in
a form of corresponding weight factors. In our promsed
method, we demonstrate that several existing iterate filtering
algorithms, while significantly more robust against collusion
attacks than the simple averaging methods, are nentbeless
susceptive to a novel sophisticated collusion attats resolved by
using hop by hop authentication mechanism in dataggregation
of with help of robust iterative algorithm for ensures the data
confidentiality. The experimental results proves tha obtained
results is better than existing system.

Index Terms— Wireless Sensor Network, Aggregation,,
Security, Collusion attack and hop by hop authentication scheme.

I. INTRODUCTION

The wireless sensor network is defined as thehlhig
distributed networks of small, lightweight wirelesede,
deployed in large numbers to trust the environrmoestystem
by the measurement of physical parameters such
temperature, pressure or relative humidity. In\W8N, the
data from the sensor nodes are collected by mefadata
aggregation. Sensory information is collected by tiodes.
WSN consists of a base station and the numberdgsdrhe
aggregator node is used to aggregate the datarfraltiple
sensor nodes and then the data is forwarded tdodise
station.

There is several security challenges cafabed during
the aggregation of data. Due to this wireless agmren,
eavesdropping and packet injection are occurrealiéing
security in the sensor network is more difficulaththe
mobile adhoc network. To achieve the security inNV®iey
perform various cryptographic operations like eption,
decryption and authentication and so on. For
cryptographic operation they must use any of the Ike

symmetric key or asymmetric key. If symmetric keyused
then it is very difficult to design for security ymose. If

asymmetric key is used then it is too expensive.applying

any of the encryption scheme then it has extrg bitsmory

required, delay occurred and so on. In the existygtem,

various algorithms are used to achieve the sealuityng data
aggregation. Many algorithms focus only on the #jmec
attacks or problems. The iterative filtering algjom is only

concentrate on collusion attack.

The technique must be robust in the preseoice
non-stochastic errors, such as faults and malicittasks and
besides aggregating data; also provide an assessintre
reliability and trustworthiness of the data recdifeom the
sensor nodes. ldentification of a new sophisticatatlsion
attacks against IF based reputation system whickats a
severe vulnerability of techniques. The novel méttior
estimation of sensor errors which is effective inide range
of sensor faults and not susceptible to the desdrdttack.
Design of an efficient and robust aggregation mehepired
by the MLE, which utlizes an estimate of the noise
parameters obtained. Enhanced IF schemes ableotecpr
against sophisticated collusion attacks by progdin initial
estimate of trustworthiness of sensors using inflits

The performance of IF is validated by simulation
synthetically generated data sets. The simulagsuolts
illustrate that the robust aggregation techniqueffisctive in
terms of robustness against the novel sophisticatttk
scenario as well as efficient in terms of the cotaponal
cost. The sensor errors are estimated based oedbasl
asbiased readings in specified location. IF prosideth
higher accuracy and better collusion resistance tihe other
methods.

A. SECURITY IN WIRELESS SENSOR NETWORK

During the transmission of data the wirelesssenetwork
must need the security. This security is also nédoieevery
data as well as the nodes for which transferriegdidita. The
security is needed while transmitting the data \iineless
communication. The following information discussitthvhy
security is needed.

Providing security in sensor networks is more diffi

because of limited number of resources.

anyecurity is needed at the design time to ensuteofieration

safety, secrecy of sensitive data and privacy &apte in the
sensor environment.
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finds out trustworthy alarms and increases theilféig of
CPS. True-Alarm estimates the locations of objeaissing
alarms, constructs an object-alarm graph and cawiet
trustworthiness inferences based on linked infoionah the
graph. Extensive experiments show that True-Alaittar§
out noises and false information efficiently anduguntees not
missing any meaningful alarms.

Y. Sun et al. [6], accomplish data trustworthindsg

Il. LITERATURE SURVEY

In [2] Chan H., Perrig A., and Song D. discusseduse
hierarchical in-network aggregation in sensor netaoThe
first algorithm for provably secure hierarchical rietwork
data aggregation. The algorithm is guaranteed tecti@ny

manipulation of the aggregate by the adversary heyehat ) s i
is achievable through direct injection of data esluat €Xt€nding Josang's trust model. Based on the maydl

compromised nodes. In other words, the adversaryeaer 299regation architecture of network, they desigust-based

gain any advantage from misrepresenting intermediaf@mework for data aggregation with fault toleranveiéh a
aggregation computations. The algorithm incurs oni§0@l to reduce the impact of erroneous data anig®o

O(Dlog2 n) node congestion, supports arbitrary-based measurable trustworthiness for aggregated results. _
aggregator topologies and retains its resistancainsig H.-S. Lim et al. [7], addressed the important ehdllenging

aggregation manipulation in the presence of amyitraprOblem of assuring trustworthiness of sensor datthe

numbers of malicious nodes. The main algorithmaisel on  Presence of malicious adversaries. They developgdnae
performing the SUM aggregation securely by firstiog the theoretic defense strat_egy to protect sensor n_‘miesattacks
adversary to commit to its choice of intermediagragation 2nd {0 guarantee a high level of trustworthinesssimsed
results, and then having the sensor nodes indeptipgerify ~ data. The objective of the defense strategy isnsure that
that their contributions to the aggregate are otigre sufficient sensor nodes are protected in eachldttefense
incorporated. They show how to reduce secure MEDIANOUNd-

COUNT, and AVERAGE to this primitive.

In [3] Ho J.-W., Wright M., and Das S. introducestfa

zone-based node compromise detection and revocation IIl. EXISTING SYSTEM

wireless sensor networks using sequential hypathiesting. Due to limited computational power and energy resau
However, they require each sensor node to be ettestggregation of data from multiple sensor nodesigedt the
periodically, thus incurring substantial overhead.mitigate aggregating node is usually accomplished by simpgthods
the limitations of the existing schemes, they psmp@ such as averaging. Aggregation reduces the amofint o
zone-based node compromise detection and revocatiogtwork traffic which helps to reduce energy congtiom on
scheme in wireless sensor networks. The main iégd@nt sensor nodes. It however complicates the alreadtirx
this scheme is to use sequential hypothesis testinptect security challenges for wireless sensor networkkraguires
suspect regions in which compromised nodes ardylikenew security techniques tailored specifically foarious
placed. In these suspect regions, the network tperapurposes. Providing security to aggregate data BINWs
performs software attestation against sensor néekeding to  highly vulnerable to node compromising attacksc&iWSN
the detection and revocation of the compromisedesod are usually unattended and without tamper resis@mtware,
Additionally, the detection problem using a gameottetic they are highly susceptible to such attacks. Tassertaining
analysis, derive the optimal strategies for thackier and the trustworthiness of data and reputation of sensatesois
defender, and show that the attacker's gain frordenocrucial for WSN.As the performance of very low powe
compromise is greatly limited by the defender wheth the processors dramatically improves; future aggregatmtes
attacker and the defender follow their optimaltstyées. will be capable of performing more sophisticatedtada

In [4] Roy S., Conti M., Setia S., and Jajodia Bcdssed a

aggregation algorithms, thus making WSN less valbler

secure data aggregation with a large sensor network

in-network data aggregation significantly redudesamount

of communication and energy consumption Howeves th

V. LIMITATIONS

aggregation framework does not address the probfefaise The major limitation in the existing methods, taleeks this
sub aggregate values contributed by compromsedesnodsecurity issue and proposes an improvement foatiter

resulting in large errors in the aggregate compatdtle base
station, which is the root node in the aggregati@rarchy.

This is an important problem since sensor netwar&sighly

vulnerable to node compromises due to the unattendtire
of sensor nodes and the lack of tamper-resistamwzae.

Thorough theoretical analysis and extensive siroratudy

show that the algorithm outperforms other
approaches. Irrespective of the network size, thienpde
communication overhead in the algorithm is O(1).

In [5] Tang L.-A., Yu X., Kim S., Han J., Hung C.;Gand
Peng W.-C. Introduce trustworthiness analysis afsse

networks Cyber-Physical System (CPS) which integrat

physical devices with cyber components to form
situation-integrated  analytical system that
intelligently to dynamic changes of the real waostknarios.
In the paper, they propose a method called Trueriiahich

existing

resgon

filtering techniques by providing an initial appmmation for
such algorithms which makes them not only collusimiust,
but also more accurate and faster converging. dlgsrithm
does not handle packet drop attack and not efticien
centralized approach

V. PROPOSELSYSTEM

A. ADVERSARY MODEL

The past researchers [8] develops the attackelmday
considering the fact that they cannot rely on agpaphic
21ethods for preventing the attacks, since the advgmay
Gextract cryptographic keys from the compromisedasod he
authors in, considers Byzantine attack model, witbee
adversary can compromise a set of sensor nodeinsed

any false data through the compromised nodes [9].
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Following are some assumptions made in tiluideh
a) Sensors are deployed in a hostile unattendeidoanvent
with some physically compromised nodes.
b) When a sensor node is compromised, all the nmdition
which is inside the node becomes accessible bydhersary.
System cannot depend on cryptographic methods

attacks than the simple averaging methods, to aelnov
sophisticated collusion attack. To address thisirstgcissue,

an improvement for iterative filtering techniquesdone by
providing an initial approximation for such techmégwhich
makes them not only collusion robust, but also nzmeurate
fand faster converging. We process the hop by hop

preventing the attacks because the adversary magcex authentication, it is scalable authentication sahdrased on

cryptographic keys from the compromised nodes [10].
¢) Through the compromised sensor nodes the adyearaa
send false data to the aggregator with a purposhariging
the aggregate values.

d) All compromised nodes can be under control sfngle
adversary or a colluding group of adversaries, kmglthem
to launch a sophisticated attack.

e) The adversary has enough knowledge about
aggregation algorithm and its parameters.

f) The base station and aggregator nodes cannot

compromised by adversary node.

B. COLLUSION ATTACK SCENARIO

In this scenario ten sensors are assunaddhort the
values of temperature which are aggregated usiitgbdel
aggregation algorithm. Most of the algorithms emdiomple
assumptions about the initial values of weightstmsors [5].
In suitable adversary model, an attacker is abfeistead the
aggregation system through careful selection obntegl data
values. The collusion attack scenarios are asvistio
1) In scenario 1, all sensors are trustworthy dedrésult of
the aggregation algorithm is close to the actuhleza
2) In scenario 2, first an adversary compromises sensor
nodes, and alters the readings of these valuesthathhe
simple average of all sensor readings is twisteuhitds a
lower value. As these two sensor nodes report arlmalue,
aggregation algorithm penalizes them and assignhdm
lower weights, because their values are far froervéidues of
other sensors.

3) In scenario 3, an adversary compromise thresosemdes
in order to launch a collusion attack. It listeogte reports of
sensors in the network and instructs the two comfsed
sensor nodes to report values far from the truaevaf the
measured quantity. It then computes the twistedevaf the
simple average of all sensor readings and comntaedbird

compromised sensor to report such skewed averages as

readings. In other words, two compromised nodest ttkie
simple average of readings, while the third compsechnode
reports a value very close to such twisted average.

C. PROPOSED APPROACH
The main goal of data aggregation algoritertoi gather

elliptic curve cryptography (ECC). While enabling
intermediate nodes authentication, our proposecdenseh
allows any node to transmit an unlimited numbemetsages
without suffering the threshold problem. In additicour
scheme can also provide message source privacy

t Source sensor
Public Key
o |Private Key Public Key -
] =
J'- i Private Key |= l

MES Signatre
verification
Private Key

s

Destination sensor

- \‘\ Public Key
MES Signature el
generation ‘ =]

Fig.1The architecture diagram

After registration in the network if the usewalid they can
enter into the existing network topology. The useust
register their login credentials and to select #ssigning
weight factors depending on the number of data havee
used. By using IF, the sensor error is estimatedirde range
of sensor faults and not susceptible to the desdréitack. It
utilizes an estimate of the noise parameters obdainom
sensor nodes. The enhanced IF schemes able totmagéenst
sophisticated collusion attacks by providing atiaghestimate
of trustworthiness of sensor using inpQur contribution to
address vulnerability of IF algorithm is to empline results
of the proposed hop by hop authentication methea also
propose hop-by-hop message authentication scheme
protect the data. We are using EIGmal signaturerfessage
authenticate. Along this signature we can provige decure
for data packet and also using the signature weletact the
adversaries. The message receiver should be ablerify
whether the message sent by the authorized nodealand
verify the message has been modified by the adwessa
Every forwarder can verify the message is authatd or
not. If the forwarder detect the intruder or fihe imessage has
been modified, forwarder will drop the packet oaefe the

fo

and aggregate data in an energy efficient mannethab routing path. Along this proposed scheme, we caagrurate
network life time is enhanced. Wireless Sensor Netwffers data without modifying and also can easily detdog t
an increasingly, attractive method of data gatlgerin adversaries.

distributed system architectures and dynamic aceéss

wireless connectivity. Iterative Filtering technéggprovides a The four modules for secure data aggregation usirege:

solution for a major problem regarding with datgragation
in WSN.IF, simultaneously aggregate data from rplati
sources and provide trust assessment of theseesousually
in a form of corresponding weight factors assigtediata
provided by each source. By demonstration it isvpdothat
iterative filtering techniques are more robust agacollusion

A. Node Configuration.

B. Data aggregation in multiple sources.

C. Hop by Hop message authentication scheme
D. Signature generation algorithm

E. Signature verification algorithm
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1) NODE CONFIGURATION
For Bob to authenticate Alice’s signature, he nimaste a
In this network, the nodes are static éindd. The copy of her public kei? ;then he:
sensor nodes are divided into disjoint clustersj aach 1. Checks thaf; =O, otherwise invalid
cluster has a cluster head which acts as an aggregmta 2. Checks thaf; lies on the curve
are periodically collected and aggregated by thgrexgator. 3. Checks thany; = 0
In this project we assume that the aggregatorfitsehot After that, Bob follows these steps to verify tignature:
compromised and concentrate on algorithms whichemaR. Verify that r and s are integers in [1, N —I1hot, the
aggregation secure when the individual sensor nmigist be ~ Signature is invalid.
compromised and might be sending false data to B cyicylaten, = h(m.+) . where h is the same fucntion used
aggregator. We assume that each data aggregatenbagh i, ihe signature generatlon
computational power to run an IF algorithm for data Calculate {;.x." = SG - %1, ¢ ;mod N.
aggregation with message authentication scheme. 4. The signature is valid if r =; mod N, invalid otherwise.
2) DATA AGGREGATION IN MULTIPLE SOURCES
This module specifies the data aggregation fromtipiel
sources. Data aggregation is any process in whfohmation A. Simulation Parameters

is gathered _an_d express_ed In a summary form,_ fq]qse_s The NS2 tool [16] is used to study the pemiance of our
such as statistical analysis. A common aggregaiopose is
. . . proposed method. We employ the IEEE 802.11 [17] MAC
to get more information about particular groupse fietwork ™.
: with a channel data rate of 11 Mb/s . We choosetie
is formed and the aggregate node collects many fdaia ) g I
multiple nodes. It is also reduce the data traffic evaluation metrics: number of deviation of nodesnher of
' ’ nodes performed in the MAC layer and the averagelen of
bits send in the node for a packet to be transthitiem the
source to destination,.
Table I. Stimulation parameters
‘Brameter Value

VI. PERFORMANCEEVALUATION

3) HOP BY HOP MESSAGE AUTHENTICATION
SCHEME
We also propose hop-by-hop message authenticatif
scheme for protect the data. We are using EIGrgalasiire
for message authenticate. Along this signatureamepcovide
the secure for data packet and also using thetsignae can | Application Traffic 10 CBR
detect the adversaries. The message receiver shealle to
verify whether the message sent by the authoripel® mnd

also verify the message has been modified by theradries Transmission rate 4 packets/s
Let p > 3 be an odd prime. An elliptic culzaés defined
by an equation of the form: Packet Size 512 bytes
Eiy '=x1+ ac + bmodp,
Where a, bz £, and4a® + 275° = 0 mod p. The set EZ, )
| ' Channel data rate 11 Mbps

consists of all points (x,yg E,on the curve, together with a
special poin®, called the point at infinity.

Let G = £;.v; 1 be a base point on E(; whose order is a Area 700m*700m
very large value N. user A selects a random imtelge{1,
N-1] as his private key. Then, he can compute hidip key
J.from 0, =4d, % (.

Simulation time 800

4) S GNATURE GENERATION ALGORITHM
We utilize the signature generation algyoni, in order

to make secure key generation using the algoritiveng
below: - P

For Alice to sign a message m, she followsedtssps: % ® ®’“‘6“"“® ®
1. Select a random integiy 1= k; = N —1. - ; ~er- @®
2. Calculate r =c,mod N, Where &,.v.1 =k, &. I1fr=0, go o ST -
back to step 1. B0 0B 0
3. Calculatiz, — h(m.7), where h is a cryptographic hash . 06 ® -
function, such as SHA-1, are denotes the | leftmost bits of | |
the hash. e
4. Calculate s =d,h; + k;mod N. If s =0, go back to step 2. s
5. The signature is the pair (r,s). Flg 2 Network Topology

5) S GNATURE VERIFICATION ALGORITHM
We utilize the signature verification aligom, in order
to make secure key verification using the algorithiven
below:
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B. Smulation Results

We used the performance metrics to validate the@qsed
algorithm with results obtained in this papers sinewn in
Figure 3,4 and 5.

Cypuin/X - 00
18] sl 2 26is 2 207500

Fig. 4 Number of nodes sends bites

Thus the proposed scheme is very significantedfattive
when comparing with existing methods.

VII. CONCLUSION

In wireless sensor network computationaktcand
energy need high level for transmitting the dam@.ti@at the
data aggregation technique is used in WSN. Thhnigae is
done by using various simple methods such as aineragt
this data aggregation is highly vulnerable. We psmpthe

hop by hop authentication, it is scalable authatibn
scheme based on elliptic curve cryptography (EGAZhile
enabling intermediate nodes authentication, oumpg@sed
scheme allows any node to transmit an unlimited bemof
messages without suffering the threshold problem.
addition, our scheme can also provide messageespur@cy
in the data aggregation.
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