International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353Volume 23 Issue 8 -NOVEMBER 2016.

User Revocation with Public Auditing for Shared
Data in cloud

P.DIVYA VANI* P.LAKSHMAN RAO? and SAYEED YASIN®

# Sudent, M.Tech (C.SE), Ninra College of Engineering & Technology, A.P., India.

"2 Assistant professor , Dept. of Computer Science & Engineering, Nimra College of Engineering & Technology,
AP., India.
"3 Associate professor & Head, Dept. of Computer Science & Engineering, Nimra College of Engineering &
Technology, A.P., India.

Abstract— Cloud computing is Internet-based computing,
whereby shared resources, software, and informationare
provided to computers and other devices on demandshared
data modification in the cloud, signature is beingprovided to
each individual who access the data in cloud. Ondbe data is
modified by the user on a block, the user must ensel that the
signature is provided on that specific block. Whera user gets
revoked from the group, the blocks which were prevusly
signed by this revoked user must be re-signed by aexisting
user. This straightforward method allows an existinguser to
download the entire data and re-sign it. But during user
revocation, it is inefficient due to the large sizef shared data in
the cloud. In this paper, we propose to failures ohuman or
hardware and even Software errors cloud data is assiated
with data integrity. Several mechanisms have beenrgposed in
order to allow both the data owners as well as theublic
auditors to audit cloud data integrity efficiently without
retrieving the entire data from the cloud serversA Third Party
Auditor (TPA) will perform integrity checking and th e identity
of the signer on each block in shared data is keprivate from
them. In this paper, we only survey for auditing tle integrity of
shared data in the cloud with efficient user revodéon while still
conserving identity privacy.

Index Terms— Cloud computing, Public
privacy-conserving, shared data, user revocation.

auditing,

I. INTRODUCTION

Most of the previous works concentrate on auglitime
integrity of personal information. Different frorese works,
some of recent works concentrate on how to presderdity
privacy from public verifiers when auditing the egtity of

incorporate combination of:- 1. laaS (Infrastruetuas a
Service) 2. PaaS (Platform as a Service) 3. SaafB\@e as
a Service) These are collectively called as *aa®iEhing
as a Service) which means a service oriented acthie.
Cloud computing is mainly used for resource shaaimg) with
very low-maintenance. The cloud service provid€ISHs),
such as Amazon, are able to provide a various cEs\io
cloud users with the help of powerful various datders.
Cloud Providers provides a fundamental service atad
storage (Storage as-a service). An organisatioowallits
group members in the same group or departmenbte and
share files in the cloud. By utilizing the cloudhetgroup
members can be completely released from its loeah d
storage and maintenance. A significant risk arises
confidentiality of those stored files. So, the gsare not fully
trusted the cloud servers operated by cloud prowdele
sensitive data stored in the cloud.

A. Cloud Computing :

Cloud computing is nothing but internet based caingu
which made revolution in today's world. It is thedest
innovation which uses advanced computational poavet
improves data sharing and data storing capabili@ésud is a
large group of interconnected computers, which magor
change in how we store information and run appbecat
Cloud computing is a shared pool of configurablmpating
resources, ondemand network access and provistondte
service provider [1].The advantage of cloud is @astings.
The prime disadvantage is security. The cloud cdimgu
security contains to a set of policies, technol&ggontrols
deployed to protect data, application & the asgedia

shared information. Unfortunately, none of the a&bovinfrastructure of cloud computing. Some securitgt privacy

methods considers the efficiency of user revocatidren
auditing the correctness of shared informationhia ¢loud.
With shared information, when a user did some cbauiiig a
block, she also needs to calculate a new signdturéhe
changed block. Due to the modifications from diferusers,
different blocks are signed by different users. Toheud
computing field is growing day by day with an inasing
number of businesses and government establishrgeirtg
for cloud computing based services. [1] The cloohputing
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issues that need to be considered. The only thiag tive
cloud computing lacks regarding the issues of da&ayrity,
data privacy, and data accessed by unauthorisedarem

B. Dataintegrity:

Integrity is nothing but consistency. It is a mdetor that
affects on the performance of the cloud. Data niteg
contains protocols for writing of the data in dable manner
to the persistent data storages which can be vetfien the
same format without any changes later. Maintaimiegrity
of shared data is quite difficult task. Numbersnafchanisms
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have been proposed [2]-[15] to protect integrity dafta.
Concept of attaching Signature to each block dd gatised in
these mechanisms. Data Integrity is most impoéall the
security issues
completeness of data as well as that the data rneatp
accessible, consistent and of high quality. Datdehoonsist
of three types of integrity constraints: Entitytegrity,
Referential integrity, Domain integrity

C. Public Data Auditing in Cloud:

On cloud we can able to store data as a groupteare & or
modify it within a group. In cloud data storage tans two
entities as cloud user (group members) and cloudcse
provider/ cloud server. Cloud user is a person wtaves
large amount of data on cloud server which is maddy the
cloud service provider. User can upload their datacloud
and share it within a group. A cloud service previavill
provide services to cloud user. The major issudand data
storage is to obtain correctness and integrityaté dtored on
the cloud. Cloud Service Provider (CSP) has to ipmgome

minimize the chance of the misuse on re-signings keythe
cloud and improve the reliability of the entire rhanism.

in cloud data storages as it essure

Ill. LITERATURE SURVEY

A. Public Auditing for Shared Data with Efficient User
Revoation in the Cloud

AUTHORS: B. Wang, B. Li, and H. Li

With data storage and sharing services in the ¢losdrs
can easily modify and share data as a group. Tareshared
data integrity can be verified publicly, usershie group need
to compute signatures on all the blocks in sharath.d
Different blocks in shared data are generally sigtoy
different users due to data modifications perfornted
different users. For security reasons, once a igsevoked
from the group, the blocks which were previousynsid by
this revoked user must be re-signed by an existé®y. The
straightforward method, which allows an existingeruso

form of mechanism through which user will get thejownload the corresponding part of shared dataexsibn it

confirmation that cloud data is secure or is st@ed is. No
data loss or modification is done by unauthentdtatember.
To achieve security data auditing concept is comte i
picture. This can be achieved in 2 ways as withougted

third party. With trusted third party based on wdaes the
verification. In cloud computing architecture dégastored

centrally and managing this centralised data amyiging

security to it is very difficult task. TPA is usdd this

situation. The reliability is increased as datdandled by
TPA but data integrity is not achieved. TPA usesrgption

to encrypt the contents of the file. It checks dategrity but

there is threat of TPA itself leaks user's data.

Il. PROPOSELSYSTEM:

In this paper, we propose Panda, a novel publigtingd
mechanism for the integrity of shared data witlcegfht user
revocation in the cloud. In our mechanism, by zitilg the
idea of proxy re-signatures, once a user in thamgris
revoked, the cloud is able to resign the blocksickvhvere
signed by the revoked user, with a re-signing keya result,
the efficiency of user revocation can be signiftban
improved, and computation and communication ressuot
existing users can be easily saved. Meanwhile,ctbed,
which is not in the same trusted domain with easgr us only
able to convert a signature of the revoked userardignature
of an existing user on the same block, but it cargign
arbitrary blocks on behalf of either the revoke@rusr an
existing user. By designing a new proxy re-sigregaheme
with nice properties, which traditional proxy rasagures do
not have, our mechanism is always able to checlkntegrity
of shared data without retrieving the entire datanf the
cloud. Moreover, our proposed mechanism is scalalfiech
indicates it is not only able to efficiently suppar large
number of users to share data and but also ablandle
multiple auditing tasks simultaneously with batcidiéing. In
addition, by taking advantages of Shamir SecretiGjawe
can also extend our mechanism into the multi-proxyglel to
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during user revocation, is inefficient due to thegke size of
shared data in the cloud. In this paper, we progosevel
public auditing mechanism for the integrity of sttrdata
with efficient user revocation in mind. By utilizjrthe idea of
proxy re-signatures, we allow the cloud to re-digpcks on
behalf of existing users during user revocation, tkat
existing users do not need to download and re4sigeks by
themselves. In addition, a public verifier is alwagble to
audit the integrity of shared data without retnigythe entire
data from the cloud, even if some part of shared das been
re-signed by the cloud. Moreover, our mechanisibis to
support batch auditing by verifying multiple audgi tasks
simultaneously. Experimental results show that
mechanism can significantly improve the efficierafyuser
revocation.

our

B. Provable Data Possession at Untrusted Stores

AUTHORS: G. Ateniese, R. Burns, R. Curtmola, J.
Herring, L. Kissner, Z. Peterson, and D. Song

We introduce a model for provable data posses§i@P]
that allows a client that has stored data at arustad server
to verify that the server possesses the origintd dathout
retrieving it. The model generates probabilistioqis of
possession by sampling random sets of blocks froen t
server, which drastically reduces 1/0O costs. Thintl
maintains a constant amount of metadata to veniyproof.
The challenge/response protocol transmits a smafistant
amount of data, which minimizes network communarati
Thus, the PDP model for remote data checking supjfange
data sets in widely-distributed storage system.

We present two provably-secure PDP schemes that are

more efficient than previous solutions, even whempgared
with schemes that achieve weaker guarantees. ticydar,
the overhead at the server is low (or even constast
opposed to linear in the size of the data. Experimesing
our implementation verify the practicality of PDRdareveal
that the performance of PDP is bounded by diskan@ not
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by cryptographic computation.

C. Ensuring Data Storage Security in Cloud Computing

AUTHORS: C. Wang, Q. Wang, K. Ren, and W. Lou

Cloud computing has been envisioned
next-generation architecture of IT enterprise. dmtcast to
traditional solutions, where the IT services ardarmproper
physical, logical and personnel controls, cloud potimg
moves the application software and databases tarte data
centers, where the management of the data andcesmiay
not be fully trustworthy. This unique attribute wever, poses

as thg

integration of these two salient features in ouotgeol

design. In particular, to achieve efficient dataatyics, we
improve the existing proof of storage models by imalating

the classic Merkle Hash Tree construction for bldag
authentication. To support efficient handling of ltiple

uditing tasks, we further explore the techniquebithear
aggregate signature to extend our main resultantaltiuser
setting, where TPA can perform multiple auditingksa
simultaneously. Extensive security and performaacaysis
show that the proposed schemes are highly efficamt
provably secure.

many new security challenges which have not beelh we

understood. In this article, we focus on cloud dattaage
security, which has always been an important aggepiality
of service. To ensure the correctness of users iathe
cloud, we propose an effective and flexible distrial
scheme with two salient features, opposing to

E. Privacy-Preserving Public Auditing for Data Sorage
Security in Cloud Computing.

AUTHORS: C. Wang, Q. Wang, K. Ren, and W. Lou,
Cloud computing is the long dreamed vision of cotimgu

itgs a utility, where users can remotely store ttiaia into the

predecessors. By utilizing the homomorphic tokerthwi cloud so as to enjoy the on-demand high qualityiegons

distributed verification of erasure-coded data, saheme
achieves the integration of storage correctnessanse and
data error localization, i.e., the identificatiohmisbehaving
server (s). Unlike most prior works, the new schdunther
supports secure and efficient dynamic operationsdata
blocks, including: data update, delete and appErtEnsive
security and performance analysis shows that tbegsed
scheme is highly efficient and resilient againstz&itine
failure, malicious data modification attack, ande\server
colluding attacks.

D. Enabling Public Verifiability and Data Dynamic for
Sorage Security in Cloud Computing

and services from a shared pool of configurable pging
resources. By data outsourcing, users can be eeliftem the
burden of local data storage and maintenance. Henvéve
fact that users no longer have physical possessictihe
possibly large size of outsourced data makes tteeidizgrity
protection in Cloud Computing a very challengingdan
potentially formidable task, especially for userdthw
constrained computing resources and capabilitidsus;T
enabling public auditability for cloud data storesgeurity is
of critical importance so that users can resomrocexternal
audit party to check the integrity of outsourcedadahen
needed. To securely introduce an effective thintypauditor
(TPA), the following two fundamental requirements/é to
be met: 1) TPA should be able to efficiently autlé cloud

AUTHORS: Q. Wang, C. Wang, J. Li, K. Ren, and W.qa¢5 storage without demanding the local copy @,dand

Lou
Cloud Computing has been envisioned as

next-generation architecture of IT Enterprise. bves the
application software and databases to the ceradiliarge
data centers, where the management of the dataeamides
may not be fully trustworthy. This unique paradidpmngs
about many new security challenges, which havebeen
well understood. This work studies the problem rduging
the integrity of data storage in Cloud Computing
particular, we consider the task of allowing a dhparty
auditor (TPA), on behalf of the cloud client, torife the
integrity of the dynamic data stored in the clotiche
introduction of TPA eliminates the involvement bétclient
through the auditing of whether his data storgfiécloud are
indeed intact, which can be important in achiexngnomies
of scale for Cloud Computing. The support for dhtaamics
via the most general forms of data operation, aglblock
modification, insertion, and deletion, is alsogn#ficant step
toward practicality, since services in Cloud Conmmytare
not limited to archive or backup data only. Whitéop works
on ensuring remote data integrity often lacks tingpsrt of
either public auditability or dynamic data operasip this
paper achieves both. We first identify the diffices and
potential security problems of direct extensionshwully
dynamic data updates from prior works and then sthmwto
construct an elegant verification scheme for thandess

the

introduce no additional on-line burden to the clasér; 2)
he third party auditing process should bring in mew
vulnerabilities towards user data privacy. In thaper, we
utiize and uniquely combine the public key based
homomorphic authenticator with random masking toiee
the privacy-preserving public cloud data auditingtsm,
which meets all above requirements. To supportiefit
handling of multiple auditing tasks, we further Exp the

' technique of bilinear aggregate signature to extamdmain

result into a multi-user setting, where TPA canfqen
multiple auditing tasks simultaneously. Extensiezsity
and performance analysis shows the proposed scharaes
provably secure and highly efficient.

IV. RELATEDWORK

A. Panda: Public auditing for Shared Data with
Efficient User Revocation in the Cloud [1].In this paper
with data storage and sharing services in the ¢losers can
easily modify and share data as a group. To ershizned data
integrity can be verified publicly, users in theogp need to
compute signatures on all the blocks in shared @atgerent
blocks in shared data are generally signed byreiffieusers
due to data modifications performed by differentras For
security reasons, once a user is revoked from rtbepg the
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blocks which were previously signed by this revokesdr
must be re-signhed by an existing user.

B. A View of Cloud Computing [2]. Cloud computing,
the long-held dream of computing as a utility, hhs
potential to transform a large part of the IT inmysmaking
software even more attractive as a service andirgidpe
way IT hardware is designed and purchased. Deviedapith
innovative ideas for new Internet services no lormgeuire
the large capital outlays in hardware to deployrtbervice or
the human expense to operate it. They need nabdteemed
about over provisioning for a service whose popylatoes
not meet their predictions, thus wasting costhoueses, or
under provisioning for one that becomes wildly paputhus
missing potential customers and revenue.

C. Provable Data Possession at Untrusted Store [3h

data error localization, i.e., the identificatiohmisbehaving
server (s). Unlike most prior works, the new schdunther
supports secure and efficient dynamic operationsdata
blocks, including: data update, delete and appErtEnsive
security and performance analysis shows that tbegsed
scheme is highly efficient and resilient againstz&itine
failure, malicious data modification attack, ande\server
colluding attacks.

Here we try to introduce a Trusted Third Party kkéicket
granting server (Resource Broker). If a user wémtaccess
the data stored in a cloud server the user must
authentication key from the TTP then, the authatito key
will be verified then only the user will be allowtmlaccess the
data which is stored in the cloud server. The oaest get the
authentication key for each and every time. By théscan

get

this paper author introduce a model for provabldéa daavoid the misbehaved nodes. If a user wants toijgnthe

possession (PDP) that allows a client that hagdtdata at an
untrusted server to verify that the server possabseoriginal
data without retrieving it. The model generates piulistic
proofs of possession by sampling random sets akblérom
the server, which drastically reduces 1/0 costse Thent
maintains a constant amount of metadata to venéyproof.
The challenge/response protocol transmits a smwatistant
amount of data, which minimizes network communarati

D. Compact Proofs of Retrievability [4]. In this paper,
first scheme was built from BLS signatures and seauthe
random oracle model, features a proof-of-retrielitgbi
protocol in which the client’s query and servegsponse are
both extremely short. This scheme allows publidgfiednility:
anyone can act as a verifier, not just the file en®econd
scheme, which builds on pseudorandom functions iand
secure in the standard model, allows only privatéication.
It features a proof-of-retrievability protocol withn even
shorter server’s response than our first scheme, th
client’'s query is long.

E. Privacy-Preserving Public Auditing for Data
Storage Security in Cloud Computing [5]. This work
studies the problem of ensuring the integrity dadsdorage in
Cloud Computing. In particular, the task of allogia third
party auditor (TPA), on behalf of the cloud cliemtyerify the
integrity of the dynamic data stored in the clotiche
introduction of TPA eliminates the involvement dfeat
through the auditing of whether his data storetthécloud is
indeed intact, which can be important in achiexdngnomies
of scale for Cloud Computing. In particular, to e
efficient data dynamics, we
Retrievability model by manipulating the classicrkle Hash
Tree (MHT) construction for block tag authenticatio
Extensive security and performance analysis shaw tthe
proposed scheme is highly efficient and provabbuse.

F. Ensuring Data Storage Security in Cloud
Computing [6]. In this Paper, author focus on cloud dat
storage security, which has always been an imposspect
of quality of service. To ensure the correctnessgseirs' data
in the cloud, we propose an effective and flexitikributed
scheme with two salient features, opposing to
predecessors. By utilizing the homomorphic tokenthwi
distributed verification of erasure-coded data, echeme
achieves the integration of storage correctnessanse and
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improve the Proof of

cloud, first step the user have to prove their fidgnin this

system the user first communicates with the TTPrandals
their identity. Then the TTP check with the idgnfirovided

by the user and verify for the trust worthy of tieer. If found
trustworthy then it will give a secure key Then tlser has to
enter into the cloud with the secret key which giaen by the
TTP. If the key match with the key given by TTPerhthe
user will be allowed to access the Data. The one iETused
to do generate initial keys, generate revocatieh dind
maintain user detail. The other TTP does checlgiitteof

the data in the cloud and does the key regeneraiinimg

revocation process.

PA @
‘\\::::f?ij]ﬂngc

Result

Verify
Request

Data Flow

Figure: System Architecture

V. CONCLUSIONAND FUTUREWORK

In this paper, we proposed a new public auditing
mechanism for shared data with efficient user ration in
the cloud. When a user in the group is revokedaleav the
semi-trusted cloud to re-sign blocks that were esighy the
revoked user with proxy re-signatures. Experimergallts
show that the cloud can improve the efficiency ek

?evocation, and existing users in the group care sav

significant amount of computation and communication
resources during user revocation.

its
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