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Abstract--Core banking is a set of services provided by a group of
networked bank branches. Bank customers may access their
funds and perform other simple transactions from any of the
member branch offices. The major issue in core banking is the
authenticity of the customer. Due to unavoidable hacking of the
databases on the internet, it is always quite difficult to trust the
information on the internet. To solve this Problem of
authentication, the proposed system is based on click based
graphical password system that not only guides and helps the user
for password selection but also encourages the user to select more
random distributed password. The proposed system is based on
Persuasive Technology which motivates and influence people to
behave in a desired manner. The proposed system combines the
Persuasive features with the cued click point to make
authentication system more secure. Basically during password
creation the part of an image which is less guessable is highlighted
and user has to select the click-point within the highlighted
portion and if the user is unable to select the click-point then he
can move towards the next highlighted portion by pressing the
shuffle button. The highlighted part of an image basically guides
users to select more random passwords that are less likely to
include hotspots. Therefore this works encouraging users to select
more random, and difficult passwords to guess. During Login,
images are displayed normally and user has to select the click
point as chosen at the time of password creation but this time
highlighted portion is not present as it only provides the system
suggestion. An important usability goal of proposed system is to
support users in selecting password of higher security with larger
password space. The proposed system removes the pattern
formation attack and Hotspot attack (it is an area of an image
where most of the user is selecting it as the click-point).Also it
removes the shoulder surfing attack.

I INTRODUCTION

The Core banking is a set of services provided by a group of
networked bank branches. Bank customers may access their
funds and perform other simple transactions from any of the
member branch offices. The major issue in core banking is the
authenticity of the customer. Due to unavoidable hacking of
the databases on the internet, it is always quite difficult to trust
the information on the internet. To solve this Problem of
authentication, we are proposing an algorithm based on image
processing, improved steganography which is visual
cryptography.

The problem of Knowledge based authentication
mechanism (KBAM) typically text based password are well
known. The goal of an authentication system is to support
users in selecting the superior password. An alternative to
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alphanumeric password is the graphical password. Graphical
password uses images or representation of an image as a
password. Human brains easily recognize pictures than the
text. Most of the time user create memorable password which
is easy to guess but strong system assigned password are
difficult to remember. An authorization system should allow
user choice while influencing user towards stronger passwords
An important usability goal of Knowledge based authentication
system is to support users in selecting password of higher
security with larger password space. Basically persuasion is
used to control user choice in click based graphical password,
encouraging user to select more random

click point which is difficult to guess. In the proposed system,
the task of selecting weak password which is easy for an
attacker to guess is more tedious; discourages users from
making such choices. In consequence, this approach chooses
the more secure password the path of least confrontation.
Instead of increasing the burden on users it’s easier to track the
system suggestions for a secure password which is the feature
lacking in most of the schemes. Here persuasive feature is
combined with previous cued click point technique which uses
one click point on five different images. The next image to be
displayed is based on previous click-point

and the user specific random value. Here the password entry
becomes a true cued recall scenario wherein each image
triggers the memory of corresponding click-point. For valid
users it provides implicit feedback such that while logging if
user unable to recognize the image then it automatically alters
the user that their previous click-point is incorrect and user can
restart the password entry where as explicit indication is
provided after the final click point.

An important usability goal of Knowledge based authentication
system is to support users in selecting password of higher
security with larger password space. Basically persuasion is
used to control user choice in click based graphical password,
encouraging user to select more random click point which is
difficult to guess. In the proposed system, the task of selecting
weak password which is easy for an attacker to guess is more
tedious; discourages users from making such choices. In
consequence, this approach chooses the more secure password
the path of least confrontation. Instead of increasing the burden
on users it’s easier to track the system suggestions for a secure
password which is the feature lacking in most of the schemes.
Here persuasive feature is combined with previous cued click
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point technique [8] which uses one click point on five different
images. The next image to be displayed is based on previous
click-point and the user specific random value. Here the
password entry becomes a true cued recall scenario wherein
each image triggers the memory of corresponding click-point.
For valid users it provides implicit feedback such that while
logging if user unable to recognize the image then it
automatically alters the user that their previous click-point is
incorrect and user can restart the password entry where as
explicit indication is provided after the final click point.

1. EXISTING WORK

Today, most applications are only as secure as their
underlying system. Since the design and technology of
middleware has improved steadily, their detection is a difficult
problem. As a result, it is nearly impossible to be sure whether
a computer that is connected to the internet can be considered
trustworthy and secure or not. Phishing scams are also
becoming a problem for online banking and e-commerce users.
The question is how to handle applications that require a high
level of security.

Online transactions are nowadays become very
common and there are various attacks present behind this. In
these types of various attacks, phishing is identified as a major
security threat and new innovative ideas are arising with this in
each second so preventive mechanism should also be so
effective. Thus the security in these cases be very high and
should not be easily tractable with implementation easiness.
Graphical Password is one of the knowledge based technique
and it is categorized into Recognition based and Recall based.
In Recognition based techniques user has to recognize or
reproduce the things during the login where as in case of recall
based technique user has to recall the things during the login in
such a way that whatever they selected during the password
creation they have to recall it in the same manner.

Disadvantages

Most of the applications are giving high protection
towards the Password Security and they are not
concentrate on phishing attacks, So by phishing
attackers are directly getting the passwords from the
user and they enter into the relevant web sites with
correct password.

There is no efficient technique to safe guard the users
of phishing websites

Ill.  PROPOSED SYSTEM

The proposed system is based on click based
graphical password system that not only guides and helps the
user for password selection but also encourages the user to
select more random distributed password. The proposed system
is based on Persuasive Technology which motivates and
influence people to behave in a desired manner. The proposed
system combines the Persuasive features with the cued click
point to make authentication system more secure. Basically
during password creation the part of an image which is less
guessable is highlighted and user has to select the click-point
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within the highlighted portion and if the user is unable to select
the click-point then he can move towards the next highlighted
portion by pressing the shuffle button. The highlighted part of
an image basically guides users to select more random
passwords that are less likely to include hotspots. Therefore
this works encouraging users to select more random, and
difficult passwords to guess. During Login, images are
displayed normally and user has to select the click point as
chosen at the time of password creation but this time
highlighted portion is not present as it only provides the system
suggestion. An important usability goal of proposed system is
to support users in selecting password of higher security with
larger password space. The proposed system removes the
pattern formation attack and Hotspot attack (it is an area of an
image where most of the user is selecting it as the click-
point).Also it removes the shoulder surfing attack.

Advantages

e An important usability goal of proposed system is to
support users in selecting password of higher security

with larger password space.

Proposed system removes the pattern formation attack
and Hotspot attack (it is an area of an image where
most of the user is selecting it as the click-point).

Also it removes the shoulder surfing attack.

V. METHODOLOGY

The Core banking is a set of services provided by a
group of networked bank branches. Bank customers may
access their funds and perform other simple transactions from
any of the member branch offices. The major issue in core
banking is the authenticity of the customer. Due to unavoidable
hacking of the databases on the internet, it is always quite
difficult to trust the information on the internet. To solve this
Problem of authentication, we are proposing an algorithm
based on image processing, improved steganography which is
visual cryptography.

The problem of Knowledge based authentication
mechanism (KBAM) typically text based password are
wellknown. The goal of an authentication system is to support
users in selecting the superior password. An alternative to
alphanumeric password is the graphical password. Graphical
password uses images or representation of an image as a
password. Human brains easily recognize pictures than the
text. Most of the time user create memorable password which
is easy to guess but strong system assigned password are
difficult to remember. An authorization system should allow
user choice while influencing user towards stronger passwords

V.  OVERVIEW OF THE PROJECT
An important usability goal of Knowledge based authentication
system is to support users in selecting password of higher
security with larger password space. Basically persuasion is
used to control user choice in click based graphical password,
encouraging user to select more random click point which is
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difficult to guess. In the proposed system, the task of selecting
weak password which is easy for an attacker to guess is more
tedious; discourages users from making such choices. In
consequence, this approach chooses the more secure password
the path of least confrontation. Instead of increasing the burden
on users it’s easier to track the system suggestions for a secure
password which is the feature lacking in most of the schemes.
Here persuasive feature is combined with previous cued click
point technique which uses one click point on five different
images. The next image to be displayed is based on previous
click-point and the user specific random value. Here the
password entry becomes a true cued recall scenario wherein
each image triggers the memory of corresponding click-point.
For valid users it provides implicit feedback such that while
logging if user unable to recognize the image then it
automatically alters the user that their previous click-point is
incorrect and user can restart the password entry where as
explicit indication is provided after the final click point.
An important usability goal of Knowledge based authentication
system is to support users in selecting password of higher
security with larger password space. Basically persuasion is
used to control user choice in click based graphical password,
encouraging user to select more random click point which is
difficult to guess. In the proposed system, the task of selecting
weak password which is easy for an attacker to guess is more
tedious; discourages users from making such choices. In
consequence, this approach chooses the more secure password
the path of least confrontation. Instead of increasing the burden
on users it’s easier to track the system suggestions for a secure
password which is the feature lacking in most of the schemes.
Here persuasive feature is combined with previous cued click
point technique [8] which uses one click point on five different
images. The next image to be displayed is based on previous
click-point and the user specific random value. Here the
password entry becomes a true cued recall scenario wherein
each image triggers the memory of corresponding click-point.
For valid users it provides implicit feedback such that while
logging if user unable to recognize the image then it
automatically alters the user that their previous click-point is
incorrect and user can restart the password entry where as
explicit indication is provided after the final click point.

VI. CONCLUSION AND FUTURE WORK
In this project we did an Adding Persuasive features in
Graphical Password to increase the capacity of KBAM. It’s to
develop this project; we used J2EE as a front end and MY SQL
as backend. A major advantage of proposed scheme is that it
provides larger password space then the alphanumeric
passwords. For Graphical passwords there is a rising interest is
that they are better than the Text based passwords, while the
important argument for graphical passwords are that people are
better at memorizing graphical passwords than text-based
passwords. Also it removes the pattern formation and hotspot
attack since it provides the system suggestion. Also the
proposed system removes the shoulder surfing attack.

In this project we can implement this with 2d images
in future we can implement with 3d images or digital signature
login process.In this project we prevent from some basic
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attacks, but in future we can try to implement with some high
capacity attacks also.
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