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Abstract— An efficient cryptographic approach for data
sharing among a group of users is an important furtenality in
cloud storage. To securely and efficiently sharingetective data
with others in cloud storage, we incorporated new avel concept
of Key Aggregate Searchable Encryption (KASE) through
development of a concrete encryption framework scimae.

In this scheme data owner only needs to genészaand
distribute a single aggregate key to data user fosharing large
number of documents. User also only needs to subnit single
aggregate trapdoor to the cloud server, so that qug processing
over the shared documents can be done.

Index Terms— Searchable encryption, data sharing, cloud
storage, data privacy

I. INTRODUCTION

Cloud storage is becoming more popular nowadiys.

enterprise settings, we see the rise in demanddéta
outsourcing, which benefits in the field of corperdata and
its management. It is also useful as a core teclgyofor
different online technologies for individual appgitons.
Cloud computing is known as an alternative to tiradal
technology due to its

low-maintenance capabilities. The main aim of clou . ~ i )
dpand, while benefiting from the expediency of shgrdata

computing is to provide high performance energy
computing for various field like military and resela
organization for performing billions of computatfoat each
second. It is also used in customer oriented afias
portfolios to transfer confidential information.

In cloud computing, the cloud service providergkeli

cloud, the staffs can be fully released from thealodata
storage and maintenance. However,
significant risk to the confidentiality of those ostd
documents. Specifically, the cloud servers corgblby
cloud providers are not fully believed by users levtthe
documents stored in the cloud may be s confidersiadh as
business ideas. Identification of privacy is maspoértant
problem for wide development of cloud computing tWgut
the proof of identity privacy users are not reamlytilize the
cloud services because they don’t want to exposie thal
identity. To maintain data privacy, a basic idesoigncrypt
files, and then upload the encrypted data intakbed. In this
paper, we demonstrate cryptographic scenarios ffier
problem of searching on encrypted data and pravddelt of
security for the resulting crypto systems.

The storage in the cloud has materialized as abbtapa
answer for suitable and on-demand accesses todmgents
of information shared over the Internet. Businessrsi are
being paying attention by cloud storage due toséseral
benefits, including lower cost, better agility, amaproved
resource utilization. Everyday users are also sggprivate

better resource-sharing arfipta, such as photos and videos, with their frighdsugh

gocial network applications based on cloud. On dtteer

through cloud storage, users are also graduallyiebabout
accidental data reveal by the cloud. Such dataatieng will

be performed by malicious opponent or a mischieaoisd
operator, can habitually direct to severe violatidrprivate
data or confidential data regarding business.

it also creates a

In this paper, we propose the novel concept of

Amazon, are able to provide various services tosusih the ]
searchable encryption (KASE), and

help of powerful data servers. Moving the local adat<€y-aggregate

management systems into cloud servers, users dan tipstantiating the concept through a concrete KAS&Ehod.

advantage of high-quality services and store ingrt
investments on their local infrastructures. Howewehile
sharing data through cloud storage, users are tsinedusly
aware about the data leakages in the cloud. Otleeafost
fundamental services delivered by cloud serviceigess is
data storage. Consider a data application. Theae@npany
which permits its staffs in the same group or depant to
store and share documents or files in the cloudndJthe

41

The proposed KASE scheme relates to any cloudgedteat
supports the searchable group data sharing featieh
means any user may prefer to distribute a grodipesfwhich
are selective with a group of selected users, wielenitting
the final to carry out keyword search above thdiazarTo
maintain searchable group data sharing the maidsné®
efficient key management are double. Primarilyatdwner
wants to allocate a single aggregate key (instéadjooup of
keys) to a user for sharing any number of fileshs®guent,
the user needs to submit a single aggregate tragdade
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cloud for performing keyword search over any qugmnif
shared files. KASE scheme can assure both requests.

Il. PROBLEMSTATEMENT

Suppose that Client 1 uploads all her private péstwand
videos on Dropbox, and she does not want to sephwnps
by everyone. Due to various data leakages in dberk may
be possibility that client 1 cannot feel satisfigdjust relying
on the privacy protection provided by Dropbox, dwe s
encrypts all the pictures using her own keys befipteading.
One day, Client 1's friend, say client 2, asks toeshare her
pictures taken during all these years which clzappeared
in. client 1 then uses the share function of Drogptut the
problem is how to delegate the decryption rightstfese
pictures to client 2. A possible option client hedoose is to
securely send client 2 the secret keys includecrd&fbre
there are two ways for her under the traditionalrgption
paradigm:

A. client 1 encrypts all files with a single enctigm key
and gives client 2 the corresponding secret kesctlyr.

B. client 1encrypts files with distinct keys andhds client
2 the corresponding secret keys surely, the titinique is
inadequate since all data which is not yet chosay Ine also
leaked to client 2. For the second method, thexepeactical
concerns on efficiency. The number of keys is eajeint to
the number of the shared photos, say, a thousamirg)
these secret keys requires a more secure chandedt@rage
of these keys requires expensive secure storage.

Ill. LITERATURE SURVEY

Baojiang Cui, Zheli Liu and Lingyu Wang, proposed
key-aggregate searchable encryption to addresprtidem
of privacy preserving in public cloud storage iniethdata
owner required to distribute huge number of key®ttwer
users to enable the access to their data. Thisreclean be
implies on any cloud system which supports the tionality
of searchable group data sharing. In searchablepgdata
sharing scheme, data owner can share group ofwitbsthe
selected group of users. For that data owner néeds
distribute single key to the user for sharing theug. And
instead of group of trapdoors user only needs ongisingle
aggregate trapdoor to perform keyword searching tve
group of any number of files.

S. Yu, C. Wang, K. Ren, and W. Lou,This system
provides the solution for the problem of fine-geiness,
scalability, and data confidentiality of accesstoalrin cloud
storage. To address these problems access palieieseated
based on data attributes. This paper propose8w#trbased
encryption (ABE), proxy re-encryption, and
re-encryption techniques to achieve their goal.

R. Lu, X. Lin, X. Liang, and X. Shen, in this secure

provenanc&P scheme based on the bilinear pairings in clou

computing model. This scheme is used provide siycand
trusted evidences for data forensics in cloud cdimgu
Provable security techniques are used to checkatdity of
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the security. Trusted evidences for data foreraieprovided
by the secure provenan&e scheme.

X. Song, D.Wagner, A. PerrigPaper proposed the proofs
of security with the help proposed cryptographicesne. It
supports searching functionality without losing the
confidentiality of the data. This technique is gector
encryption as it provides control searching overdhta. This
system handles the hidden searches as well as igoéation
over the cloud data. This system also supportsoraraccess
decryption in which the length of each word alsed=to be
stored with the word. For Searching process enedyptdex
is used when data size is large.

R. Curtmola, J. Garay, S. Kamara, R. Ostrovsky,This
paper stronger security technique that is Searehabl
Symmetric Encryption (SSE). In this technique wser store
data on remote server and can access it privalelyxtend
the searching ability authors were also proposetii-user
SSE. In this system user least the data from ldajaset,
Single-database PIR used to retrieve data fromreeise
containing unencrypted data. For the secure medifins
new documents can be added to the previous document
collection.

S. Kamara, C. Papamanthou, T. Roeder;This paper
proposed stronger security technique that is Sahbfeh
Symmetric Encryption (SSE). In this technique wser store
data on remote server and can access it privalelyxtend
the searching ability authors were also proposetii-user
SSE. SSE is adaptive security than chosen-keywibadka
(CKAZ2). This system uses inverted index approa8k 8as
capability to describe leakage of a database wbirtiains
two tables over word and file identifiers.

D. Boneh, C. G, R. Ostrovsky, G. Persiandn this author
refers mechanism calldRublic Key Encryption with keyword
Search. In this user sends the key to server to identif #il
messages are containing some specific keyword wutitho
learning extra information. This system is based|BE
construction.This approach is for users who owrir thata
and they wish to upload that data to a third-pdegabase in
which they may not trust. The system is based wariant of
the Computational Diffie-Hellman problem.

C. Dong, G. Russello, N. Dulayin this system user has its
own key which is used to encrypt and decrypt th&a.da
Therefore it does not require any trusted serveafoessing
the data. This encryption system is based on proxy
cryptography in which users share data via an ustéd data
storage server. In this server is hosted by a théirdy. Proxy
cryptography is build upon the El Gamal encrypscheme.

To securely encrypt keywords, keyword encryptidmesae is
also obtained by proxy encryption scheme. This mehe
8llows user revocation straightforwardly.
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IV. PROPOSEMETHODOLOGIES

A. MULTIUSER SEARCHABLE ENCRYPTION
A rich literature has been available on searchab

data owner can be regarded as the broadcasteraghuublic
key pk and master key MSK Every document with idients

can be regarded as a receiver listening to thedoest
channel and a public information used in decryptien
Wesigned to be relevant to both the owner's MSK e

encryption. Including SSE schemes and PEKS schemesicryption key the message encryption process has

Contradictory to those existing work, in the cohtvbcloud
storage keyword search under the multi tenancyngeis a
more common scenario. In such a scenario, the alater
would like to share a document with a group of aritted
users and the user who has access right can prawidpdoor
to perform the keyword search over the shared deatim
namely the “Multi user searchable encryption” scena
Some recent work, focus to such a MUSE scenariougih
they all adopt single key combined with access robrib
achieve the goal. In, Muse scheme are construgtstidring
the document’s searchable encryption key with sdirst who
can access its and broadcast encrypting is usedatHhieve
coarse joined access control. In, attributes basedyption is
applied to achieve line grained access control akayword
search. The main problem in MUSE has been to cbusers
who can access documents, In order to reduce tindemof
shared keys and trapdoors are not considered. §grggate
searchable encryption can provide the solutiortherlatter
and it can make MUSE more efficient and practical.

B. MULTI KEY SEARCHABLE ENCRYPTIONS

In multi user application the number of trapdoors a
proportional to the number of documents to searcér o
different provides to the server a keyword trapdander
each key which have to be matched and documenbean
encrypted firstly introduces the concept of multeyk
searchable encryption (MKSE) and places forwardfitisé
feasible scheme in 2013 MUSE enables a user tadeav
single keyword trapdoor to the server, but stilbwk the
server to search for that trapdoor’s keyword inwhoents
encrypted with different keys. KASE is altogethdffedtent
from MKSE. KASE delegates the keyword search riglany
user by distributing the aggregate key to him/inea igroup
data sharing system while the goal of MKSE is tsuea the
cloud server can perform keyword search with oapdoor
over different documents owing to a user.

C. KEY AGGREGATE ENCRYPTION FOR DATA
SHARING

resemblance with data encryption using symmetricygrion

in BE but the key aggregation and data encryptiom a
regarded as mathematical transformation of BR Hcry
algorithm and BE Decrypt algorithm respectively.

D. ALGORITHMS

« Setup(l, n): this algorithm is run by the cloud
serviceprovider to set up the scheme. On input séaurity
parameter 1 and the maximum possible number n of
documents which belongs to a data owner, it outplus
public system parameter params.

(1*, n) > params

* Keygen: this algorithm is run by the data owner t
generate a random key pair (pk,msk).

Key ger> (pk,msk)

« Encrypt(pk, i): this algorithm is run by the datwner to
encrypt the i-th document and generate its keywords
ciphertexts. For each document, this algorithm witate a
deltaA; for its searchable encryption key ©n input of the
owner's public key pk and the file index i, this @ighm
outputs data ciphertext and keyword ciphertexts C

E(pki)> G

* Extract(msk, S): this algorithm is run by thealatwner to
generate an aggregate searchable encryption key for
delegating the keyword search right for a certaéh of
documents to other users. It takes as input theeosn
master-secret key msk and a set S which containtlices
of documents, then outputs the aggregate kgy k

Ex(msk,S)> Kagg

* Trapdoor(kgse W): this algorithm is run by the user who
has the aggregate key to perform a search. It &kegput the
aggregate searchable encryption kgy, &nd a keyword w,
then outputs only one trapdoor Tr.

Tr(KaggW) > Tr

» Adjust(params, i, S, Tr): this algorithm is rup doud
server to adjust the aggregate trapdoor to genérateight
trapdoor for each different document. It takes rgaui the
system public parameters params, the set S of daugin
indices, the index i of target document and theregmte
trapdoor Tr, then outputs each trapdoqrfdr the i-th target

Data sharing system based on closed storage hals MUC cument in S

priority now days. In particular, how to reduce thenber of
distributed data encryption keys sharing differdatument
with different encryption keys with the same udee tata
owner will need to distribute all such keys to Hiev/ in a
traditional approach which is usually impractidalorder to
resolve this problem key aggregate encryption (Kéé&heme
for data sharing is proposed to generate an aggré&es for
the user to decrypt all the documents. A set ofudwmnts
encrypted by different keys to be decrypted witlsiragle
aggregate key so that user can encrypt a mess#uyarinter a
public key and under the identifier of each docutsérhe
construction is inspired by the broadcast encrypkiey The
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Adjust(params,i,S,Trp Tr,

 Test(Ty, i): this algorithm is run by the cloud server to
perform keyword search over an encrypted docuniteiakes
as input the trapdoor Tand the document index i, then
outputs true or false to denote whether the doctirdeg
contains the keyword w.

Test(Ty,i) = true/false
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E. SYSTEM ARCITECTURE

an

Network Storage )
Searches keyward

trapdoor

" (Drop Box) \ A):

oweload and decrypt data
Regifretion  Sends key

Encrypted keyword and data

penerates keyward

{repdoars

D

Sends Aggrezate Key fo group of sers

Sendssecretkey o respectivehers

A1

I | |
1

this aggregate key to decrypt these encrypted ghtricthis
Network Storage is untrusted third party servedrapbox.

) Trapdoor generation

Trapdoor generation is run by the user who has the
aggregate key to perform a search.

d) File User:
The generated keys can be passed to delegateslgduia
secure e-mails or secure devices) finally; any wg#r the

Trapdoor keyword generation process can decryptigmer
text provided.

VI. EXPERIMENTALRESULTS:

In this ,we provide a concept of key aggregatecéednie
encryption ,The data creator needs to distributg asingle
aggregate key of his all document ,the user needalimit a
single trapdoor when he needs to download a documen

7\ shared by the same creator. our proposed systewdpso
greater time efficiency than the existing system.
Data in KB Time complexity | Time complexity
for decrypt for decrypt
[Proposed [Existing
System] in System] in
second second
256 0.63 1.2
384 0.76 1.42
A. Data Owner
512 0.91 1.6
B. Network Sorage
C. Trapdoor Generation | 640 |1 | 176
D. FileUser
2
1) MODULESDESCRIPTION: s
Time in Second ® Proposed

a) Data Owner:

Data owner uploads selective documents to cloudeser
which are shared with the data user. Generally,heac
document is encrypted with a separate key. Thepkeguced
is send to the data user via a secure communioctiamel by
the data owner. Data owner view the list of useeslable for
accessing the files from drop box cloud. Than after
performing all these actions, data user can perfganching
over the shared documents by generating keywopd dars.

If a match is obtained, the cloud server returmsdtiginal
files which were shared by the data owner to comeding
requested data user.

preserving data sharing system based on publiddtarage
which is need a data owner to allocate a large eunmobkeys
to users to permit them to access the documentshisn
proposed concept of key-aggregate searchable gimargnd
construct a concrete KASE scheme. It can provideffisient
solution to building practical data sharing systeased on

b) Network Storage (Drop box):

With our solution, Alice can simply send Bob a $ng
aggregate key via a secure e-mail. Bob can downtbad
encrypted photos from Alice’s Dropbox space anah thee
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VII.

Number of file n KB

CONCLUSIONAND FUTUREWORK
Taking into consideration of the realistic problefprivacy
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public cloud storage. In a KASE scheme, the owreds to
distribute a single key to a user when contributinfpt of
documents with the user, and the user needs toisalsingle
trapdoor when they queries over all documents shiayethe
same owner. On the other hand, if a user wantsiéstipn
over documents shared by multiple owners, that oaest
produce multiple trapdoors to the cloud. The future
enhancement for this proposed work is to find omv ho
decrease the number of trapdoors under multi-owsettgng
by attaining the security.
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