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Abstract: Tremendous growth towards mobile devices
and wireless networks has emerged into the new fiebf
study, Mobile Adhoc Networks (MANET). MANET is a
self-organized and reconfigurable environment that
doesn’t depend on any centralized system. Routing
efficiency and data sharing are one of the signifant
parameters in MANET environment. In this paper, we
have proposed trust based fuzzy logic mechanism to
detect the Denial of Service attacks. Firstly, theodes
are randomly deployed and distributed in MANET
environment using OLSR and ONION routing
protocols. Multi-Point Relay (MPR) is used for
controlling the packets throughout the network usirg
two-hop neighbor’'s communication systems. Reputatio
value for each node is estimated. Based on the essted
value, the node’s behavior is classified into lownedium
and high priority class. The nodes reside at high
priority is used for further analysis. After receiving the
authorization from Trusted Authority (TA), the
behavior of nodes is studied and detected the maibhus
nodes. Experimental study has shown the efficienayf
the proposed system in terms of packet loss rationd
throughput.

Keywords: MANET, Routing efficiency, Data sharing,
Trust and Reputation models.

l. INTRODUCTION

From the day the Internet has originated, the
problems faced by the client and the server are
existing in the wireless scenario. One of the most
prominent attacks that still revolve around is 2éni
of Service (DoS) attacks [1]. DoS and Distributed
Denial of Service (DD0S) are growing concerns as
more people use on-line services for e-commerce,
banking, and social networking. DoS attacks prevent
authorized users to access the available resoantks
services. The attacker attempts to prevent legigma
users from accessing the information or services by
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sending large number of fake requests, whereas in a
DDoS attack, the master owns millions of insecure
machines called zombies which act according to the
master command to overload the victim with huge
volume of packets.

There are two general forms of DoS attacks:
those that crash services and those that floodcgstv
In most cases DDoS attacks involve forging of IP
sender address so that the location of the attgckin
machines can't easily be identified. The Key featur
of DDoS includes distributing the attack across
hundreds or thousands of compromised hosts (often
residing on different network) and coordinating the
attack among the hosts. In the summer of 1999, the
Computer Incident Advisory Capability (CIAC)
reported the first DDoS attack incident and most of
the DoS attacks since then have been distributed in
nature [2]. Most of the DDoS flooding attacks
launched have tried to make the victim’'s service
unavailable.

Denial of service (DoS) attack is Distributed
Denial of service (DDoS) attack since it is launthe
concurrently to numerous machines. DDos attacks
are not new disturbance to internet, they came back
late in August 1999 and after that incessantlyrthei
severity is growing. Some recognized DoS attacks
are SYN Flood, teardrop, smurf, ping of death [3].
There have been large scale attacks targeting many
high profile websites [4]. These sites include tevit
facebook, Amazon etc. There are varieties of DDoS
attacks as classified in [5]. However, the most
common form of DDoS attacks is a packet-flooding
attack, in which a large number of seemingly
legitimate TCP, User Datagram Protocol (UDP), or
Internet Control Message Protocol (ICMP) packets
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are directed to a specific destination. DDoS atack
cannot be detected and stopped easily becausalforge
source addresses and other techniques are used to
conceal attack sources [6].

The rest of the paper is organized as follows:
Section |l depicts the related work; Section Il
depicts the proposed work; Section IV presents the
experimental analysis and concludes in Section V.

Il. RELATED WORK

Denial of Service attacks on servers is the
major concern of network security in today’s world.
The DOS attacks aims at the HTTP request of the
clients. The traffic sampling is a technique that
bifurcate the network traffic on the basis of
parameters such as number, average length of flow,
identifying the traffic of interest, etc. The autha
[7] use traffic sampling which samples arrived HTTP
requests and registers the information of traffic
characteristics by scheduled rules. The information
such as source IP, source port, destination IP,
destination port, protocol type, start and end twhe
the HTTP request packet is registered. With the hel
of the registered information the attacking trafiic
classified by measuring the accessing time content.
The author in [8]studied Multivariate Correlation
Analysis (MCA) for accurate network traffic
characterization by extracting the geometrical
correlations between network traffic features.
Sample-by-sample detection method is used for
tackling the DOS attacks. Moreover the traffic can
behave falsepositive or false-negative to confhse t
server, need to detect and mitigate such type of
behavior of network traffic. The author in [9]
proposed a Rateguard system that deals with such
types of attacks based on leaky-bucket based rate
control technique. The author in [10]studied false-
positive and false-negative rates for mitigating th
model-based attacks.

Authentication is one of the major issues for
the server to decide the legitimate user. Client
puzzles helps server for authentication and
association. Server sends the puzzle to the réggest
client, after solving the puzzle successfully dién
able to access the services on the server. Thdepuzz
should be time dependent so that client can get onl
limited time to solve it. The author in [11] propasa
lightweight mechanism to defend against DoS attacks
on 802.11 networks. Client puzzles are implemented
on the access points in WLAN's in order to defend
the resource depletion attacks. The author in [12]
studied client puzzles based on partial collisions
hash functions. Due to which the fine-grained aaintr
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over the puzzles is possible which is useful fa th
access control. The author in [13] proposed a tlien
transparent  techniqgue. They embedded an
authentication code in the port number field of TCP
packet and used IP level filtering to counter tHeD
attacks.

The DOS attacks also aims at the TCP,
ICMP, UDP, etc. Mostly the flood attacks are semt o
them. Thresholds are used to detect such type of
flood attacks and defend against them. The author i
[14] studied a Poseidon framework which mitigates
the distributed denial of service attacks. Interest
flooding in named data networks (NDN) which
exploits the key architectural features of NDN is
mitigated by setting up the threshold which linthe
rate of incoming interests from the interface. The
author in [15] studied a two-tier coordinated defen
scheme against distributed denial of service astack
which uses flood detection by threshold and online
monitoring is done.

I, PROPOSED WORK

This section depicts the working of proposed

algorithm via modules.They are explained as follows

a) Creation of the topology

Consider a group of nodes which are
randomly and uniformly distributed in square sife o
1000 * 800m. The transmission range of node is set
to 250m with speed of 5m/ms. The data traffic is se
to 100 packets per millisecond with queue length of
50 packets. The overall network performance is
investigated using fuzzy logic system. The progose
algorithm consists of three processes, namely,

i) Detection of misbehaving nodes based
on the observed evidences.

i) Introduction of geographic routing and
greedy algorithm to transfer the data via
selected shortest path. And also to
retrieve the data securely from present
position of node’s.

Simulations on set of nodes to estimate
the effectiveness and efficiency of the
trust.

ii)

b) Denial contractions with fictitious node
mechanism

Each node in the network communicates
with other nodes based on the given information.
Using Multi-point Relays (MPR), the optimization of
node is done for control packets throughout the
network. MPR operates in both one-hop neighbors
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and two-hop neighbors. By minimizing its MPR
selections, anode is able to transmit messagel to a
two-hop neighborswith minimal duplication. Thus,

both topology controlmessages and data packets are

only forwarded by this mini-mal MPR set, allowing
for fewer duplicate messages whilemaintaining
network-wide coverage.

c) Trusted fuzzy logic with fictitious nodes:

Trust is an important factor in the MANET
environment. In order to select the trustworthy enod

for secured transmission process, we have adopted a

trust based fuzzy logic mechanism.Firstly, the
behavior of the nodes is observed and its patern i
recorded. The behavioral pattern is studied using
fuzzy logic mechanisms. The reputation values of
each node is calculated and classified into three
classes, namely, low, medium and high. The aim of
this classification process is to minimize the yela
and to maximize the packet delivery ratio. The sode
which are classified under high class are treated a
the trusted authority nodes.

High classes of nodes contain authorized
evidences from delegation history and forward
history.Then, the greedy algorithm is applied dher
nodes of high classes. The task of greedy algorithm

to transfer the data under selected shortest paths.

When a node is misbehaving iTrust introduces a
periodically available Trust Authority which could
launch the probabilistic detection for the targetie
and judge it by collecting the forwarding history
evidence from its upstream and downstream nodes.
Then, Trusted Authority (TA) could punish or
compensate the node based on its behaviors.
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Fig.1. Proposed architecture
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V. EXPERIMENTAL RESULTS

This section depicts the simulation analysis
of our proposed technique. Simulation study is
carried out in NS2 programming language.The
simulation parameters are listed in table 1.

No. of Nodes 50 nodes

Transmission | 250m

range

Transmission | 5m/ms

speed

Data traffic 100
packets/ms

Queue length 50 packets

Protocols OLSR and
ONION
routing
protocols

Table 1. Simulation parameters
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Fig.4.Distribution of channel frequency using ONIC
routing protocol

Fig.5. Packet loss ratio analy:

From the fig.5., it is estimated tl our
proposed technique significantly reduces the pe
loss ratio than the existing works.
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Fig.6. Throughput analysis
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From the fig.6, it is inferred that o
proposed technique significantly increases
throughput rate than the existing techniqt

V. CONCLUSION

With the rapid development made
wireless technologies, the research on mc
computing has gained much ierest among the
researchers. Mobile Adec Network usually has
dynamic shape and a limited bandwidth. Routin
one of the key issues in MANETSs due to their hic
dynamic and distributed nature; the use of mc
networks is growing very fast. The pormance of a
mobile adhoc network depends on the rout
scheme employed, and the traditional rou
protocols do ot work efficiently in a MANET. Ir
this paper, we have propostrust based fuzzy logic
mechanisnto detect the malicious nodes that ca
denial of service attacksThe nodes are randomly
deployedusing OLSR and ONION protocols. T
reputation value of each nc is estimated. After
receiving the authorization frol Trusted Authority
(TA), the behavior of nodes studied and detected
the malicious nodes. Experimenstudy has shown
the efficiencyof the proposed systetin terms of
packet loss ratio and throughy
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