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membership, sharing data while providing privacgsarving

Abstract— Cloud computing now a day is increasing over the is still a challenging issue, especially for anrusted cloud
last few years due to its attractive features likescalability, due to the collusion attack. Meanwhile, we mustviute
flexibility, low cost and easy start up for the bempners. It security guarantees for the sharing data filesesthey are

provides effective security of the data and informton in the outsourced. The examples of cloud computing include
cloud storage. The data Distribution in many users ecessing for ’ P puting

dynamic groups preserves data and its identity angrivacy from aVa”_able baCkl_Jp _s_ervices, dynam_ic social netwgrkin
an untrusted cloud and grants access to frequent enge of services, and individual data services, etc. Theu€l

membership. Users can attain an effective and ecomical computing also includes online applications, sushtese
approach of scheme for data sharing among group meers in  accessible through Microsoft Online Services. Tamdivare
the cloud. It is an advantage of low maintenance ahlitlle o005 similar as redundant servers, mirroredsites or

management cost. Meanwhile, we provide security guentees .
for the sharing data files since they are outsourck A secure files, and Internet based clusters are also exagileloud

communication channel for existing schemes channisia strong  computing. The services offered bY_ the C'_C_’Ud Comgt_ﬂre
assumption and is difficult for practice. In this paper, we also called as on demand computing, utility commisi or
propose a secure data sharing scheme for dynamic mbers. pay as we need to go computing. The services affeyethe
First, we propose a secure way for key distributiorwithout any  ¢|oud are Saas (Software as a service), Paas diPfatis
secure communication channels. Second, our schena@chieve Services), laas (Infrastructure as Services). Tégoyment

fine-grained access control, any user in the groupan use the . . .
source in the cloud and revoked users cannot accetie cloud ~Medels of cloud are Private Clouds, Public Cloudghrid

again. Third, we can protect the scheme from collusn attack, Clouds and Community Clouds. The cloud computing
which means that revoked users cannot get the origil data. security is a definite set of control based tecbgels and
policies designed to observe to monitoring the sabion of
Index Terms— Cloud computing, anti-collusion, group rules and protect the information and its dataliegation and
manager, group user, Access control, privacy-preserving, k& infrastructure linked with cloud computing to u3dere are

fsbution two issues in the security of the cloud are Segis#ue faced
by Cloud Service Provider (CSP) and security igaged by
. INTRODUCTION the users.
One of the most fundamental services offered lbucc . PROPOSELSYSTEM

providers is data storage. Let us consider a malctata
application. A company allows its staffs in the sagnoup or
department to store and share files in the clowmvéver, it
also poses a significant risk to the confidentabf those
stored files. Specifically, the cloud servers mauhly cloud
providers are not fully trusted by users while ttaa files
stored in the cloud may be sensitive and confidérgiich as
business plans. To preserve data privacy, a balsitan is to
encrypt data files, and then upload the encrypégd uhto the
cloud. and efficient data sharing scheme, espgciait i - X
dynamic groups in the cloud. Benefited from CloudThe main COﬂFI‘IbutIOI‘]S of our scheme '”C_'“d_e: _ .

computing, users can achieve an effective and euimwad 1) We provide a secure way for key distributionfuaut
approach for data sharing among group memberinltiud any secure cor_nmunlca'uon channels. The users mme:kys
with the characters of low maintenance and littltnagement obtain their private keys from group manager withany

cost. Unfortunately, because of the frequent chafgene Certificate Authorities due to the verificatior_1 ftre _p_ublic
key of the user. 2) Our scheme can achieve finegga

access control, with the help of the group usérdisy user in

Since the number of users revoked is independettieof
operations of the members to decrypt the data &lesost
remain same. Again the cost is not dependent onuh#er
of users revoked. Because, the file upload in $sisema
consists of two verifications for signature. Themusan obtain
the private key safely from group manager Certifica
Authorities and secure communication channels. 3ttieme
supports the dynamic group efficiently, as in thiegie key
of any user need not to be changed when a usewaked.
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the group can use the source in the cloud and esvokers
cannot access the cloud again after they are rev@eud is
operated by Cloud Service Providers (CSPs) whiokiges
abundant storage services. However, the cloud tisutiy
trusted Similar to [7], we assume that the cloud/eseis
honest-but-curious. That is, the cloud server wibt
maliciously delete or modify user data due to ttaqrtion of
data auditing schemes [8], but will try to leare ttontent of
the stored data and the identities of cloud ugeksManager
for group takes charge of system parameters gémeratser
registration, user revocation and revealing théideatity of
a dispute data owner. Inthe given example, the Aafkager is
acted by the administrator of an organization. &fere, we
assume that the AA manager is fully trusted by dkiger
parties. Group Members are a set of registereds uisat will
store their private data into the cloud server sinare them
with others in the group. In my example, each grbag
members. Note that, the group membership is dyraiyic

communication that protects users from intrusiord an
eavesdropping are very important. In this papergyTh
propose an efficient key distribution method foisecure
group communication over multicast communication
framework. In this method, They use IP multicasthasmism

to shortest rekeying time to minimize adverse ¢ffen
communication. In addition, They introduce proxy
mechanism for replies from group members to theugro
manager to reduce traffic generated by rekeyingyTdefine

a new type of batching technique for rekeying irnalvmew
key is generated for both leaving and joining membée
rekeying assumption waits for 30 sec so that nuntibe's
key generation will be reduced.

S. Kamara et al.[3]proposed a security for customers to
store and share their sensitive data in the crypfiuc cloud
storage. It provides a basic encryption and demmyptor
providing the security. Holver, the revocation @iem is a
sure performance killer in the cryptographic acoasstrol

changed, due to the member resignation and new eremBystem. To optimize the revocation procedure, gregent a

participation in an organization.
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Ill. LITERATURE SURVEY

new efficient revocation scheme which is efficiesgcure,
and unassisted. In this scheme, the original degafiest
divided into a number of slices, and then publistedhe
cloud storage. When a revocation occurs, the dataeio
needs only to retrieve one slice, and re-encrygtrarpublish
it. Thus, the revocation process is accelerate@ffcting
only one slice instead of the whole data. They hawalied
the efficient revocation scheme to the cipher pitey
attribute-based encryption based cryptographicccitarage.
The security analysis shows that the scheme
computationally secure.

E. Goh et al.[4] presented a SiRiUS, a secure file system
designed to be layered over insecure network arkl fil2
systems such as NFS, CIFS, Ocean Store, and Yahoo!
Briefcase. SIRIUS assumes the network storagetisisted
and provides its own read-write cryptographic asassitrol
for file level sharing. Key management and revagats
simple with minimal out-of-band communication. Flgstem
freshness guarantees are supported by SiRiUS hasigtree
constructions. SiRiUS contains a novel method ofgpming

is

D. Boneh et al.[1]focused on a Hierarchical Identity file random access in a cryptographic file systeithout the
Based Encryption (HIBE) system where the cipherte{S€ of a block server. Extensions to SiRiUS incliatge

consists of just three group elements and decnypgquires
only two bilinear map computations, regardless loé t
hierarchy depth. Encryption is as efficient as theo HIBE
systems. They prove that the scheme is selectivaetire in
the standard model and fully secure in the randoacle
model. The system has a number of applicatioggvés very
efficient forward secure public key and identity sbd
cryptosystems (with short ciphertexts), it convents NNL
broadcast encryption system into an efficient putdey
broadcast system, and it provides an efficient meism for
encrypting to the future. The system also supplariged
delegation where users can be given restrictechigrieys
that only allow delegation to bounded depth. Thé&8HI
system can be modified to support sublinear sizaf@ keys
at the cost of some ciphertext expansion.

A.Fiat et al.[2] proposed a system on multicastoroadcast

communication framework, various types of secutiitseat
occurs. As a result
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scale group sharing using the NNL key revocation
construction. Our implementation of SiRIUS perforiis
relative to the wunderlying file system despite gsin
cryptographic operations. SiRiUS contains a nowvethod of
performing file random access in a cryptograpHe $iystem
without the use of a block server. Using cryptodiap
operations implementation of Sirius also possibblenly uses
the own read write cryptographic access contrde Hvel
sharing are only done by using cryptographic access

IV. REALATED WORK

To achieve secure data sharing for dynamic groupkea
cloud, we expect to combine the group signaturedgndmic
encryption techniques. Specially, thggrou
signature scheme enables users to anonymouslyeusletid

construction of secure grougesources, and the dynamic broadcast encryptidmitpee
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allows data owners to securely share their da&s filith
others including new joining users. Unfortunatelgch user

into the cloud server and adding the ID data it lbcal
shared data list maintained by the manager. Onviagethe

has to compute revocation parameters to protect tdata, the cloud first to check its validity. Ituets true, the
confidentiality from the revoked users in the dyi@am group signature is valid; otherwise, the cloud stibye data. In

broadcast encryption scheme, which results in llo#t the
computation overhead of the encryption and the sfziéhe
ciphertext increase with the number of revoked sis€hus,
the heavy overhead and large ciphertext size magehithe
adoption of the broadcast encryption scheme
capacity-limited users. To tackle this challengsspe, we let
the group manager compute the revocation paramatets
make the result public available by migrating thiemo the
cloud. Such a design can significantly reduce timeputation
overhead of users to encrypt files and the cipkeree.
Specially, the computation overhead of
encryptionoperations and the ciphertext size anestemt
andindependent of the revocation users.

1. Group Creation Groups are creating by admin.
company allows its staffs in the same group or depnt to
store and share files in the cloud. Any member igr@aup
should be able to fully enjoy the data storing ahdring
services provided by the cloud, which is defined tlaes
multiple-owner manner.

2. User Registration For the registration of usewith
identity IDi, the group manager randomly selectsuanber
and characters for generate random key. Then, thepg
manager adds into the group user list, which véllused in
the traceability phase. After the registration,rusebtains a
private key, which will be used for group signatgemeration
and file decryption.

3. Group Access Control When a data dispute octhes,

addition, if several users have been revoked bygtioeip
manager, the cloud also performs revocation vetifin, the
data file will be stored in the cloud after sucéealsgroup
signature and revocation verifications.

to 2. File Download Signature and Key Verification In

general, a group signature scheme allows any meaitibe
group to sign messages while keeping the idergityet from
verifiers. Besides, the designated group managerezeal
the identity of the signatufe originator when a dispute
occurs, which is denoted as traceability.

shortcomings that are associated with traditioralsp/ords.
The most important shortcoming that is addresse@dbys is
Aaat, in contrast to static passwords, they are/aloerable to
replay attacks.

V. CONCLUSION

In this paper, we design a secure anti-collusica dharing
scheme for dynamic groups in the cloud. In our sehethe
user scan securely obtain their private keys framug

manager Certificate Authorities and secure comnaiitin

channels. Also, our scheme is able to support di;mgroups
efficiently, when a new user joins in the groupaouser is
revoked from the group, the private keys of theeptisers do
not need to be recomputed and updated. Moreover,
scheme can achieve secure user revocation, thkegwusers
can not be able to get the original data files oiney are

tracing operation is performed by the group manager reyoked even if they conspire with the untrustexid!

identify the real identity of the data owner. Thaptoyed
group signature scheme can be regarded as a vafidme
short group signature, which inherits the
unforgeability property, anonymous authenticaticemd

tracking capability. The requirement of access mbnis

twofold. First, group members are able to use tlwaicc
resource for data operations. Second, unauthonimsedts
cannot access the cloud resource at any time, evaked
users will be incapable of using the cloud agaiceainey are
revoked.

4. File Deletion File stored in the cloud can béetézl by
either the group manager or the data owner (he.member
who uploaded the file into the server). To delefiledD data,
the group manager computes a signature 1D dataemiks the
signature along with 1D data to the cloud.

5. Revoke User User revocation is performed bygtbep
manager via a public available revocation list Rased on
which group members can encrypt their data files emsure
the confidentiality against the revoked users. @atimin can
only have permission for revoke user and removeaation.

C.User Or Group Member Group members are a set of

registered users that will store their private dat@a the cloud
server and share them with others in the group.

1. File Upload To store and share a data file éndloud, a
group member checks the revocation list and vénigygroup
signature. First, checking whether the marked @afeesh.
Second, verifying the contained signature. Uplogdie data

inherertl
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users for 3. OTP (One Time Password) OTPs avoid a number of
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