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Abstract— Cloud services are attaining its popularity
day-by-day. Due to its increasing popularity usersare showing
interest to store their data or files in cloud serers. However,
there are some drawbacks in cloud service provideiThe cloud
server sometimes doesn't allow even authorized useto access
the file due to its high computational cost. To avdi this,
Attribute Based Cipher Policy of Hybrid Encryption and
Delegation with Verification methods is proposed. T main
functionality of proposed method is that the owneencrypts the
data using hybrid encryption. In hybrid encryption it
incorporates a combination of asymmetric and symmeic
encryption, both RSA and AES algorithms are used. RS is
used for encrypting the symmetric keys and AES is esl for
encrypting the plain text. The data consumer decry data by
verifiable delegation to verify whether data is orginal or not, by
using the key sent by the attribute authority. Withthis proposed
method confidentiality and verifiability are implemented for the
data owner and data consumer.

Index Terms—Cloud, hybrid encryption, data security

I. INTRODUCTION

The emergence of cloud computing brings a revahatip
innovation to the management of the informatioroueses.
In side this computing setting, the cloud serveas give
numerous information services, like remote inforiorat
storage and outsourced delegation computation, Fdc.
information storage, the servers store an oversjzedtity of
shared information that may well be accessed Bn$ied
users. For delegation computation, the servers wallybe
accustomed handle and calculate various informatictep
with the user’'s demands. As applications move tudl
computing platforms, cipher-text policy attributased
encryption and verifiable delegation area unit atmmed
make sure the information confidentiality and alde
verifiability of delegation on dishonest cloud sens. Taking
medical information sharing as associate, withiticeeasing
volumes of medical pictures and medical records, dhre
organizations place an oversized quantity withendloud for

reducing data storage prices and supporting mediciiall
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cooperation. Since the cloud server might not béibie, the
file cryptographic storage is an efficient methady to
forestall non-public information from being takenr o
tampered. With in the meantime, they will get toargh
information with the one who satisfies some netiessiln
access policy, information sharing can be accomalite,
attribute based encoding is applicable.

Cloud computing enables flexible, on demand, and
low-cost usage of computing resources, but the idegtored
into some cloud servers, and various privacy carecemerge
from it. Various schemes based on the attributedas
encryption have been proposed to secure the storafmud.
However, most work focuses on the data contenagyiand
the access control, while less attention is gieethé privilege
control and the identity privacy. Delegation conipgtis the
main service provided by the cloud servers. Thétlhegre
organizations store data files in the cloud by gistiP-ABE
under some access policies. The users, who wactkss the
data files, choose not to handle the complex pmoads
decryption locally due to limited available res@scinstead,
they are most likely to outsource part of the dption
process to the cloud server. While the un-trustedidcservers
who can convert the original cipher text into a [@enone
could learn nothing about the original text frora ttelegation.
The work of delegation is promising but inevitalsiyffers
from two problems. 1) The cloud server may change o
replace the data owner’s original cipher text faalimious
attacks, and then respond a false transformed rcipke 2)
The cloud server might cheat the authorized usercést
saving. Though the servers could not respond aecbrr
transformed cipher text to an unauthorized usercddd
cheat an authorize one that he/she is not eligibdecess that
data.

II. LITERATURE SURVEY

A. ABerkeley View of Cloud Computing

A.Fox, R. Griffith, A. Joseph, R. Katz, A. KonwirisiG.

ee, D. Patterson, A. Rabkin, and I. Stoica ethas, provided
certain obstacles are overcome, we believe CloudpDiting
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has the potential to transform a large part oflthendustry,
making software even more attractive as a servideshaping

resistance when the ABE system authority "tied"etbgr
different components of a user's private key byloamizing

the way IT hardware is designed and purchased. Thee key. However, in this system each componentogine

economies of scale of very large-scale datacentsrdined
with ~“pay-as-you-go" resource usage has herdluedse of
Cloud Computing. It is now attractive to deployiamovative
new Internet service on a third party's Internetacenter
rather than your own infrastructure, and to grabegcale its
resources as it grows or declines in popularity enenue.
Expanding and shrinking daily in response to nordiatnal
patterns could lower costs even further. Presemcanomic
model that quantifies the key buy vs. pay-as-yougoision
offer a spectrum to classify Cloud Computing preval

B. Outsourcing the Decryption of ABE Cipher texts

from a potentially different authority, where wesame no
coordination between such authorities. Here creams
techniques to tie key components together and pteve
collusion attacks between users with different glob
identifiers.

E. Cipher-text-Policy Attribute-Based Encryption: an

Expressive, Efficient, and Provably Secure Realization

B.Waters et al, has proposed a new methodology for
realizing Cipher-text-Policy Attribute Encryptio€P-ABE)
under concrete and non-interactive  cryptographic
assumptions in the standard model. Our soluticlesvadny

M. Green et al, has proposed that Attribute-baseghcrypted to specify access control in terms of acgess

encryption is a new vision for public key encryptithat
allows users to encrypt and decrypt messages lmseder
attributes. For example, a user can create a ctpkethat can
be decrypted only by other users with attributessfyéng.

Given its expressiveness, ABE is currently beingsidered
for many cloud storage and computing applicatibltavever,
one of the main drawbacks of ABE is that the sifehe

cipher text and the time required to decrypt itvegavith the
complexity of the access formula. In this work, prepose a
new paradigm for ABE that largely eliminates thieead
for users. Suppose that ABE cipher texts are storetie

cloud.

C. Attribute-Based Encryption with Verifiable Outsourced
Decryption

J. Lai et al, has proposed that Attribute-baseygtion is

a public-key-based one-to-many encryption thawalasers
to encrypt and decrypt data based on user atteb@ge of
the main efficiency drawbacks of the existing ARfBames is
that decryption involves expensive pairing operatiand the
number of such operations grows with the compleaftthe

access policy. Recently, Green et al. proposedsih gystem
with outsourced decryption that largely eliminattdse

decryption overhead for users. In such a systernsex
provides an un-trusted server, say a cloud sepiogider,

with a transformation key that allows the cloudtrianslate
any ABE cipher-text satisfied by that user's attiéis or
access policy into a simple cipher-text, and ityanturs a
small computational overhead for the user to recdke

plaintext from the transformed cipher-text.

D. Decentralizing Attribute Based Encryption

A.Lewko et al,
Attribute-Based Encryption system. In our systeny, party
can become an authority and there is no requirefoerny
global coordination other than the creation ofratial set of
common reference parameters. A party can simplasen
ABE authority by creating a public key and issujmiyate

keys to different users that reflect their attrédsutA user can

encrypt data in terms of any Boolean formula ovéibates
issued from any chosen set of authorities.
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has proposed a Multi-Authority

formula over the attributes in the system. In oostefficient
system, cipher text size, encryption, and decryptione
scales linearly with the complexity of the accassiula. The
only previous work to achieve these parameterdimited to

a proof in the generic group model. We presentethre
constructions within our framework. Our first systes
proven selectively secure under a assumption teatall the
decisional Parallel Bilinear Diffie-Hellman Exporen
(PBDHE) assumption which can be viewed as a
generalization of the BDHE assumption.

. PROBLEMSTATEMENT

Privacy-preserving decentralized key-policy ABE estie
where each authority can issue secret keys to & use
independently without knowing anything about hisDGI
Therefore, even if multiple authorities are coragytthey
cannot collect theser’s attributes by tracing his GID. Access
control mechanism using cipher text-policy attréltased
encryption to enforce access control policies vetficient
attribute and user revocation capability. The finained
access control can be achieved by dual encrypteErhanism
which takes advantage of the attribute based etiorypnd
selective group key distribution in each attribgiteup.

A. IMPLEMENTATION PLANSARCHITECTURE

To provide the confidentiality and verifiability atata for
the data owner and data consumer the proposedvirankés
implemented in 4 modules as follows:

a. Data owner

b. Cloud Server

c. Attribute Authority
d. Data Consumer

Prior
Attribute-Based Encryption systems achieved cadlusi
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Fig.1. Architecture for Attribute Based Encryption.

1) Data Owner

Data owner will have to register initially to gefcass to the
profile. Source has destination key (PUK) i.e., lukey.
This key is encrypted along with the text to geterthe
cipher-text. The key alone is encrypted and stanéa the
cloud for the decryption purpose. Data owner willaad the
file to the cloud server in the encrypted formaanBom
encryption key generation is happening while upiogdhe
file to the cloud. Encrypted file will be stored dme cloud.
Plain Data Block (PDB) and Symmetric Key (SK) is thput
given and Encrypted Data Block (EDB) is the enargpt
output. EDB contains both the encrypted PDB (dehdutg
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4) Data Consumer

Data consumer requests attribute authority for ygeion
key. If user satisfies all the constraints mentebiy data
owner then attribute authority sends the encrypyedmetric
key to the user. Then data owner gives anothetd#e user
to decrypt the symmetric key. With the decryptechsyetric
key the data consumer decrypts the data that iadeo by
the cloud server.

5) Hybrid Encryption

It combines more than one cryptographic algorithim.
provides more security. It incorporates a combamatof
asymmetric and symmetric encryption. Secret keysedé
upon attributes of the user. Hybrid encryption ¢sisof both
encryption of secret keys and the plain data. &g the data
stored in the cloud will be very safe. The algarithsed for
the encryption must be used for the decryption.aBmth
RSA and AES algorithm is used in the hybrid endoypt
Were RSA is used for encrypting the symmetric kagd
AES is used for encrypting the plain text.

6) Data Block

Hiding cipher text in image after encrypting thaipldata it
will be stored on the image. When the user trieactess the
data from the cloud the server initially retriete tipher text
from the image and then it allows the cipher textbe
decrypted.

ED) concatenated with encrypted SK (denoted by ESK)

Source has destination key (PUK).

Inputs: Plain Data Block (PDB) Symmetric Key(SK).

Outputs: Encrypted Data Block(EDB) EDB contains both

B. ALGORITHMS

Setup: The setup algorithm takes no input other than the
implicit security parameter. It outputs the pulgiarameters
PK and a master key MK.

the encrypted PDB (denoted by ED) concatenated with

encrypted SK(denoted by ESK) EDB={ESK,ED} Where
ESK-Encrypted Symmetric
EDB-Encrypted.

2) Cloud Server

Cloud server will have the access to files whicle ar

uploaded by the data owner. Cloud server needsdxyplt the
files available under their permission. Furthermodaga user
will have to decrypt the data to access the orlgiest by
providing the respective key. File has been deed/pt
successfully and provided for consumer. EncrypteataD
Block (EDB) is the input given for decryption.EDBrgains
both the encrypted PDB(denoted by ED) concatenattd
encrypted SK (denoted by ESK).Plain Data Block (BB
the output derived after decryption which is theioal text
of the data owner.

3) Attribute Authority
Authority will have to provide the key, as per tieer's key
request. Every user's request will have to be dise
authority to get access key on mail. Attribute autly checks
whether the user satisfies all the constraints imeetl by the
data owner. If true then attribute authority sertie
decryption key to data consumer.
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' F (K) = (PK, MK)
Key ED-Encrypted Data K —

Implicit security parameters

Encrypt (PK, M, A): The encryption algorithm takes as
input the public parameters PK, a message M, arate@ss
structure A over the universe of attributes. Thygmeathm will
encrypt M and produce a cipher text CT such that amser
that possesses a set of attributes that satidfiesatcess
structure will be able to decrypt the message. Wieassume
that the cipher text implicitly contains A.

E (PK, M, A) - CT (CT— CT +A)

Key Generation (MK, S): The key generation algorithm
takes as input the master key MK and a set obates S that
describe the key. It outputs a private key SK.

K (MK, S) — SK

Decrypt (PK, CT, SK): The decryption algorithm takes
as input the public parameters PK, a cipher text @Which
contains an access policy A, and a private keyv@ich is a
private key for a set S of attributes. If the seif@ttributes
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satisfies the access structure A then the algonitiihdecrypt Temp=substitute(rotate(temp)) XOR const[i/4]

the cipher text and return a message M. W[4]=W[4-4] XOR temp
Overall encryption mechanism for first round:
D (PK, CT, SK) > M Shift rows(substitute bytes(add roundkey(mix coldmn

For rest of the rounds the mechanism is as follows:
Delegate (SK, ” S)The delegate algorithm takes as input a Substitute bytes(shift rows(mix column(add roungKey
secret key SK for some set of attributes S and 8% S. It Now decryption is as follows:
output a secret key SK for the set of attribut&s ~ Inv mix column(add roundkey(inv substitution byies
shift rows)))
De (SK, "~ S)— S°K s¢ces .
18

16

IV. EXPECTEDRESULT

Our design should allow the user to verify the €ommess, 12
Completeness, and Freshness of returned seardtsrdhe 1 " Dated
main idea behind our scheme is to let cloud sewfern the os — Il C Data3
accurate search results according to requestedhsgaery. 06 Tis W DateZ
The cloud server grants access to authorized wsdys it 04 1 ¥ Datal
rejects the access for unauthorized users. Dat&rosinres 021 .
encrypted Symmetric key at Attribute Authority and ‘ ‘ '
encrypted data in cloud server. Data owner uses RSA

algorithm for encryption of Symmetric key and AE&r f
encryption of data.

DataOwner Data Consumer  Attribute  Cloud service
Authority Provider

Fig.2. Users time graph for Attribute Based Endypt

As per the graph:

RSA Encryption: Tgor: Time taken to encrypts the data
Mechanism used for Encrypting symmetric key: Tao2- Sends the key to attribute authority
Let key be 10 Tao3:Sends the data to Cloud service provider
Choose two prime numbers P=7 Q=17 Taos:Sends the key to Data Consumer
Then n=7*17=119 Tqe1:Requests the Attribute Authority for key
(P-1)%(Q-1) = 6*16=2*3*2*2*2*2 Tac2:Decrypts the key
Now choose public E = 5[coz 5 is not a factor of Tacz:Requests the Cloud to access the data
(P-1)*(Q-1)] Taca:Download the data
D is private key. This must satisfy the followinguation: T.a1.Checks and sends the key
(D*E) mod (P-1)*(Q-1) =1 Tep. Partially decrypts the data
LetD =77 TepzAccepts the Consumer request
Now we obtain cipher text as follows,
CT = PT"E mod n Firstly, the data owner encrypts the dataq{T
CT =105 mod 119 = 40 [TelE(PT)>CT]] and then sends the key used for
Now 40 will be the encrypted symmetric key encryption to the attribute authority &J): [Taod Ex —AA]]
For Decryption the data consumer uses and then places the data in the cloud service geo\(iTy.s):
PT=CT"D mod n [TewiCT—CP]]. Data consumer requests the attribute
PT=40"77 mod 119 = 10 authority for key (T.,).Attribute authority checks & sends the
key (T.ap-Now Data consumer decrypts the key send by the
AES Encryption: attribute authority
Mechanism used for Encrypting the plain text: Tert Taatt Tacz= Symmetric key(encrypted key)
Let the 16 byte key is,
Key — XXXXXXXXXXXXXXXX When data consumer requests attribute authoritigepito
Convert to 128 bit — decrypt the data in cloud, if the user is authatiattribute

X1 Xz X3 X4 X5 XeX7XgXe X10 X121 X12 X13X14 X15X16 X17 authority sends key to the data consumer by verfgertain
X18 X19 Xa0 X21 X22X23X24 X5 X26 X27 X28 X20 X30 X31 Xs2  attributes of data consumer and the encrypted kittybey

Now convert this as follows: automatically decrypted with the combination ofibtites
WI0] =(X1 X2,X3 X4, X5 X5,X7 Xg) and encrypted key itself.

* - Taatt Tacat TaemPT
W3] = (X5 X 06X 27 X8 X o6 X30. X a1 X32) V. CONCLUSION
W[5] = W[i-1] XOR W[i-4] (when iis not a multig of 4) In this paper, we firstly present a circuit ciphext policy
Consu_jer Wi4] (when i is multiple of 4 attribute-based hybrid encryption with verifiablelebation
Temp=W([3] scheme. Combined verifiable  computation  and
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encrypt-then-MAC mechanism with our cipher-textippl
attribute-based hybrid encryption, we could delegtite
verifiable partial decryption paradigm to the claetver. In
addition, the proposed scheme is proven to be sdmsed
on k-multi-linear Decisional Diffie-Hellman assumptio®n
the other hand, we implement our scheme over tiegéns.
The costs of the computation and communication
consumption show that the scheme is practical énclbud
computing. Thus, we could apply it to ensure théada
confidentiality, the fine-grained access controld athe
verifiable delegation in cloud.

REFERENCES

[1] M. Green, S. Hohenberger and B. Waters, "Outsogrcihe
Decryption of ABE Ciphertexts,” in Proc. USENIX Seity Symp.,
San Francisco, CA, USA, 2011.

[2] J.Lai, R. H. Deng, C. Guan and J. Weng, "AttribBtesed Encryption
with Verifiable Outsourced Decryption,” in Proc.HE Transactions
on information forensics and security, vol.8, NQ.pp.1343-1354,
2013.

[3] A.Lewko and B.Waters, “Decentralizing Attribute-BalsEncryption,”
in Proc. EUROCRYPT, pp.568-588, Springer-Verlag liBer
Heidelberg, 2011.

[4] B. Waters,"Ciphertext-Policy Attribute-Based Endigp: an
Expressive, Efficient, and Provably Secure Reabratin Proc. PKC,
pp.53-70, Springer-Verlag Berlin, Heidelberg, 2011.

[5] B. Parno, M. Raykova and V. Vaikuntanathan, "HovDelegate and
Verify in Public: verifiable computation from attite-based
encryption,” in Proc. TCC, pp.422-439, Springer{dgr Berlin,
Heidelberg, 2012.

[6] Z.Wan,s J. Liu, and R. H. DengsHASBE: “A Hierarchical attribute
based solution for flexible and scalable accesstrabrin cloud
computing,”|EEE Trans. Inf. Forensics Security, vol. 7, no. 2, pp.
743-754, Apr. 2012,

[7]1 Zhijie Wang, Student Member, IEEE, Dijiang Huangn®r Member,
IEEE, Yan Zhu, Member, IEEE, Bing Li, Student MemHEEE, and
Chun-Jen Chung, Student Member, IEEE Efficient ibtire-Based
Comparable Data Access ContrdlOL. 64, NO. 12, DECEMBER
2015.

[8] Cong Wang, Member, IEEE, Sherman S.M. Chow PrivR@serving
Public Auditing for Secure Cloud Stordg&OL. 62, NO. 2,
FEBRUARY 2013.

[9] JieXu, Qiaoyan Wen, Wenmin Li and ZhengpingJin t@it
Ciphertext-policy Attribute-based Hybrid Encryptinith Verifiable
Delegation in Cloud Computing” DOI 10.1109/TPDS.3(1392752.

[10] Jianan Hong, KaipingXuélember, IEEE, and Wei Li “Comments on
—DAC-MACS: Effective Data Access Control for Multu#nority
Cloud Storage Systems”/Security Analysis of Attté&evocation in
Multiauthority Data Access Control for Cloud StoeaBystems” VOL.
10, NO. 6, JUNE 2015.

[11] M. Armbrust, A. Fox, R. Griffith, A. D. Joseph, Rd. Katz,
A.Konwinski, G. Lee, D. A. Patterson, A. Rabkin, Stoica and
M.Zaharia, "Above the Clouds: A Berkeley View ofoddd Computing,
“University of California, Berkeley, Technical Reapo no.
UCB/EECS-2009-28, 2009.

[12] S. Yamada, N. Attrapadung and B. Santoso,"VeriéaBfredicate
Encryption and Applications to CCA Security and Agmous
Predicate Authentication,” in Proc. PKC, pp.243-28firinger-Verlag
Berlin, Heidelberg, 2012.

40



