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Abstract- The multihop routing in wireless sensor networks Selfish behaviour of a node). In other words, ségand trust
(WSNSs) offers little protection against identity deeption through ~ are tightly coupled and cannot be separated froenasmother.
replaying routing information. An adversary can exgoit this As mentioned in [6]: “Cryptography is a means tgliement
defect to launch various harmful or even devastatig attacks security, but it is highly dependent on trusted &gghange.
against the routing protocols, including sinkhole #acks, Trust level: For a nodeN, the trust level of a neighbour is a
wormhole attacks, a}nd Sybil attacks. The situat.iqris furthgr decimal number in [1], representiny’s opinion of that
aggravated by mobile and harsh network conditions.n this  pejghnour's level of trustworthiness. Specificaltie trust
paper, we present a trust-aware, location-based rding protocol level of the neighbour ibl's estimation of the probability that

which protects the WSN against routing attacks, andalso . . . -
supports large-scale WSNs deployments. The proposelution this neighbour correctly delivers data receivedttie base

has been shown to efficiently detect and avoid malous nodes Station. That trust level is denotedTam this paper.

and has been implemented in state-of-the-art sensoodes for a Energy cost: For a nodeN, the energy cost of a neighbour
real-life test-bed. As it will be discussed, the riited memory, is the average energy cost to successfully debivenit-sized
computational power, energy resources and radio batwidth of ~data packet with this neighbor as its next-hop nérden N to

sensor nodes deeply impact the implementation stregy, while the base station. That energy cost is denotégimshis paper.
additionally, the realities of radio propagation, sich as loss and

asymmetric links, require careful evaluation of the routing
selection metrics.
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Index Terms- wireless sensor network, trust management, security,

: > Trust-based enhancements on the routing protoamls f
implementation cost.

WSN have been widely addressed in the literatuhe most

important research results in this direction ineliidusted
I. INTRODUCTION AODV: The well-known AODV routing protocol has been
extended by Xiaoqi Li et. al to perform routing taking into
account trust metrics. A trust recommendation meisina is
first introduced and then the routing decision subé AODV
are modified to take into account trust. Of patécunterest is
that a set of policies is derived for a node to atpdits
opinions towards others since, it is necessaryetig a trust
information exchange mechanism when applying thesttr
models into network applications. More specificalthree

Wireless Sensor Networks (WSN) offer efficient, loast
solutions for a great variety of application donsaincluding
military fields, healthcare, homeland security,ustty control,
intelligent green aircrafts and traffic controldmart roads [1].
Although networking and security technologies are a
mature stage, the limited sensor node resourcesrins of

memory space, processing power and energy avmb"procedures (Trust Recommendation, Trust Judgmennist T

constrain the comple?qty pf the security mechanishag can Update) are defined as well as the accompanyingeRbable
be implemented, dictating the need for new protocgl

approaches design. Due to their distributed nat8Ns are xtension, Routing Messages Extensions, TrustedtifRpu

4 . . ; Discovery
vulnerable to various attacks [2], including attc¢krgeting : , . I
on the disruption of the routing procedure [3]-{shich is SPINS. A suite of security protocols optimized for sensor

. . . ) e networks (SPINS) has been designed [7] to provid& d
?r(;g?tmﬁhed ![2 a COOp?Ir%t'Y‘ﬁ’ n(;}’JItl-hop ftashmmnWthe confidentiality, two-party data authentication, addence of

. (or the S0 calle ar ) Securty mases (_e.g. data freshness. It involves two secure buildingckdo SNEP
encryption, authentication) are quite efficient nmtigating anduTESLA. SNEP introduces a small overhead of 8 bytes
some types of attacks, there are some specifistgpattacks maintains a. counter but no counter values are i '
that can be better handled by using a reputatiah teust-

based management scheme (as an example, we mémio protectjng the .network from _eavesdropping).andi
' emantic securityuTesla provides authentication for data
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broadcast. Emphasis has been placed on the limited
processing and memory resources available in senggr
networks environment. SPINS claim to provide trdsteuting

ensuring data authentication and confidentialitpwever, it

does not deal with Denial of Service Attacks or poomised

nodes. It only ensures that a compromised node doeés
reveal all the keys of the network.

(2
(3]

Ill. PROPOSEDNVORK 4

We start by stating the design considerations oRFAN 3]
Section 2. Then, we elaborate the design of TARBéntion
3, including the routing procedure as well as theergy-
Watcher and Trust Manager components. In Sectiowet,
present the simulation results of TARF againstousiattacks
through replaying routing information in static, lnile and
RF-shielding conditions. Section 5 further presenit®
implementation of TARF, empirical evaluation at arge
sensor network and a resilient proof-of-concept itadiarget (8l
detection application based on TARF. To furtherlgat® the
efficacy of TARF in terms of energy efficiency and
throughput, we have developed a reconfigurable emulator of
wireless sensor networks on a two-dimensional phaita
Matlab [8]. To effectively simulate a WSN, this elatior uses
the object-oriented technique to construct two sdas of
objects: WSNMANAGER and NODE, to represent the whol
network and a sensor node. The interaction betweeles is
emulated through event passing. The routing funcfar a
node can be rewritten to adopt different routingtpcols;
different maps can also be ported into this sinmulaifo
simulate the unreliable wireless transmission,db&ome of
one-hop packet transmission is decided by the Vatlg
model: suppose a node A is wirelessly transmittingacket to
node B, the probability for B to successfully reeesuch a
packet is assumed to be

(6l

(7]

IV. CONCLUSION

We presented a trust-aware routing protocol that ca
efficiently detect and avoid nodes issuing routiatjacks
based on a distributed trust management system. The
proposed routing solution was successfully impleteerand
validated in real-life sensor nodes proving its lenpentation
feasibility. The realisation of a trust-aware ragtiprotocol
brings clear performance benefits as both the sitioni and
real -life test-bed results have shown. The inwblve
implementation cost mainly depends on the adoptibra
reputation exchange protocol and on the numbeebéatiour
aspects used for the evaluation of each node’satouthiness.
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