International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353Volume 13 Issue 3 -MARCH 2015.

PRIVACY PRESERVING ACCESS
CONTROL MECHANISM USING
ACCURACY CONSTRAINED
FRAMEWORK FOR RELATIONAL DATA

"S.PRASANTH KUMAR, A.V. ANANDA MOUROUGANE, ‘G. LAAZER, *P. SATHIYANARAYANAN.

"Ug scholar, cse, manakula vinayagar institute of technology

#Assistant professor, cse, manakula vinayagar institute of technology

ABSTRACT--Various grouping organizations which
aggregate and assign in-collect important specialada
for an assortment of clashing need which in additio to
numerical and common aspect research. In these
position the data dealer is usually allow with diffculty.
On the one side it is more wanted to preserve the
anonymity and important message of existence. On
another side it is also adequacy of the data for search.
In this dissertation a considerable of study of ttg
problem. We covered the initial on the approach of
anonymity that are explained with good manner to
original identification or with good value to the celicate
quality. A considerable valuation that shows to pasthe
data to the available of high quality data that repects
different meaningful concept of privacy that is itis
possible to do this efficiently for large data setsCloud
computing is changing the way that organizations
supervise the data because of physique and minimum
cost and pervasive process. Privacy preserving has
commenced as an essential entanglement with the
presence of active cloud computing. In this concepte
describes the numerous characteristic anonymization
privacy preserving method recycled in the cloud
computing

l. INTRODUCTION

Personal information is collected, stored, analyzed
and distributed in the course of everyday lifethe
medical domain, the US Department of Health and
Human Services has announced a major initiative
toward digitizing the patient records maintained by
hospitals, pharmacies, etc. [2]. In the United &tat
three independent credit reporting agencies maintai
databases of personal finance information that are
widely used in credit evaluation [3,4] Enterprises
supported their business by procuring information
technology infrastructure and developing their
software on top of that infrastructure. Supermarket
and other retailers maintain and analyze large
databases of customer purchase information,
collected by way of various affinity and discount
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programs. For example, when a customer makes a
purchase using its “Club Card,” the Safeway
supermarket chain records data about the transactio
including “the amount and content of your purchases
and the time and place these purchases are mgde” [5
On the surface, this appears harmless, yet thdheis
potential for abuse. For example, in a Los Angeles
court case, Robert Rivera sued Vons grocery store
(owned by Safeway) after a slip-and-fall incident.
During negotiations, Mr. Rivera’s attorney claimed
that Vons had accessed his client’s shopping record
and planned to introduce at trial information
regarding Rivera’s frequent purchases of alcohol,
implying that he was drunk at the time of the aenid

Il. APPROACH

where Explicit Identifier is a set of attributesich as
name and social security number (SSN), containing
information that explicitly identifies record owrser
Quasi Identifier (QID) is a set of attributes tlcauld
potentially identify record owners; Sensitive
Attributes consists of sensitive person-specific
information such as disease, salary, and disability
status; and Non-Sensitive Attributes contains all
attributes that do not fall into the previous three
categories [Burnett et al. 2003]. The four sets of
attributes are disjoint. Most works assume thateac
record in the table represents a distinct recordesw

Il ABOUT CLOUD COMPUTING

Cloud computing is a computing term or metaphor
that evolved in the late 2000s, based on utilitd an
consumption of computing resources. Cloud
computing involves deploying groups of remote
servers and software networks that allow centrdlize
data storage and online access to computer services
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or resources. Clouds can be classified as public,
private or hybrid.

V. INCOGNITO ALGORITHM

We noticed a humber of convincing parallels between
Samarati and Sweeney's generalization framework
and ideas used in managing multi-dimensional data
[21, 44] and mining association rules. By bringing
these techniques to bear on the anonymization
problem, we developed a core algorithm (as well as
several variations) that is often substantially enor
efficient than previous algorithms.

For example, because the Patients data in Tablis 2.1
2-anonymous with respect to hSO0i, then it must also
be 2-anonymous with respect to hSli, a
generalization of S0. The second property is
reminiscent of operations along dimension
hierarchies in OLAP processing. We also noticed a
close connection with the a priori observation, a
dynamic programming approach that formed the
basis for a number of algorithms for mining frequen

item sets. This observation is easily applied tb fu

domain anonymization by way of the subset property.

POSSIBLE SOLUTIONS FOR THE
PRIVACY PROBLEMS BASED ON
DIFFERENT METHODS

Cloud Computing is presently one of the hottest
topics in information technology. Since the
outsourcing of all the essential data is atdda
with a third party, there is always having a
concern of cloud service providers trust worthiness
Due to data privacy, it is essential forenss to
encrypt their sensitive data before storingenth
into the cloud. Yet, there exist some
shortcomings in the situation of traditd
encryption. When a secret key owner wants to look
for some data that are stored in the cloud storage,
may be needed to download all encrypted data from
the cloud server, and then decrypts and searches
them. If the encrypted data are huge or the cleat
mobile user, then it will be very inefficient arglnot
convenient. Otherwise he must send his key to the
cloud server which performs the decryption and
search procedures. It causes a serious trotae
the cloud server obtains the secret keyi®any
models were existed to ensure the inteofi
data file.

A) Statistical database
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A related and long-standing field of research
considers the problem of disclosure control for
Statistical databases. In this case, a central
organization maintains a database of (potentially
sensitive) information, over which it answers
aggregate queries. (These queries typically con$ist
an aggregate function, such as SUM or MAX, and
perhaps a selection predicate.) It is well knowat,th
given a sufficient number of queries, an adversary
can reconstruct the contents of the underlying
database. There have been a variety of approaches
proposed for addressing this problem, and in this
section, we briefly describe two: auditing and aemitp
perturbation.

B) Query-view security

In another related line of research, Miklau andi$uc
began a series of papers on the problem

query-view security [64]. Given a public view V af
(relational) database, the goal is to determinetindre

it reveals any information about a private querpfQ
the same database. In this work, views and queries
are defined by conjunctive queries. No assumptions
are made about the computational capacity of the
adversary. The standard of privacy initially propds
by Miklau and Suciu (“perfect privacy”) is quite
strict, and requires that the public views provide
additional information with respect to the private
query. That is, the posterior probability of a martar
answer to the private query should not be altered b
an adversary seeing the public views. (This
formalism is closely-related to Shannon’s defimitio
of perfect secrecy). The formulation of perfect
privacy makes no assumptions about the
computational capabilities of the adversary. Irs thi
initial work, Miklau and Suciu show that the protole

of checking perfect privacy in general, for
conjunctive queries.

C) Database authorization, access control &
security

While not the primary focus of this thesis,
authorization and access control for data managemen
systems are also important and active researcls.area
In this section, we briefly describe three distinct
settings: access control models for traditional
database servers, security and confidentiality for
outsourced databases, and authorization for pwaish
data. Traditionally, database authorization has
focused on the setting where data is stored on a
trusted server, and the system must control the
outflow of information according to some access
control policy. This is the setting addressed bg th
discretionary access control mechanism of SQL,as
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well as role-based and mandatory access control
systems. More recently, several fine-grained data-
centric access control mechanisms have been
developed.

V. FUTURE RESEARCH DIRECTIONS

Information sharing has become part of the routine
activity of many individuals, companies,
organizations, and government agencies. Privacy-
preserving data publishing is a promising apprdach
information sharing, while preserving individual
privacy and protecting sensitive information. lristh
survey, we reviewed the recent developments in the
field. The general objective is to transform the
original data into some anonymous form to prevent

from inferring its record owners’ sensitive
information. We presented our views on the
difference  between  privacy-preserving data

publishing and privacy-preserving data mining, and
gave a list of desirable properties of a privacy-
preserving data publishing method. We reviewed and
compared existing methods in terms of privacy
models, anonymization operations, information
metrics, and

anonymization algorithms.

VL. EXPERIMENTAL RESULTS

The worst-case time complexity of each of the
algorithms considered in this chapter, including
Incognito, is exponential in the size of the quasi-
identifier. However, we found that in practice the
rollup and a priori optimizations go a long way in
improving performance. Figure 2.6 shows the
execution time of Incognito and previous algorithms
on the experimental databases for varied quasi-
identifier size (k = 2, 10). We began with the ffirs
three quasi-identifier attributes from each schama
added additional attributes in the order they appea
these lists. We found that Incognito substantially
outperformed Binary Search on both databases,
despite the fact that Incognito generates all k-
anonymous full-domain generalizations, while Binary
Search finds only one.

Basic Incognito —Sup s (@D = )
Adults (QID = 8) Lands End (staggered QID)
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Incognito performance evaluations for varied K

Experimental evaluation of data quality

We conducted an experimental evaluation with two
main goals. The first goal was to provide insight
about experimental quality evaluation methodology.
We outline an experimental protocol for evaluating
an anonymization algorithm with respect to a
workload of classification and regression tasks. A
comparison with the results of simpler general-
purpose quality measures indicates the importahce o
evaluating data quality with respect to the target
workload when it is known. The second goal is to
evaluate the extensions to Mondrian for incorparati
workload. We pay particular attention to the impact
of incorporating one or more target classification
regression models and the effects of
multidimensional recoding. We also evaluate the
effectiveness of our algorithms with respect to
selections and projections.

&
5 2 &8 s

Test Set Accuracy

S

a 6 7 2 a

Function Function

[20riginal Data MinfoGain Mendrian OTDS MAedian Kondrian [@0rgna Dat WinfeGain Mondrian 0TDS MMedian Mondran

J48 Naive Bayes

1 1

Test Sat Accuracy

Test Set Accuracy
= 8 2 @2
>

>

05
4 6 7 2 4 6

Function Function

[@0rginal Data MinfoGan Mondnan OTOS Miedian Mondnan [0 Original Data WInfoGan Mondran CTDS MMadan Mondran

Random Forests SVM

Classification-based model evaluation using syithutta
VII. CONCLUSION:

Cloud is achieved demand and improvement in now
days. The most recent techniques that we surveyed i
this concept. Cloud can attempt so may challenges
for balanced scheduling with recent technologies an
methodologies. This thesis has not, by and large,
attempted to address the higher-level policy issues
surrounding data privacy. The computer security
community has long drawn a distinction between the
ideas of policy and mechanism, and a similar
distinction can be made here. Unfortunately, as in
security, where it is not always clear what it nean
for a system to be secure, it is sometimes diffituwl
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precisely define what it means to protect privacy.
those reasonable expectations of privacy and gslici
designed in accordance with these expectations are
dictated by the application at hand. For this reago
seems unlikely that there will ever be a singlelcat

all framework for reasoning about all types of
privacy and disclosure. the future research dioecti
appears to lie in defining policies high-level
statements of “privacy” that are appropriate
philosophically, legally, and technically to spécif
application scenarios, and developing mechanisms
that rigorously enforce these policies. Many techhi
mechanisms have been developed over the years,
including authorization, encryption, aggregation,
generalization, output perturbation, and more.hie t
future, we expect that these mechanisms will form
the building blocks for enforcing emerging claseés
policies.
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