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Abstract— Social Network is an emerging E-service for
content sharing sites (CSS). It is emerging service which
provides a reliable communication, through this communication
a new attack ground for data hackers; they can edsi misuses
the data through these media. Some users over CSfeats users
privacy on their personal contents, where some userkeep on
sending unwanted comments and messages by takingvadtage
of the users’ inherent trust in their relationship network.
Toward addressing this need, we propose an Adaptivierivacy
Policy Prediction (A3P) system to help users compesrivacy
settings for their images. We examine the role obsial context,
image content, and metadata as possible indicatorsf users’
privacy preferences. We propose a two-level framewio which
according to the user’s available history on the &, determines
the best available privacy policy for the user’s irages being
uploaded. Our solution relies on an image classifition
framework for image categories which may be assod&d with
similar policies, and on a policy prediction algorihm to
automatically generate a policy for each newly upkaded image,
also according to users’ social features. Over time¢he generated
policies will follow the evolution of users’ privay attitude. We
provide the results of our extensive evaluation ove5,000
policies, which demonstrate the effectiveness of osystem, with
prediction accuracies over 90 percent.

Index Terms— Adaptive Privacy Policy Prediction (A3P),
A3P- Core, A3P- Social, Polar Fourier Transform (PFT)

I. INTRODUCTION

Pictures are presently one of the key empoweagents
of clients' network. Sharing happens both amonggadly set
up gatherings of known individuals or groups offfds (e. g.,
Google+, Flickr or Picasa), furthermore progredgiweith
individuals outside the clients groups of frienfis, reasons
for social revelation to help them distinguish remsnpanions
and find out about associates
environment. In any case, semantically rich picguneay
uncover content sensitive data.

Sharing pictures inside online substance sharitbgs,si

therefore, may rapidly lead to undesirable exposuhnat's
more, protection infringement. Further, the indiosts nature
of online media makes it workable for differenteclis to
gather rich amassed data about the proprietor ef
distributed substance and the subjects in the ildiséd
substance.

In this paper, we propose an Adaptive Privacy Rolic

Prediction (A3P) system which aims to provide usehassle

free privacy settings experience by automaticadlpegating
personalized policies. The A3P system handlesugeaded
images, and factors in the following criteria thafluence
one’s privacy settings of images:

The impact of social environment and personal
characteristics. Social context of users, suchhas profile
information and relationships with others may pdavuseful
information regarding users’ privacy preferencesor F
example, users interested in photography may tkehtare
their photos with other amateur photographers. $Jséro
have several family members among their socialazistmay
share with them pictures related to family eveHhiswever,
using common policies across all users or acrosssusith
similar traits may be too simplistic and not satisfdividual
preferences. Users may have drastically differginions
even on the same type of images. For example, vaqyi
adverse person may be willing to share all hisgpaakimages
while a more conservative person may just wanthares
personal images with his family members. In lightlese
considerations, it is important to find the balaggcipoint
between the impact of social environment and users’
individual characteristics in order to predict fhaicies that
match each individual's needs.

The role of image’s content and metadata. In génera
similar images often incur similar privacy preferes,
especially when people appear in the images. Fample,
one may upload several photos of his kids and §péuat
only his family members are allowed to see thesgqsh He
may upload some other photos of landscapes whithdkeas
a hobby and for these photos, he may set privaefemnce
allowing anyone to view and comment the photos.lyxiiag
the visual content may not be sufficient to captusers’
privacy preferences. Tags and other metadata dieaiive of

interests  and SOCFQP social context of the image, and also progidgnthetic

description of images, complementing the informatio
obtained from visual content analysis.

We present an overhauled version of A3P, whichuhes
an extended policy prediction algorithm in A3P-c{ttet is
now parameterized based on user groups and alsorsan
possible outliers), and a new A3P-social moduledkaelops

tf.pe notion of social context to refine and extdralfrediction
power of our system. We also conduct additionakbexpents
with a new data set collecting over 1,400 imaged an
corresponding policies, and we extend our analgithe
empirical results to unveil more insights of oursteyn’s
performance.
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. RELATEDWORK

it allows users to create expressive policies li@irtphotos
stored in one or more photo sharing.

Adaptive Privacy Policy Prediction (A3P) [5] systeis

Our work is related to works on privacy settinghtroduced by Anna Cinzia Squicciarini. Personalize

configuration in social sites, recommendation systeand
privacy analysis of online images. Our continuogisearch
looks at security in online social organizing llesa meaning
to enhance the security and security administmatd
individual data. As a first step, we are analyziagd
proposing changes to current security systems.

Ill. LITERATURE SURVEY

Privacy Suites [1] is proposed by Jonathan Andevwgtoh
allows users to easily choosesuites" of privacy settings.
Using privacy programming a privacy suite can kmated by
an expert. Privacy Suites could also be createdctyr
through existing configuration Uls or exporting tinéo the
abstract format. To the members of the social fitegrivacy
suite is distributed through existing distributichannels.

policies can be automatically generated by thigesys It
makes use of the uploaded images by users andaadtieal
image classification is done. Images content anthdaga is
handled by the A3P system .It consists of two camepts:
A3P Core and A3P Social. The image will be firsit¢e the
A3P-core, when the user uploads the image. The &Be-
classifies the image and determines whether tseaaeed to
invoke the A3P-social. When meta data informatien i
unavailable it is difficult to generate accurates@acy policy.
This is the disadvantage of this system. Privacyation as
well as inaccurate classification will be the afedfect of
manual creation of meta data log information.

IV. PROBLEMSTATEMENT
Consider social context such as one’s friend ghile

convincing influential users that it is safe to .uskhe

brought by image files for which privacy may vary

understandability for end users. To verify a Priv&uite
sufficiently high-level language and good codin@qtice,
motivated users are able.

Privacy-Aware Image Classification and Search Phi
technique to automatically detect private images] &
enable privacy-oriented image search introducedbsénsgej
Zerr. To provide security policies technique conalsitextual
meta data images with variety of visual featurésudes
various classification models trained on a largdesdataset

the actual image content. As far as images, autinonsve
presented an expressive language for images umlosde
social sites. This work is complementary to ours&zaglo not
deal with policy expressiveness, but rely on comrfmyms
policy specification for our predictive algorithim addition,
there is a large body of work on image contentyais| for
classification and interpretation, retrieval, afebio ranking,
also in the context of online photo sharing sit®$.these
works, probably the closest to ours. explores psivavare

with privacy assignments obtained through a socidnage classification using a mixed set of featutesth

annotation game. In this the selected image feait{gdges,
faces, color histograms) which can help discringriztween
natural and man-made objects/scenes (the EDCVrégahat
ca3pan indicate the presence or absence of partiobjects
(SIFT).

A tag based access control of data [3] is develdyydeleter
F. Klemperer. It is a system that creates accessalo
policies from photo management tags. Every photo
incorporated with an access grid for mapping thetghvith
the participant’s friends. A suitable preference lba selected
by participants and access the information. Basetth® user
needs photo tags can be categorized as organizbtion
communicative.

There are several important limitations .First, esults are
limited by the participants recruited and the pkqgtoovided

by them. Machine generated access-control rulesttere
second limitation. Algorithm used here has no a&teshe

context and meaning of tags and no insight intqpthleey the

participant intended when tagging for access carittence,

some rules appeared strange to the participantsmdies

them to tag explicitly like —privatel and —public

A decentralised authentication protocol [4], is a&ess
control system proposed by Ching-man Au Yeung baseal
descriptive tags and linked data of social netwdrkshe
Semantic websites. Here users can specify accagsoko
rules based on open linked data provided by othdigs and
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content and meta-data. This is however a binagsiflaation
(private versus public), so the classification taskvery
different than ours. Also, the authors do not et the issue
of cold-start problem.

V. EXISTING SYSTEM

Most content sharing websites allow users to etfteir
rivacy preferences. Unfortunately, recent studres/e
shown that users struggle to set up and maintain grivacy
settings. One of the main reasons provided isdhan the
amount of shared information this process can thets and
error-prone. Therefore, many have acknowledged¢ieel of
policy recommendation systems which can assistsuter
easily and properly configure privacy settings. ldwer,
existing proposals for automating privacy settingpear to
be inadequate to address the unique privacy ndadmges,
due to the amount of information implicitly carriedthin
images, and their relationship with the online emwinent
wherein they are exposed.

VI. PROPOSExCHEME

In proposed System an Adaptive Privacy Policy Riteah
(A3P) system that helps users automate the pripatigy
settings for their uploaded images. The A3P sygisowides
a comprehensive framework to infer privacy prefessn
based on the information available for a given ugée also
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effectively tackled the issue of cold-start, legng social (i) The user does not have enough data for the typreof
context information. Our experimental study protiest our uploaded image to conduct policy prediction;
A3P is a practical tool that offers significant impements (iiy (i) The A3P-core detects the recent major changes
over current approaches to privacy. among the user’'s community about their privacy

practices along with user’s increase of social
networking activities (addition of newfriends,
new posts on one’s profile etc).
In above cases, it would be beneficial to repothtouser
the latest privacy practice of social communitibatthave
similar background as the user. The A3P-social ggaisers
into social communities with similar social conteahd
B. Policy Mining: privacy preferences, and continuously monitors gbeial
A hierarchical mining approach for policy miningused. groups. When th_e A3P-social is invoked, it autoozly
Policy mining is carried out within the same catggof the dentifies the social group for the user and seieisk the
new image. The basic idea of this is to follow surel order |nfor|_”ne_1t|on about the group FO the A_3P—c_0re_ forigol
in which a user defines a policy. The hierarchinaling first Prediction. Atthe end, the predicted policy wié bisplayed
look for popular subjects defined by the user, tloak for to the user. l_f the user is ) ) )
popular actions in the policies containing the papu [Ully satisfied by the predicted policy, he or sten just
subjects, and finally for popular conditions in tpelicies accept t. Othe_rmsg, the user cgn choosg to re_lmseollcy.
containing both popular subjects and conditioRelicy The actual policy wil be.stored in t.he policy reftory of
Prediction: It is an approach to choose the best candidatethe system for the policy prediction of future uds.
policy that follows the user’s privacy tendency. Model the
user’s privacy tendency, define a notion of stesw level.
The strictness level is a quantitative metric thetcribes how ( A3P—Core [ AIP—Social
“strict” a policy is. a strictness level L is antéger with
minimum value in zero, wherein the lower the valtlee
higher the strictness level. 1 g

user
(9

I , € * L
W | AT W gy | MR % predicted palicy | | 74 yaptive Potiey Predietion
s O N LA :

A. Adaptive Policy Prediction:

The Adaptive Policy Prediction consists of two
following sub-parts:
1. Policy Mining
2. Policy Prediction

A3P Architecture

Image Classification

social-context modeling

3 aceepled/revised TR T e
policy M| N | | -
A==
Al Mo o Mt
— %
A
y System Model
Proposed System
VIII. IMPLEMENTATION
C. Advantages: 1. ASP-CORE
. . . - 2. A3P-SOCIAL
Maintain both efficiency and high prediction acayaf a
system.
A. A3P-CORE:
VIl. SYSTEMMODEL There are two major components in A3P-core: (i)dena

The A3P system consists of two main component§iassification and (ii) Adaptive policy predictiokor each
A3P-core and A3P-social. The overall data flow e t user, his/her images are first classified basedamtent and
following. When a user uploads an image, the imaijebe ~ Metadata. Then, privacy policies of each categbmnages
first sent to the A3P-core. The A3P-core classiffesimage are analyzed for the policy prediction. Adoptingwa-stage
and determines whether there is a need to invoke tRPProach is more suitable for policy recommendattuan
A3P-social. In most cases, the A3P-core prediclisipe for ~ applying the common one-stage data mining appraathe

the users directly based on their historical bevavi mine both image features and policies together
If one of the following two cases is verified tri&P-core
will invoke A3Psocial: Image classification: Groups of images that may be
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associated with similar privacy preferences; weppse a
hierarchical image classification which classifieages first
based on their contents and then refine each agtegm
subcategories based on their metadata. Imagegithabt
have metadata will be grouped only by content. Sach
hierarchical classification gives a higher priortty image
content and minimizes the influence of missing t&lyte that

it is possible that some images are included intipial
categories as long as they contain the typicalezdrfeatures
or metadata of those categories.

Adaptive policy prediction: The policy prediction
algorithm provides a predicted policy of a newlyagaed
image to the user for his/her reference. More inagly, the
predicted policy will reflect the possible changdsa user’s
privacy concerns. The prediction process consibtthree
main phases: (i) policy normalization; (ii) poliayining; and
(iii) policy prediction.

1) Policy normalization: The policy normalization isianple
decomposition process to convert a user policy énset of
atomic rules in which the data (D) component is
single-element set.

2)Policy mining: hierarchical mining first look foropular
subjects defined by the user, then look for popatdions in
the policies containing the popular subjects, &ndllf for
popular conditions in the policies containing bgibpular
subjects and conditions.

3)Policy prediction: The policy mining phase may gate
several candidate policies while the goal of owtesy is to
return the most promising one to the user. Thugpynesent an
approach to choose the best candidate policy tilatifs the

user's privacy tendency. To model the user's privacl6]

tendency, we define a notion of strictness levbe $trictness
level is a quantitative metric that describes hatrict” a
policy is.

B. A3P-SOCIAL:

The A3P-social employs a multi-criteria
mechanism that generates representative policies
leveraging key information related to the usersiaglocontext
and his general attitude toward privacy. As membaarlier,
A3Psocial will be invoked by the A3P-core in twasarios.
One is when the user is a newbie of a site, and dothave
enough images stored for the A3P-core to infer rimggdun
and customized policies.

Social Context Modeling: The social context modglin
algorithm consists of two major steps. The firgpsts to
identify and formalize potentially important facsathat may
be informative of one’s privacy settings. The setstep is to
group users based on the identified factors.

IX. CONCLUSIONAND FUTUREWORK

We have proposed an Adaptive Privacy Policy Prautict
(A3P) system that helps users automate the pripatigy
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settings for their uploaded images. The A3P sygisowides
a comprehensive framework to infer privacy prefeesn
based on the information available for a given ugée also
effectively tackled the issue of cold-start, legng social
context information. Our experimental study protiest our
A3P is a practical tool that offers significant impements
over current approaches to privacy.
Social network is an upgrading media for informatéharing
through internet. It provides a content sharing tigxt, image,
audio, video, etc... With this emerging E-service dontent
sharing in social sites privacy is an importantiéssit is an
emerging service which provides a reliable comnatioo,
through this a new attack ground from an un-authqexson
can easily misuses the data through these medithiBassue
our proposed systems use the BIC algorithm to ifjatise
attackers and the users with the help of the AcEadiey
Prediction and Access control mechanism. Theseigeoa
privacy policy prediction and access restrictioltng with
blocking scheme for social sites and improve tleapy level
for the user in social media.
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