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Abstract- While satisfying security requirements is crucial ér

secure group communications in wireless systems; ibite group

applications often have application-specific perfamance
requirements in terms of timeliness, reliability, ad system
reconfigurability. Often there exists a tradeoff béween security
versus performance goals since security protocolsay introduce

undue computational and network overheads which maprevent

performance goals from being met. Many protocolsdr sensor
network security provide confidentiality for the content of

messages, contextual information usually remains prsed. Such
contextual information can be exploited by an advesary to

derive sensitive information such as the locationsf monitored

objects and data sinks in the field. Attacks on thee components
can significantly undermine any network application The cluster
head election is invoked on-demand, and is aimed teduce the
computation and communication costs. A large varigt of

approaches for ad hoc clustering have been develapeby

researchers which focus on different performance nigcs. This

paper presents a survey of different clustering sa@mes.

Index Terms- MANETS, location privacy, Clustering, Group Key,
Key Management Protocol.

I. INTRODUCTION

An ad hoc network is an assortment of independedes
that communicate with each other, most regularlingisa
multi-hop wireless network. Nodes do not inevitaldlyow
each other and come together to form an ad hocpgfou
some particular reason. Key distribution systemgicilly
involve a trusted third party (TTP) that acts asraermediary
between nodes of the network. A node in an ad leteark
has straight connection with a set of nodes, calkighboring
nodes, which are in its communication range. Thaler of
nodes in the network is not essentially preset. Nedes may
join the network while existing ones may be compsmd or
become un-functional [1]. Key management in the had
network is a challenging issue concerning the sigcaof the
group communication. Group key management protocats
be approximately classified into three categorgesitralized,
decentralized, and distributed [2].

communicate directly by means of a wireless network
whereas those far apart rely on other nodes tasaobuters to
relay its messages [3]. The most suitable solutioprovide
the services among which authentication, data rittegnd
data confidentiality is the establishment of a kegnagement
protocol. This protocol is liable for the generatiand the
distribution of the traffic encryption key (TEK) tall the
members of a group. This key is used by the sowremcrypt
multicast data and by the receivers to decrypf lterefore
only legitimate members are able to receive theioast flow
sent by the group source [4]. The elemental sacsgtvices
provided by every key management system are key
synchronism, secrecy, freshness, independencegrdightion,
confirmation and forward and backward secrecy [7].

Cluster-based routing is a solution to address siode
heterogeneity, and to limit the amount of routinfprmation
that propagates inside the network. The idea betliutering
is to group the network nodes into a number of layging
clusters. Clustering makes possible a hierarchicating in
which paths are recorded between clusters instehdtareen
nodes. This increases the routes lifetime, thusedsing the
amount of routing control overhead. Inside the teluone
node that coordinates the cluster activities isteluhead (CH).
Inside the cluster, there are ordinary nodes afed have
direct access only to this one cluster head, andwgss.
Gateways are nodes that can hear two or more chsagls.

The group key may be distributed by a key servait th
provides group key management services. A dedicktsd
server may be employed, or the functionality may be
implemented on a server offering other serviceshsas
authentication. Multiple key servers may co-exist &
clustered network, where a cluster head may playdle of a
key server. The group key is employed to encrypssages
sent by a member to the group. Only members ofgtbep
with the group key are capable of decrypting thessages.
Key generation along with key distribution has beerentral
issue in key management for secure group commumitsat
Over the years many key management protocols haea b
proposed and studied (see Chapter 2 Related Wadnk).
particular, in MANETSs with no infrastructure suppaince a

MANET is one where there is no predeterminely Server does not exist, key management musejermed

infrastructure such as base stations or mobile chinig
centers. Mobile nodes that are within each othextso range

in a fully distributed manner. This adds to the teys
overhead whenever the group key is “rekeyed” dugrtap
member leave/join/eviction events. To deal withidess
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attacks, intrusion detection system (IDS) techmsgoey be management protocol will function at the optimagiomal
used to detect compromised nodes and to evict sugthe recognized to reduce the cost of key manageimésrms
compromised nodes to prolong the lifetime of theSGZ of network traffic. The nodes should have the follg keys:

While satisfying security requirements is cruciad $ecure MK, which is shared by all the nodes in the netwdtK,
GCSs in wireless systems, mobile group communigatiwhich is shared with the BS; and SK, which is stanéth
applications often have application-specific perfance another node. Each of these keys is consideradrinaith the
requirements in terms of timeliness, throughputayleand reasons for including it in the prototype.
traffic capacity. These application requirements generally ~ Master key (MK): This is a globally shared key that is
referred to as the quality of service (QoS) requéeats, used by the base station for encrypting messagsts atte
including both security and performance requireméntthe broadcast to the whole group. Each node is imptinvtith
context of mobile GCSs. By “QoS-aware” protocolg refer master key and LAFs when it is manufactured.
to those protocols being designed to satisfy bettusty and Local key (LK): Every node has a unique key that is
performance requirements of the system. These Q@@®ea injected with initial local key (LK), is shared itthe base
protocols are adaptive in nature with designs ipomated to station. This key is the basic parameter for théengng
allow the system to adapt to dynamic situationsabtjusting function of the
operational settings under which both the systese'surity proposal and is used for secure communication hestwiee
and performance requirements can be best satisfied. node and the base station.

Session key (SK)Every node shares an SK with each of
its immediate neighbours. In NRFP, SKs are useddouring
communications that require privacy or source auttbation.

LAFs: The local administrative functions include master
function’, re-keying function’, and derivation fuman‘ and
can be imprinted with node to achieve a high-leeslurity of
node -
~ to- node communication. The LAFs are responsibtekéy

Setefmedes (M) O generation of the cluster session keys dependingvioich
O O 0 initial master key and local control key were inmpeid at the
O o, time of manufacturing, whereas the HMAC is adopt.Afs

work. Master function, the derivation function ised to
generate new key values based on requesting messateg

P TTI— from BS or CH. The re-keying process is necessaryvfo
entify source
and destination reasons:

Group key management .
U | Group Key management data security model

II. PROPOSEDNORK

Secure data
Communica
tion

Region-based group key management protocol divales
group into region-based subgroups based on detiratt&ey
management principles. This partitioning of regidamo
subgroups improves scalability and efficiency o€ tkey
management scheme in providing a secure group

communication. Figure 1 shows the partitioning @fion
into subgroups on the basis of decentralized keyagaement
principles [16]. It is assumed that each membehefgroup is

equipped with Global Positioning System (GPS) and
therefore each one knows its location as it mowgesas the  The main characteristics of GKM for data securitg as
regions. For secure group communications, all mesnbéa follows:
group share a secret group key, KG. In additioretisure 1. It efficiently presents privacy and substanbiatireplay
security in communication between the members ath egorotection and DoS protection from attacks.
subgroup all the members of the subgroups in thmmehold 2. An efficient rekeying once transforms in group
a secret key KR This shared secret key is generated amtembership.
managed by a distributed group key management gbtbat 3. A consistent deliverance of rekey messages.
enhances robustness. This region-based group kei. A high throughput and low latency.

Data securitv
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Messages required for IDS activities follow theesulfor

group communication, including status exchange,e-~ot

participant selection, vote-participant-list disgeation and

vote dissemination. A target node is examined byS 109

periodically and if the target node is considerethpromised,
it will be evicted by rekeying the group kd¢G based on
GDH.

publish/subscribe service. It is assumed that a&lintvers are
interested in all published data by all membersusThall

published data in each member are disseminatedlito a

members whenever each node publishes its dataaBggt
two-level hierarchical
published data in each node is broadcast to itshmesrin the
region, and then the leader receiving the publiskath
distributes it to other leaders. After then, eadader
broadcasts the published data to its members rixgplgc
When all published data are disseminated to all begmin
this way, a group key is used to encrypt/decryptphblished
data.

[1l. CONCLUSION

In the case of communication hole, we propose &u#lir
Destination-based Void Handling (VDVH) scheme inieth
the advantages of greedy forwarding (e.g., largeynass per
hop) and opportunistic routing can still be achdwehile
handling communication voids. To work with the nudst
forwarding style, a virtual destination-based vdidndling
scheme is proposed. By temporarily adjusting thectibn of
data flow, the advantage of greedy forwarding ali agthe
robustness brought about by opportunistic routiag still be
achieved when handling communication voids.
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