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clear that Alice will not be notified of the incideand no
Abstract— Presently, the images are uploaded to the social matter what privacy policies she has set on thégphioey will

sites in vast amount. Hence, privacy becomes an imant issue
in the content sharing sites. The users are unawawout their
information shared in publicized environment. In this paper, we
make a study about the privacy issue in the contesharing sites.
We propose Adaptive Privacy Policy Prediction (A3P)that
ensures the user’s privacy settings for their image The user's
uploaded images are categorized based on their peey settings.
The prediction algorithm is used for mining the simiar policies.
Experimental results prove the efficiency of the sysms.

Index Terms— Images, Privacy, content sharing sites, privacy
level and efficiency.

I. INTRODUCTION

Images are now one of the key empowering agets
clients' connectivity. Image sharing occurs in bstitial
groups as well as people from outside social ardlg.
Consider instances like Google +, Flickr or Picéida;mostly
used for sharing the images with other users. THeaded
images are stored in semantic relationships.
semantically build images reveal their sensitiierimation.
Sharing our images to the media sites may leadchwanted
disclosure and privacy violations [2]. The aggredat
information can result in unexpected exposure ef®gsocial
environment and lead to abuse of one’s personaidrrdtion.
In most of the scenario, the user specifies theivapy
preferences.

In current scenario, the users don’t hold a siagleount
in media environments. They hold higher numbercabants
in various Online Social Networks. Let us assunat tiice
and Bob belong to the same online social network D).
Bob can easily download a photo from Alice’s pmfil
obviously without Alice’s consent or any kind oftifization.
Bob can make several alterations on Alice’s phdflme, and
then share it in another online social network O$N2It is
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be bypassed.

The rest of the paper is organized as followstiSed
describe the current scenario of the OSNSs; Sectlon
describes existing works of research study; Sectibn
discusses about the proposed work; Section IVfjestthe
proposed framework by doing experimental desigritasf
concludes in Section V.

I. RELATED WORK

This section presents the existing studies comweduby
various researchers in Online Social Networks (QBh
users enclose different sorts of images to the akoci
environment with the basic security level. Privacy
management is the most vital part of social envirent.
Igitially, we investigated about the interface ubgbof the
social environment. The author [5] presented thalyais
over profile information to percept the privacytsefs. The
author in [6] studied about building the semangiationship
for the collaborative environment. A recommendatiased

Theggllaborative techniques build that creates reconued

groups for the Flickr users. They created three amgiased
models and four model based models. The result shioat

the model based systems exhibited higher effici¢hap the
memory based systems. Then the tag oriented image
classification [7] system is derived for the spatata.

To this end, we begin with analysing user antmatat
and modeling the shared images in a group. Bothalis
content and annotation context are then integrated
understand the events or topics depicted in thowmgés
[8].Our results demonstrate the need for mechanitras
provide awareness of the privacy impact of usetaily
interactions. Profile Features Facebook profilen dze
extensive, including a variety of self reportedommhation
(disclosures) as well as details of the user's aoci
environment, including pictures, friends lists, andssages
with friends[5].

Then the study is further enhanced using locaiatad
symmetry that enhances the region of interest withie
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image. Using some facial detector, generic regfaheface A3P Architecture
is detected. Some superior performance of the syste A3P-Core A3P-Sochal
employed in both computation complexity of the egst The - e
refining process is studied for the visual simtiarand o — —
semantic similarity. An image retagging scheme #iads at % I
improving the quality of the tags associated wititial - B e
images in terms of content relevance. e _mwm o Cj Ea (q
. PROPOSEDFRAMEWORK . .
Fig.3.1 System architecture
The proposed framework executes in four phasesglyam — p— F—
A. System Construction Module sl Turer ofsets user ol images e e
The Adaptive Privacy Policy Protection (A3P) |emeodlss tploat o daase e Ces

comprised of two parts: i) A3P Core and ii) A3PiabcThe
A3P core is the first step in the system. If a uggdbads an
image, it will be transferred to the A3P core. Timage is
classified in A3P core and then checked for thegina Policy Predicton Stared image
invocation in A3P social. Relied upon the user b@hathe eeptorretied ol User e mages
user policy is defined. The A3P social is invokedie A3P preditthe mining oy s e nages o ol
core when_b_elow two cases is proved true, _ Fig.3.2 Class diagram for each users

a) Insufficient data provided for the user uploatedge to
process the policy prediction.

b) Discovery of privacy changes obtained amongies’s . EXPERIMENTAL DESIGNS
community. The proposed framework is deployed using Graphical

B. Content-Based Classification User Interface (GUI) developed from Java platform

In order to receive a cluster of images with saneacy .,:T:?'m'“'h”‘*“'““ =T — ;

preferences, a novel hierarchical image classifinats
framed. Firstly, the image is classified basedtmdontent.
Each classified image is then categorized and atdgorized
onto their metadata. Some images are grouped loastwdir
content in absence of metadata. This type of image
classification picks the content in higher priowtyd lessened
the missing tags. It efficiently depicts the acterramage
similarity model. The Haar Wavelet transformatisnused

for the comparison of the image signatures. The afse s = ,,i

-~ NN N 1.8
wavelet transform inscribes the information in viesf (e elxl0] e |
frequency and spatial. The image signature is fdrethe 79 %L Users registration page with any onlioeial networks —
small number of wavelet coefficients. The distafuretion is T T

used for obtaining the content similarity. B TS UN LN [ENT SHAKING D11 B

C. etadata-Based Classification

Depending upon the categories, the image is Giledsi
from groups to the subcategories using metadatantprised
of three steps:

i) The keyword is filtered from the image enveloped
metadata. The metadata may include tags, captiods a
comments.

i) A representative hypernym symbolized as h ichea
metadata vector is obtained.

iii) Then the discovery of image subcategory is titied BClelcl=l0l8 ~
step. Thus, it belongs to the function of increraént Fig4.2 Login page of the User
procedure.

D. Adaptive Policy Prediction

Every newly uploaded image is utilized for preitigt
the privacy policy based on user’s references. frbeesses
involved in the prediction are the a) Normalizatiohthe
policy, b) Mining the policy and c) Prediction odly.
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Fig.4.3 User viewing his profile from his login e e S =
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Fig.4.9 Images are classified based on the metédatd classific;tion

T EOAELIE |
Fig.4.4 User viewing the recently shared images _
e L — IV. CONCLUSION
A — In this paper, we have framed a novel algorithmex,
“Adaptive Privacy Policy Prediction (A3P)". The elafive of
the A3P is to automatically define the privacy pglsettings
for the user uploaded images. The privacy prefereisc
seated upon the information generated for the dedruser.
The issues like cold-start, social context infoipmatare
= efficiently tackled. The A3P is developed as a ficat tool
= that gains developments to the privacy. Experiniatgaign
N o shows the effectiveness of the systems.
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