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Abstract--- IPV6 is the ultimate solution for the running IPv6 also consists of some additional features dhat
Ogt of ip}/4 address and is the Odne, héélvi“@lf various not present in IPv4 such as it has the stateledsessl
advance features to meet varying demands of present ' . . .
and future requirements. Concepts of stateless auto auto configuration technique, network rfenumberlng.
configuration and IPSec VPN make the addressing and router announcements. The subnet size of V6 i
easier and also help to overcome the security issue fixed through standards of the size of the hostlitmwv
St?jtel?ss auto conﬂgfuranon h_elpsdlg implementinglug 54 automatic mechanism for forming the host IP
and play services of automatic address assignmenits

large area networks and the features of IPSec VPN addre_sse_s from the MAC a(_jdr_ess. The Network
tunnels provide, remotely secure connection for trasfer  Security is by default present in its architectared
of information between peers. Stateless auto specification mandates IPSec.

configuration and IPSec VPN networks are implementg

with security protocols for key management and A. Sateless auto configuration

exchange to feature encryption, authenticity and . . . .
integrity. These all networks are designed using GN& Stateless Auto configuration is one of the main

network simulator. The testing and verification of cata  features of IPV6 protocol .It used to get a conioect
packets is done using both VPCS tool and Wire Sharto  into a network or internet for devices/hosts
ensure the encryption of data exchanged between 2automatical|y. It helps in automatic address

eers _ _ .

P assignment for users in a network, without the nefed
Key words--- Addressing, IPSec, IPv6, TunnellingyPN  any intermediate IP’s like DHCP servers. NormaRy |
address Assignment is done by STATEFULL method
. _ . i.e. whether manually or by DHCP mechanism .But
Internet Protocol version 6 (IPv6) is a versiontité  {hese methods are suitable to small numbers obuser
Internet Protocol (IP). This is the successor te th, 5 network. In this DHCP method. a DHCP server
Internet Protocol version 4 (IPv4). The Interefit 4 bag full of addresses will assign IP addzeds
operates by transmitting messages between the Usisrs or clients dynamically .These addressing is a
as small papkets that are separately sent thrdwgh e taking process and it functions proper for lkma
networks using the Internet Protocol _ networks, example LAN networks. So, to overcome
Each and every host of a network requires an {Ris problem, Stateless mechanism is applied. The
address to operate and communicate within g, jiself stateless implies that this configuwati

internet. The increase in the usage of the intehast 4oegpt require the host to be aware of its prestate
created the need for more addresses. Since the ”384as to be get assigned an IP address from any

has 32 bit addresses and 2732 addresses which ih?érmediate server.

come to the stage of exhaustion, the IPv6 which hasg, we can say that Stateless Auto Configuration is
128 bit addresses and 2"128 addresses is preferred 4 gift to Network administrators in order to get

I.  INTRODUCTION
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automatic address assignment for their individuaitermediate servers, plug and play policy, suédbf
network members. Previously Ip addressing is retwork that need of security as no intermediates a
manual process or a DHCP Server mechanisimvolved, cost effective, suitable for wirelesswetks.
Ultimately IPv6 allows the network devices not only

to get IP addresses automatically but also provales

feature of renumbering or reallocation of IP’s ifya Application

issue arises in basic flow of networking. Thus Stateless Auto Configuration facilitates
In DHCP mechanism the address assignment pur@ifortiess networking of various deivices in a netkv
depends on Physical Addresses i.e. MAC addresﬁﬁenabling the other concepts of ipv6 like IPSete
where as in Stateless it deals with Link-Localan achieve features like encryption, authenticity,
Addresses (FIG 1). The procedure involved ifhtegrity for secure data transmission. It can diso
Stateless Configuration follows below steps. employed in wireless networks, allows the various
a. Link Local address Generation: Generation okLirjevices to access the network from anywhere wahin
Local address with prefix in the form FE80::/10. hotspot.Thus connectivity of devices trough hot
b. Link Local Address Unique Identification: Hereplugging creates a new era of convergence, where

address is verified for its uniqueness. majority or large number of devices connected ® th
c. Link Local Address Assignment: Once uniqugternet

verification is completed, link local address is
assigned to the interface and makes it ready fageus
d. Router Contact & Router direction: The host &&ru B. IPSEC
device connects to the local router and waits fier t . .
Till now we discussed about, how we connected

next course of action for auto configuration. L . . A
) i . individual devices in a network. Now here, we will
e. Global address configuration: The host itse

If. o .
. . i iscuss how securely, data transmission takes jxace
configure with the globally unique address formeé : y. e
nﬁtwork by implementing IPSec protocol. In below we

from above steps. This address contains nGtWoorllscuss what VPN is, how VPN tunnels are employed

preﬁx provuj_ed by the router combined with th%nd what are the protocols involved.
device identifier.

Il NDP DISCOVERY VPN is the best method for distributed services
provided in public network structure.VPN provides a
How the router knows that which user osthie point to point private link between devices whiagle a
connected to it, how the host knows to whom, it different network sites.VPN offers low cost,
connected as to get IP addressing. This discoveryedficient use of bandwidth.VPN is classified based
router and hosts are done by NDP protocol. NDP idunneling security issue, location of end points,
Neighbor Discovery protocol used in Stateless Autmnnecting types and types of tunneling protocols.
Configuration in order to know the interface statfis VPN is affected by operating systems, hardware used
individual devices in a Network. NDP is a improvednd algorithms applied.
feature protocol in Ipv6 over Internet control neegs VPN provide connectivity through a tunnel which
protocol (ICMP) thus helps in discovery of neighbois a virtual link between two nodes may separata by
devices over a network. number of networks. Figure 1 shows VPN tunneling
NDP uses 2 types of addresses one is unicast, isthestructure. The tunnel is established within thetepu
multicast and performs 9 different tasks like ihieh and provided with the IP address of the routemat t
listed below: second end. Every packet is encapsulated insidéPthe
Router discovery, Prefix discovery, Parametatatagram using IP address of the router at therfdr
discovery, Address Auto Configuration are Hoswf tunnel as a destination address. The two entfpoin
Router discovery functions, where as must use the same tunneling protocol. These logical
Address  Resolution, Next-hop Determinatiortunnels that carry the IP packet are independettieof
Neighbor Unreachability and Fake Addregsayload, and have different headers due to the
Detection are Host-Host communication functions argfotocol implemented
other one is Redirect function. VPN provides secure and encrypted virtual
connections over IP network by encrypts and
So, the advantages of the stateless auto confignratencapsulates each packet before passing it thraugh
method are there is no need of support of any DH@khnel. VPN uses authentication to ensure data
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integrity and confidentiality. VPN uses dynamic "
tunnel for efficignt bandwidth. usage and flexilyil.it Mac Address [l
matter for creating and removing tunnels at anyetim 00:2:04:00:FE:56
IPSec is one of the protocol used to implement I®SE

tunnels.

Il IPSEC Protocol %

IPSec offer data integrity, data confidentiality o Aueconfigured Self Network Type
. . .. . A Information
authen_tlcauon & originality of data at the qetworl Eif;f_t;?re,;\ﬁess (prefix,Default,Route)

layer in OSI model . It composed of differen
protocols such as: IPSec Key Exchange al..
Management  Protocol (ISAKMP) for  key
management which specifies the negotiation,
establishment, alteration, and omission of securigl. .

. imulation model
association. Internet Key Exchange (IKE) for key

. Using GNS3 simulation software we dee)
exchange which create secure channel to protect thet | ; bl tatel ‘ f i
negotiation for setting up the IPSec tunnel foffica a topology for €nabling staleless auto contiguratio

protection. Authentication Header (AH) Offers(FIG.l).In FIG.1 two routers are configured. Each
authentication originality, connectionless integrit router is linked with individual users through sshiés.

{-Iere C1l & C2 connected to R1 through SW1 and R3

and anti-replay service. Encapsulated Securi&%/R4 ted to R2 th h SW2. wh link-local
Payload (ESP) offers authentication originality, connected o roug » Where finkeioca

. . . . : address is assigned. Further R1 and R2 are coafigur
connectionless integrity, anti-replay service, alada .
) . interfaces are enabled.
confidentiality.

FIG II- STATELESS AUTO CONFIGURATION

These protocols used to create connection and 5 w
transmit traffic securely. IPSec can employ two mm:ABCD::W@ g1l I T
encryption modes: transport mode which encrypta dat o =
only and tunnel mode that encrypts header and data. 1[/ i
. . . SwWi1 5 T
Thus by using GNS3 we are going to implement e VR i
. o= = stateless
IPSec protocol in order to create VPN tunnel for 2001:ARAA: 164
secure data transmission. 2 3
€@ Y@ R3 L
00 frn™,
2001:CCCCx/64 L L R j.=
2001:ABCD::1/64 170 2001:ABCD::2/62
1o (UNNELING _ d
Rz 5].,?-_- zy 2 NIO:Udp:30000:127.0.0.1:20000  NIO:Udp:30001:127.0.0.1.20001
10 FOI0
FIG 1.STATELESS AUTO
swi B CCONFIGURATION

1

NIO_Udp:30000:127.0.0.1:20000

FIG 1- IPSECTUNNELING
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FIG 2.CONFIGURING ROUTER & LINK-LOCAL The testing and verification for tunnel proteotis
ADDRESS ASSIGNMENT. shown in FIG C. in simulation test by capturing
ISAKMP data packet using Wire Shark.
Here(FIG.2),this is a R2 router configure termina
and R2 is configured with link-local address a
interfaces are assigned.

Here (FIG.3), we designed VPN topology
implement IPSEC Tunnel. Here 2 routers R1& R2 aj
figured in order to create a Tunnel in between
secure protected data transmission. Here users C
C2 are connected using switches SW1 & SW2.§
between R1 & R2 a tunnel with new IP Subnet 3§
created naming as Tunnel 0 by implementing IPSec
protocol

FICD.TUNNEL IMPLEMENTATION

2001:CCCC::/64
2001:ABCD::1/64 1/0  2001:ABCD::2/62
(TUNNELING g
Rl g1 (UNNECNG 977 o)

Smulation Test
To test the network simulation, 2 tools are used,

sooteeee:s PCS & WIRESHARK. The NDP (Stateless Auto
Configuration.) implementation is verified usingrevi

# SW1
Loy
; 2001:AAAA:/BA

C1

E .
shark tool by catching packets
NIO_Udp:30000:127.0.0.1:20000 NIO:Udp:30001:127.0.0.1:20001 No. Time Source Destination Protacol Length Info
61 2018-03-28 12:04:08. 858478000 fe80::cB00:13ff:fe6ff02::a EIGRP 94 Hello
62 2018-03-28 12:04:11.782510000 2001:aaaa::2 ffoz2::1:ff00:1 ICMPVE 86 Neighbor Solicit
63 2018-03-28 12:04:11, 813762000 2001:aaaa::1 2001:aaaa::2 ICMPV6 86 Neighbor aAdverti
FIG 3|PSEC VPN TUNNEL 64 2018-03-28 12:04:12.783569000 2001:aaaa::2 2001:aaaa::1 ICMPVE 126 Echo (ping) requ
TOPOLOGY 65 2018-03-28 12:04:12,799194000 2001:33aa::1 2001:aaaa::2 IcMPv6 126 Echo (ping) repl
66 2018-03-28 12:04:12, 877320000 2001:aaaa::2 2001:aaaa::l IMPVE 126 Echo (ping) requ
67 2018-03-28 12:04:12. 892948000 2001:aaaa: 1 2001:a3aa::2 IcvPv6 126 Echo (ping) repl
68 2018-03-28 12:04:12, 925209000 2001:aaaa::2 2001:33aa IMPVE 126 Echo (ping) requ
69 2018-03-28 12:04:12. 940835000 2001:aaaa::1 2001:a3aa::2 IcvPv6 126 Echo (ping) repl
70 2018-03-28 12:04:12, 987713000 2001:aaaa::2 2001:3aaa::1 IMPvE 126 Echo (ping) requ
71 2018-03-28 12:04:13.003338000 2001:aaaa::l 2001:3aaa::2 ICMPVE 126 Echo (ping) repl
72 2018-03-28 12:04:13,050215000 2001:aaaa::2 2001:aaaa::1 ICMPV6 126 Echo (ping) requ
73 2018-03-28 12:04:13.065841000 2001:aaaa::1 2001:33aa::2 IMPVE 126 Echo (ping) repl
74 2018-03-28 12:04:13. 518987000 fe80::c800:13ff:fe6ffo2::a EIGRP 94 Hello
75 2018-03-28 12:04:16.005499000 ca:00:13:6c:00:00 ca:00:13:6c:00:00 LOOP 60 Reply
76 2018-03-28 12:04:16. 802411000 fe80::c800:137f:fe62001:aaaa::2 ICMPV6 86 Neighbor solicit
77 2018-03-28 12:04:17. 802458000 feB0::cB00:13ff:fe62001:aaaa::2 ICMPVE 86 Neighbor solicit
78 2018-03-28 12:04:18.021218000 fe80::c800:13ff:fe6ff02::a EIGRP 94 Hello
79 2018-03-28 12:04:18. 802505000 fe80::cB00:13ff:fe62001:aaaa::2 ICMPVE 86 Neighbor solicit
80 2018-03-28 12:04:22.320464000 fe80::cB00:13ff:fe6ff02::a EIGRP 94 Hello

Fic A. NDP'SICMPV6 (STATELESSAUTO
CONFIG.) TEST USING  WIRE SHARK TOOL

FIG 4.1PSEC -VPN ROUTER
CONFIGURATION

Here (FIG.4), configuration using crypto isgk
had done with  policy 10 done in R1 and with sam
policy isakmp configuration is done in R2.Protocols
configuration should be same in both routers. Here
pre-share key is assigned with md5 Hash algorithm
and encryption was done. Further tunnel mode
interfacing.

In FIG 5 .tunnel has been configured andriate
has been made ready for secure data transformation.
IPSec protection tunnel mode with profile as
ipv6_profile implemented and tunnel mode activated.
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No. Time Source Destination Protocol Length Info NetWOrk Applications to IPv6 Applications In Prmﬁngs of

39 2018-03-28 12:38:23. 336440000 2001:abed: :2 ff02::1:ff00:1 IMPvG 86 Neighbor S bc Tie Sfp G.C.Nagar, V|rudhaNagar 626 Damil

40 2018-03-28 12:38:23.352065000 2001:abed::1 2001:abcd::2 IMPvG 86 Neighbor Adys rtgzemmﬁﬂtﬁ 4

41 2018-03-28 12:38:23.367691000 Te80::c801:17f:felff02::16 IMPv6 90 MuTticast L1

42 2018-03-28 12:38:23.383316000 fe80::c80L:17F el Ff02::16 NPV 90 Multicast ([ erDéEpM:aﬁiﬁ@abl D.H. Hanumanthappa.J. 2009, |Pvérov

43 2018-03-28 12:38:23.398943000 2001:abcd::2 2001:abed: 11 ISAKMP 146 Identity P@hgfeq_ro@pi Mgécunty Aspects, Issues and its Chgéenin

44 2018-03-28 12:38:23.430194000 2001:abed::1 2001:abcd::2 ISAKMP 146 Identity PIES, %e

45 2018-03-28 12:38:23.461445000 2001:abed: :2 2001:abcd::1 ISAKMP 298 Identity Pru hﬁ of NCWNT-09,2009, Nitte -574 110,KeakafINDIA

46 2018-03-28 12:38:23. 539573000 2001:abed::1 2001:abcd::2 ISAKMP 318 Identity PID® ain Mode)

47 2018-03-28 12:38:23.617704000 2001:abed::2 2001:abcd: i1 ISAKMP 186 Identity Protection (Main Mode)

48 2018-03-28 12:38:23.680205000 2001:abcd::1 2001:abcd::2 ISAKMP 138 Identity Protection (Main mode)

49 2018-03-28 12:38:23.711458000 2001:abed::2 2001:abcd: ;1 ISAKMP 298 Quick Mode

50 2018-03-28 12:38:23.758334000 2001:abcd::1 2001:abcd: ;2 ISAKMP 298 quick Mode

51 2018-03-28 12:38:23.805211000 2001:abed::2 2001:abcd::1 ISAKMP 114 Quick Mode

52 2018-03-28 12:38:23, 898967000 2001:abed::2 2001:abed::1 ESP 166 ESP (SPI=0x5df8d3f2)
53 2018-03-28 12:38:24.180229000 fe80::c801:17ff:felff02::1:ff00:2 IMPv6 86 Neighbor Solicitation for 2001:abcd::2 f
54 2018-03-28 12:38:24,258357000 ca:01:17:18:00:1c CDP/VTP/DTP/PAGP/UDCOP 408 Device ID: R2 Port ID: Gigabitethernetl

55 2018-03-28 12:38:24. 914638000 2001:abcd::1 2001:abed: 2 ESP 166 5P (SPI=0x0684cabc)
56 2018-03-28 12:38:24,931273000 2001:abed::1 2001:abcd::2 ESP 174 ESP (SPI=0x0684ca6C)
57 2018-03-28 12:38:24. 946898000 2001:abcd::1 2001:abed::2 334 174 esp (SPI=0x0684caéc)

58 2018-03-28 12:38:24.962524000 0e:00:26:00:00:00 30:ef:bb:Sa:dc:af 0xa600 174 Ethermet II

FiG C. CAPTURING DATA OF ISAKMP

IV CONCLUSION
Thus by using Stateless Auto Configuration

Neighbor Discovery Protocols implemented a
auto addressing has done through Icmpv6 Neighbor
Solicitation. IPSEC VPN offers the enterprise
company privacy issues and cost effectiveness
services without distributing the communication.

The main goal of this paper is to implement
Stateless Auto Configuration & IPSec VPN network
using IPSec tunneling mechanism using GNS3 with
virtual clients and servers. The testing shows the
successful verification of the security strategy of
Stateless Auto Configuration, IPSec and data packet
processing under using security protocols
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