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Abstract— Wireless Sensor Networks have the solutions
which maintains extensive range of applications. Bsd on the
application, their WSN environment is the risky, clallenging
and fewer problematic. Even the Encoded Security Sysms in
WSNSs not to notice the node physical internment, #hmalicious
or selfish nodes. A novel secure and efficient Cesware secure
Routing (CASER) protocol to address these two conéiting
issues through two adjustable parameters: energy kence
control (EBC) and probabilistic based random walking We then
discover that the energy consumption is severelygproportional
to the uniform energy deployment for the given netwrk
topology, which greatly reduces the lifetime of thesensor
networks. For this propose an efficient no uniformenergy
deployment strategy to optimize the lifetime and m&sage
delivery ratio under the same energy resource andesurity
requirement. Here also provide a quantitative secuty analysis
on the proposed routing protocol. The theoretical aalysis and
OPNET simulation results demonstrate that the proposa
CASER protocol can provide an excellent tradeoff beteen
routing efficiency and energy balance, and can sidgficantly
extend the lifetime of the sensor networks in allcenarios. For
the non-uniform energy deployment, the analysis shes that we
can increase the lifetime and the total number of essages that
can be delivered by more than four times under thesame
assumption. Thisdemonstrate that the proposed CASER
protocol can achieve a high message delivery ratiavhile
preventing routing trace back attacks.

Index Terms— Security ,WSN, CASER,OPNET.

I. INTRODUCTION

disperse tiny sensing devices; which are capabken$ing
some changes of incidents/parameters and commingjcat
with other devices, over a specific geographic &measome
specific purposes like target tracking, surveillanc
environmental monitoring etc. Today’'s sensors camitar
temperature, pressure, humidity, soil makeup, wdhic
movement, noise levels, lighting conditions, thesance or
absence of certain kinds of objects or substamgeshanical
stress levels on attached objects, and other giep&outing

is another very challenging design issue for WSHs.
properly designed routing protocol should notonhgee a
high message delivery ratio and low energy consiamgor
message delivery, but also balance the entire s@e$avork
energy consumption, and thereby extend the serstoork
lifetime. Motivated by the fact that WSNs routirg aften
geography-based secure and efficient Cost-Awareirsec
routing (CASER) protocol for WSNs without relyingh o
flooding. CASER allows messages to be transmitteidgu
two routing strategies, random walking and deteistim
routing, in the same framework. The distributiortafse two
strategies is determined by the specific secueitjpuirements.
This scenario is analogous to delivering US Maibtigh
USPS: express mails cost more than regular mailseber,
mails can be delivered faster. The protocol alswiges a
secure message delivery option to maximize the agess
delivery ratio under adversarial attacks. CASERaqmol has
two major advantages: (i) It ensures balanced gnerg
consumption of the entire sensor network so thafifatime

of the WSNs can be maximized. (i) CASER protocol

Wireless sensor networks (WSNs) are an important feupports multiple routing strategies based on thging
requirements, including fast/slow message delivand
secure message delivery to prevent routing track atacks
jamming

monitoring distributed remote environments. As afghe
key technologies involved in WSNs, nodes fault diéa is
indispensable in most WSN applications. It is Wwatbwn that
the distributed fault detection scheme checks beatfailed
nodes by exchanging data and mutually testing amol
neighbor nodes in this network, but the fault diédec
accuracy of a scheme would decrease rapidly when t
number of neighbor nodes to be diagnosed is smdlltiae
node’s failure ratio is high. an improved schemprigposed
by defining new detection criteria. Wireless Serisetworks
(WSN) are emerging as both an important new tighélT
ecosystem and a rich domain of active researchhiimgp
hardware and system design, networking,
algorithms, programming models, data managemeoiyisg
and social factors The basic idea of sensor netisrio
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and malicious traffic attacks in WSNs
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II. PROPOSEBYSTEM

number selects the next hop grid based on théestioouting
algorithm; otherwise, the next hop grid is selectesing

Cost-Aware SEcure Routing (CASER) protocol that cafndom is small the results in a shorter routiathp is an

address energy balance and routing security cosmtlyrin
WSNs. In CASER protocol, each sensor node needs

adjustable parameter. The Valuemfalking. The security
leyel  provides more routing diversity arahd is more

maintain the energy levels of its immediate adjacenergy efficient in message forwarding. On the oltand, a

neighbouring grids in addition to their relativecédions.
Using this information, each sensor node can crestging
filters based on the expected design trade-off betw
security and efficiency. The quantitative securdyalysis
demonstrates the proposed algorithm can protecsdhece
location information from the adversaries -justifie

1. Network formation In this module the network is
formed for secure routing. The networks are compasfea
large number of sensor nodes and a sink node. &atdor

larger security.

Ill. LITERATURE SURVEY

G.Wang[1]Sensor deployment is an important issue in
designing sensor networks.This evaluates a distributed
sensor Protocols for mobile sensors. After disdoger
coverage holes the protocols calculate the positfaensors

node has a very limited and non-replenish able ggnerwhere they should move. The protocols that providgh
resource. The sink node is the only destinatiorafosensor coverage within a limited deployment time and lguit
nodes to send messages to through a multi-hopngutimovement. We use Voronoi diagrams to discover the
strategy. The network is evenly divided into sngaitis. Each coverage holes and design three movement-assistebrs

grid has a relative location based on the gridrmtttion. The
node in each grid with the highest energy levalelected as
the head node for message forwarding. Each notteigrid
will maintain its own attributes, including locatio
information, remaining energy level of its grid,vasll as the
attributes of its adjacent neighbouring grids. Tfermation
maintained by each sensor node will be updatedgieslly.

2. Energy Balance Routing[0, 1]. Nod@ aThis module
send message from sensor to sink using EBC (Eratance
Control) parameter maintains its relative locatamd the
remaining energy levels of its
neighboring grids. For node A, NA. Witdenote the set of
its immediate adjacent neighboring grids as NA amel
remaining energy of grid i as Eri , i NA Ediathis
information, the node A can compute the averageaiging
energy of the grids in NA as Ea(A) = 1/NA To aslienergy
balance among all the grids in the sensor netwaon,
carefully monitor and control the energy consumpfir the
nodes with relatively low energy levels by configgr A to
only select the grids with relatively higher remagmenergy
levels for message forwarding. . Increasing B&(A)} based
on the EBCa a NA | EriaA={i aThe candidate set for the
next hop node as N a may also increase the roldimgth.
However, it can effectively control energy consuimpfrom
the nodes with Ea(Adenergy levels lower than Ea(A).

3. Caser Routing This module provides routing path
unpredictability and security. The routing protocointains
two options for message forwarding: one is a detestic
shortest path routing grid selection algorithm, #ralother is
a secure routing grid selection algorithm throughdom
walking. A based on the relative locations of cthre the
deterministic routing approach, the next hop gsigelected
from N grids. The grid that is closest to the simdde is
selected for message forwarding. In the securen@use,
the next hop A for message forwarding. The distidyu of
these two algorithms is controlled bwygrid is randomly
selected from N [0, 1] carried in each messaggecurity
level called then the nodea a[0,1], If aaWhen a node
needs to forward a message, the node first sede@adom
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deployment protocols, VEC (VECtorbased),VOR and
Minimax based on the principles of moving sensaosnf
densely deployed areas to sparsely deployed areas.

X. Li[2] achieving focused coverage around a Poirf
Interest, and introduce an evaluation metric, coveage
radius. The self deployment sensors is an important rekear
that deals with self directed coverage formationmiobile
sensor network. The two purely localized solutioatpcols
Greedy Advance (GA) and Greedy-Rotation-Greedy(GRG)

immediate adjacenwhich are rigid to node failures and work regarslles

network partition. The algorithms drive sensorsntove
along a locallycomputed triangle tessellation(T@ $tirround
the Point of Interest. In Greedy Advance, nodesdijig keep
as close to the Point of Interest as they can; RGGwhen
their greedy advance is blocked, nodes rotate arthanPOI
toa TT vertex.

Y. Zou and K. Chakrabarty[3] cluster based
distributed sensor deployment. A virtual force
algorithm(VFA)as a sensor Deployment strategy toaece
the coverage after the placement of sensors, Viehats to
maximize the sensor field coverage. Once the éffesensor
positions are identified. The one time movemenhgergy
consideration incorporated is carried out i.e., ghasor are
redeployed to these positions. The positioning erissrs
affects coverage, communication cost and resource
management. The positioning of sensors affectsaigivenber
of sensors within a cluster in cluster based D$s.a given
number of sensors, the VFA algorithm attempts taimae
the sensor countryside coverage. We also propasavel
probabilistic target localization algorithm thategecuted by
the cluster head to query only a few sensors (btitase that
report the presence of a target) for more detailfsimation.

IV. RELATEDWORK

The base station plays an important role in findmgtiple
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paths between the source and the sink node. Thigoton

C. Energy Aware Routing for Low Energy Ad Hoc Sanso

overhead is very high in the SEEM model as it usdsetworks These schemes typically try to find th@imum

Neighbour Discovery (ND) packet, Neighbour Collenti
(NC) packet and Neighbour Collection Reply (NCRy ket

in the routing protocol. The ND packet is broadcast
network to know the neighbouring nodes of everyeddhce
all the nodes identify their neighbouring nodes thase
station node broadcasts NC packets in order teaothe
neighbour’s information of each node gathered dutime
previous broadcasting. The sensor nodes acknowlkedipe
NC packet by sending the neighbour collection regagket
to the base station. They SEEM model justifiesstbeurity
without using the crypto system mechanism in theting

protocol.

A .Maximum Lifetime Routing

energy path to optimize energy usage at a nhodkidmve take
the view that always using lowest energy paths n@tybe
optimal from the point of view of network lifetimand
long-term connectivity. To optimize these measuesew
scheme called energy aware routing that uses sSuofedpt
paths occasionally to provide substantial gainsa moaiting
protocol that is suitable for low energy and low tate
networks. The idea behind the protocol is very $&mpusing
the lowest energy path always is not necessariy toe the
long-term health of the network.

D. Source-Location Privacy in Energy-Constraineds®e
Network Routing Source-location privacy is critidal the

In Wireless Sensorsuccessful deployment of wireless sensor netwdrkshis

Networks The problem of routing messages in a e&®l paper we first propose and analyze a routing-basbdme

sensor network so as to maximize network lifetismeP-hard.

In our model, the online model, each message Haes touted
without knowledge of future route requests. Hergettmp
also an online heuristic tomaximize network lifedinOur
heuristic, which performs two shortest path comona to
route each message, is superior to previously ghduydi
heuristics for lifetime maximization— our heuristiesults in
greater lifetime and its performance is less siesitb the
selection of heuristic parameters. Additionallyy teuristic
is superior on the capacity metric.A new online ristic—
OML—for lifetime maximization. Extensive simulati®show
that new heuristic is superior to previously puixid
heuristics for lifetime maximization both in termsf
providing larger lifetime and in terms of sensityvito

through single-intermediate node. Then two multi
intermediate node schemes are introduced. For @dtiese
schemes, we carried out simulations to evaluate the
performances. Simulation results demonstrate the t
proposed schemes can achieve very good performance
energyonsumption, message delivery latency and agess
delivery ratio.

V. CONCLUSION

In this paper, we presented a secure and effi€lest-Aware
SEcure Routing (CASER) protocol for WSNs to balatiee
energy consumption and increase network lifetimdSER
has the flexibility to support multiple routing ategies in

algorithm parameters. Additionally, proposed heiaris message forwarding to extend the lifetime whileréasing

provides larger network capacity than provided eaypeting

routing security. Both theoretical analysis and wdation

heuristics. results show that CASER has an excellent routing
B. Routing with Guaranteed Delivery in ad hoc Wéss performance in terms of energy balance and rougiath
Networks Mobile ad hoc networks (Manets) consist ofjistribution for routing path security. We also posed a
wireless hosts that communicate with each other ifon-uniform energy deployment scheme to maximize th
theabsence of infrastructure. Two nodes in a maaet sensor network lifetime. Our analysis and simuratiesults
communicate if the distance between them is leas the ghow that we can increase the lifetime and the m@una

whose broadcast areas overlap can interfere with ether

and also because of health problems that can bewause of

long-term exposure to powerful radio signals sigéenerally
not possible (or desirable) for all hosts in a mamée able to

communicate with each other directly. Thus, sending

messages between two hosts in a Manet may requiting

the message through intermediate hosts. In mangscas
Manets are pieced together in an uncontrolled manne

changes in topology are frequent and unstructwed hosts
may not know the topology of the entire network.n€ider
routing in manets for which hosts know nothing abtine
network except their location and the locationthefhosts to
which they can communicate directly. In particulave
consider the case in which all hosts have the daoedcast
rangeAlgorithms for routing, broadcasting and geting in
unit graphs. The algorithms do not require dupidatof

packets, or memory at the nodes of the graph, atd ¥l

guarantee that a packet is always delivered todfllits
destination(s).
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deployment by more than four times..
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