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Abstract— There is many secure objections in a multi-user 

strategy. First, all the users habitually keep the same secure key 
for trapdoor origination in a symmetric SE scheme. In this case, 
the revocation of the user is big demanding. If it is needed to 
revoke a user in this scheme, we demand to rebuild the index 
and disseminate the new secure keys to all the authorized users. 
Second, symmetric SE schemes frequently consider that all the 
data users are trustworthy with believable in nature. Which is 
not at all practical and a dishonest data user will make use 
advantage of it which also may lead to many security issues. In 
the proposed work, we improve the SE scheme to grasp these 
challenge problems. In our enhancement model, a hierarchical 
clustering method is designed to guide more search semantics 
with an additional feature of making the system to cope the 
demand for fast ciphertext search in large scale environments 
such as Big Data scenarios. The proposed hierarchical approach 
clusters the cloud documents with the minimum relevance 
threshold, and then divides the resulting clusters into 
sub-clusters until the necessity on the maximum size of cluster is 
reached. In the search module part of the proposed system, this 
advent model can influence a linear computational complexity 
against an exponential size increase of document collection. 
Experimental results prove the effectiveness of the proposed 
scheme.   

 
 

Index Terms— Multi-user model, Searchable encryption, 
Hierarchical index, linear model and relevance score. 

I. INTRODUCTION 

Data processing as a service has become a vital role in the 
cloud storage systems. The user’s upload their data to the 
cloud in the remote settings [1]. With the help of cloud server, 
the data can be processed; manipulated and outsourcing 
process can be done by the cloud user. The outsourced 
information may contain some sensitive data. These sensitive 
data should be protected from any threats or misuse of the 
data. While encoding the information, the data may loss, this 
might pose some challenges. It pertains to usability effect of 
outsourced data over encrypted data. 

The better instance is the Google search where it uses 

 
 

Secure Socket Layer (SSL) to protect the data like credentials 
details etc from search and retrieval system. When the user 
enters the queries, the websites links to the concern web pages, 
and appears in the result. The owner develops several 
keywords depends on the outsourced data [2]. These 
keywords are further encrypted at the cloud server. The user 
explores the search over the data, the keywords are then 
matched with outsourced data and thus the query result is 
retrieved. To achieve the similar search efficiency and 
precision over encrypted data as that of plaintext keyword 
search, an extensive body of research has been developed in 
literature. 

In this paper, we propose an enhanced search data over 
encrypted cloud storage data. By building a hierarchical 
cluster index, the files are arranged into clustered vectors.  
The threshold is set, in order to process the maximal size of 
the clusters. The objective of the study is to efficiently search 
and retrieve the files in lessened time. The rest of the paper is 
organized as follows: Section II describes the previous work 
done by other researchers. Section III describes the proposed 
work. Section IV describes the results and discussion of the 
proposed design. Atlast concluded in section V. 

II.  RELATED WORK 

 There has been lot of research study conducted in the 
multi-keyword search over encrypted data. A symmetric 
oriented encryption scheme is proposed by Cash et al, that 
achieves high efficiency with better security schemes. Cao et 
al proposed the multi-keyword ranking scheme with the use of 
k-nearest neighbors. Naveed et al studied about the dynamic 
searchable encryption that conceals the pattern of search user. 
Sun et al proposed a multi-watchword content that contain 
catchphrases to search the encrypted data over the cloud 
server. Yu et al proposed top k multi -keyword search that 
make use of homomorphic encryption to ensure the security.   

 Quin Liuy et al depicted that when the data is searched 
by the CSP, is facing some security issue. The solution 
provided is that only authorized user can access the data. The 
authors study targeted to maintain the preserve the privacy of 
the data. The basic technique used is the Public Key 
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Encryption system. The task of the service provider is to 
decode the ciphertext. The decryption data may reduce the 
cost complexity.  Similarly, decryption process is also studied 
by the Boneh et al. Ming li et al proposed a private keyword 
search in order to protect the data while the searching 
operations done in multidimensional keywords. The study is 
further extended by the proposed APKS+ that maintain the 
privacy of the query.  

 In contrast, cong studied about the search operations in 
terms of cost analysis and network traffic.  An indexing 
scheme is maintained to avoid redundancy of the data.  Boneh 
et al. [7] proposed a PKC based search scheme when he 
inspired from the identity based encryption. This scheme is 
initially well suited for single query only. By using this 
scheme anyone with public can write to cloud but the user 
having a private key can only allow performing searching 
operations on cloud. By taking base of this technique, a 
number of methodologies have been implemented to filter the 
searching techniques. One of the great author Li [8] proposed 
another predictive encryption technique which is based on the 
hierarchical encryption. This technique build authorized 
keyword search technique over cloud. Like other techniques, 
this technique also gives search access to the authorized users 
and non-authorized users will not get access to search. In spite 
of effectiveness of these schemes it has biggest drawback that 
it is computationally expensive.  

III.  PROPOSED WORK 

 This section depicts the encrypted search schema over 
encrypted cloud storage in hierarchical clustering model. Let 
us assume a cloud storage that comprised of entities like data 
owner, data user, trusted third party and cloud server. In order 
to access the cloud service, the user should get enroll with the 
cloud server. The data owner contains a colossal of 
documents D to be forward to the cloud server in an encrypted 
form. Each document contains a unique ID before 
outsourcing to the cloud server. The index is maintained for 
the integrity of the data. The trusted third party will use index 
to find out accurate document. The proposed algorithm is 
presented in Fig. 3.1.  

 

 
Fig.3.1 System Architecture 

 In order to enhance the efficiency of the search, a 
hierarchical computational scheme is developed. In this 
relevance score between query and the documents is 

estimated, to improve the searching schemes. By ignoring the 
irrelevant fields of the data, the search speed is enhanced. By 
the use of clustering methods, the documents are clustered. 
Here, the relevance score is the index used for evaluating the 
randomly arranged documents. The hierarchical method is 
used for obtaining better clustering results.  And also, the 
cluster size determines the query efficiency and searching 
results. Thus, the cluster size creates greater impacts towards 
the accurate information systems. In this proposed work, we 
used hierarchical index to outsource the document D, to cloud 
server. The unique feature is that, every document is indexed 
in vector format. In the search phase, cloud server calculates 
the relevance score between the query and documents by 
computing the inner product of the query vector and 
document vectors and returns the target documents to user 
according to the top k relevance score. The proposed 
algorithm is executed in three algorithms, namely, 
Hierarchical index algorithm, Dynamic k-means and Quality 
Hierarchical clustering (QHC).  

i) Hierarchical index algorithm:  
• Input: Secret key {SK, k) and dataset D.  
• Obtaining dictionary Dn from D.  
• For each file in D 
• Build a file vector fvi.  
• Invoke QHC to build the hierarchical index.   
• Extend its dimension by analyzing its data cluster DC, 

Collection of cluster value in the dimensional vector.  
• Then the index I, is encrypted using matrix 

multiplication and then outsourced to the cloud 
server.   

ii) Dynamic K-means algorithm:  
• Input: Set of k clusters with centers C.  
• Defining the threshold TH. 
• While k is static 
• New cluster centers C’ is created by k-means 

algorithm.  
• For every new cluster center C’ 
• Find the minimum relevance score min(si) 
• If min(si)< TH 
• Insert a new cluster center k= k+1  
• Operation executes until k is steady.  
iii) Quality Hierarchical Clustering (QHC): 
• Input:  File and the set of Threshold TH.  
• Cluster set is formed by dynamic k-means.  
• While new cluster set is found, Ci.  
• If the cluster size Ci > TH 
• Fragment the clusters into sub-clusters Ci+1. 
• Until all clusters meets the cluster’s size prerequisites.  

By employing our proposed scheme, we ensure the 
following design goals like correctness, freshness and 
completeness and privacy requirements like data, index and 
keyword.  

IV.  EXPERIMENTAL RESULTS 

 In this section, the performance analysis of the proposed 
scheme is described. Let us consider a dynamic data 
collection from the cloud server. Using naïve bayes concept, 
the documents are downloaded and indexed. Since these sorts 
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of data collection incurs higher cost and higher storage space. 
By our proposed scheme, the documents are indexed, 
encrypted and forwarded to the cloud server. The 
performance indices such as search precision and rank 
privacy are studied.  

a) Search precision: It validates the satisfaction of the 
users.  Depends upon the relevance score between 
documents and the query, the search precision is 
defined. It is given by the eqn. 1.   
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 Here, k0 denotes the number of files retrieved by the 
evaluated method, k denotes the number of files retrieved by 
plain text search, qw represents query vector, di represents 
document vector, and S is a function to compute the relevance 
score between qw and di.  

b) Rank Privacy: Rank privacy depicts the information 
leakage of the search results. It is given by the eqn. 2.  
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 Here, k denotes the number of top-k retrieved documents, 
ci0 is the ranking of document di in the retrieved top-k 
documents, ci is the actual ranking of document di in the data 
set, and Pi is set to k if greater than k.  

 
Fig.2. Entering the secret key.  

 
Fig.3. User’s file requests 

 
Fig.4 File is downloaded by user, once request is verified and approved.   

V. CONCLUSION 

 In this paper, we studied about the encrypted data search 
in the scenario of cloud storage. By exploring the relationship 
between the files over the encrypted files and presents the 
design methods of semantic search. We introduced an 
enhanced hierarchical computation over the encrypted cloud 
storage.  It is executed in three algorithms that data analysis 
over the encrypted cloud data. We have pin-pointed and 
diagnosed the main issues that are to be satisfied for secured 
data utilization are keyword privacy, Data privacy, Index 
privacy, Query Privacy, Fine-grained Search, Scalability, 
Efficiency, Result ranking, Index confidentiality, Query 
confidentiality, Query unlinkability, semantic security and 
Trapdoor unlinkability. Performance indices such as search 
precision and rank privacy were studied.  
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