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Abstract— There is many secure objections in a multi-user
strategy. First, all the users habitually keep thesame secure key
for trapdoor origination in a symmetric SE scheme. h this case,
the revocation of the user is big demanding. If iis needed to
revoke a user in this scheme, we demand to rebuilthe index
and disseminate the new secure keys to all the auoftized users.
Second, symmetric SE schemes frequently consider thall the
data users are trustworthy with believable in natue. Which is
not at all practical and a dishonest data user willmake use
advantage of it which also may lead to many secuyitissues. In
the proposed work, we improve the SE scheme to grashese
challenge problems. In our enhancement model, a harchical
clustering method is designed to guide more seardemantics
with an additional feature of making the system tocope the
demand for fast ciphertext search in large scale @ronments
such as Big Data scenarios. The proposed hierarchicapproach
clusters the cloud documents with the minimum releance
threshold, and then divides the resulting clustersinto
sub-clusters until the necessity on the maximum szof cluster is
reached. In the search module part of the proposeslystem, this
advent model can influence a linear computational amplexity
against an exponential size increase of document lietion.
Experimental results prove the effectiveness of theroposed
scheme.

Index Terms— Multi-user model, Searchable encryption,
Hierarchical index, linear model and relevance sca.

I. INTRODUCTION

Data processing as a service has become a vitalrrdhe
cloud storage systems. The user’s upload their ttathe
cloud in the remote settings [1]. With the helgloiud server,

Secure Socket Layer (SSL) to protect the dataciikdentials
details etc from search and retrieval system. Wthenuser
enters the queries, the websites links to the cangeb pages,
and appears in the result. The owner develops aever
keywords depends on the outsourced data [2]. These
keywords are further encrypted at the cloud sefibe user
explores the search over the data, the keywordsthane
matched with outsourced data and thus the quemytriss
retrieved. To achieve the similar search efficieranyd
precision over encrypted data as that of plainkextword
search, an extensive body of research has beetodeden
literature.

In this paper, we propose an enhanced search @ata o
encrypted cloud storage data. By building a hidrasd
cluster index, the files are arranged into clusterectors.
The threshold is set, in order to process the maixgize of
the clusters. The objective of the study is tocadfitly search
and retrieve the files in lessened time. The régiepaper is
organized as follows: Section Il describes the jotes work
done by other researchers. Section Il describegtbposed
work. Section IV describes the results and disoussi the
proposed design. Atlast concluded in section V.

. RELATEDWORK

There has been lot of research study conductelein
multi-keyword search over encrypted data. A symimetr
oriented encryption scheme is proposeddagh et al, that
achieves high efficiency with better security scher@ao et
al proposed the multi-keyword ranking scheme withube of
k-nearest neighbordaveed et al studied about the dynamic

the data can be processed; manipulated and ouitsgurcsearchable encryption that conceals the pattesaath user.
process can be done by the cloud user. The outssburdun et al proposed a multi-watchword content that contain

information may contain some sensitive data. Tlsessitive
data should be protected from any threats or misfighe
data. While encoding the information, the data hoag, this
might pose some challenges. It pertains to usglgffect of
outsourced data over encrypted data.

catchphrases to search the encrypted data ovecloioe
server.Yu et al proposed top k multi -keyword search that
make use of homomorphic encryption to ensure thergg.
Quin Liuy et al depicted that when the data is searched
by the CSP, is facing some security issue. Thetisolu

The better instance is the Google search wherees u provided is that only authorized user can accessiéta. The
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authors study targeted to maintain the preserverikiacy of
the data. The basic technique used is the Publig Ke
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Encryption system. The task of the service provideto estimated, to improve the searching schemes. Byriigg the
decode the ciphertext. The decryption data mayaedhe irrelevant fields of the data, the search speei@nced. By
cost complexity. Similarly, decryption procesaliso studied the use of clustering methods, the documents arsterkd.
by theBoneh et al. Ming |i et al proposed a private keyword Here, the relevance score is the index used fduatimag the
search in order to protect the data while the $dagc randomly arranged documents. The hierarchical nadetho
operations done in multidimensional keywords. Ttuglgis used for obtaining better clustering results. Aaisb, the
further extended by the proposed APKS+ that mainttaé cluster size determines the query efficiency ararcdeng
privacy of the query. results. Thus, the cluster size creates greateadtagowards

In contrast, cong studied about the search opein the accurate information systems. In this propaserk, we
terms of cost analysis and network traffic. Anerihg used hierarchical index to outsource the documetd Bloud
scheme is maintained to avoid redundancy of thee ddbneh server. The unique feature is that, every docuriseintdexed
et al. [7] proposed a PKC based search scheme Wwhenin vector format. In the search phase, cloud seratulates
inspired from the identity based encryption. Thibesme is the relevance score between the query and docurbgnts
initially well suited for single query only. By ug} this computing the inner product of the query vector and
scheme anyone with public can write to cloud bat tiser document vectors and returns the target documentser
having a private key can only allow performing sbamg according to the top k relevance score. The prapose
operations on cloud. By taking base of this tech@jga algorithm is executed in three algorithms, namely,
number of methodologies have been implementedtéo fhe Hierarchical index algorithm, Dynamic k-means anda@y
searching techniques. One of the great author]lpri@osed Hierarchical clustering (QHC).

another predictive encryption technique which isdabon the i) Hierarchical index algorithm:
hierarchical encryption. This technique build awibed » Input: Secret key {SK, k) and dataset D.
keyword search technique over cloud. Like othehnéques, + Obtaining dictionary Dn from D.
this technique also gives search access to therizgh users e For each file in D
and non-authorized users will not get access tackeln spite « Build a file vector fy.
of effectiveness of these schemes it has biggastlurck that « Invoke QHC to build the hierarchical index.
itis computationally expensive. « Extend its dimension by analyzing its data cluBt€x
Collection of cluster value in the dimensional wect
Ill. PROPOSEIWORK » Then the index I, is encrypted using matrix
This section depicts the encrypted search schema o multiplication and then outsourced to the cloud
encrypted cloud storage in hierarchical clustermagel. Let server.
us assume a cloud storage that comprised of enliite data i) Dynamic K-means algorithm:
owner, data user, trusted third party and cloudesetn order « Input: Set of k clusters with centers C.
to access the cloud service, the user should gel &rith the « Defining the threshold TH.
cloud server. The data owner contains a colossal of . \yhile k is static
documents D to be forward to the cloud server iaratypted « New cluster centers C' is created by k-means
form. Each document contains a unique ID before algorithm.

outsourcing to the cloud server. The index is nadied for
the integrity of the data. The trusted third pavily use index
to find out accurate document. The proposed algorits
presented in Fig. 3.1.

» For every new cluster center C’

» Find the minimum relevance score min(si)
o If min(si)< TH

* Insert a new cluster center k= k+1

» Operation executes until k is steady.
iii)Quality Hierarchical Clustering (QHC):

e Input: File and the set of Threshold TH.

» Cluster set is formed by dynamic k-means.

\ » While new cluster set is found, Ci.
£ Fomed * If the cluster size Ci > TH
cueries| |Resutis o » Fragment the clusters into sub-clusters Ci+1.
Franveed 53 e « Until all clusters meets the cluster’s size preisites.
- By employing our proposed scheme, we ensure the
L= Sy | B following design goals like correctness, freshnesxl
/ Eeopeg (M e TS o completeness and privacy requirements like datiexrand
Decryption Th;;sparty —
7 Ko ] _ keyword.
D 0;13 Users

e IV. EXPERIMENTALRESULTS

Fig.3.1 System Architecture In this section, the performance analysis of tteppsed

~In order to enhance the efficiency of the seamh, scheme is described. Let us consider a dynamic data
hierarchical computational scheme is developed.this collection from the cloud server. Using naive bagescept,
relevance score between query and the documents g documents are downloaded and indexed. Sinse tets
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of data collection incurs higher cost and higherage space. [ S s e—
By our proposed scheme, the documents are indexed’ ™
encrypted and forwarded to the cloud server. The
performance indices such as search precision an ra
privacy are studied. ;
a) Search precision: It validates the satisfactiorthef s e— 3 ——

users. Depends upon the relevance score betweet L

documents and the query, the search precision is

deflned Itis given by the eqgn. 1.
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Z S(qw,d;)
=1 Fig.4 F||e is downloaded by user, once requeselefmd and approved.
Here k denotes the number of files retrieved by the

evaluated method, k denotes the number of filegeretd by V. CONCLUSION
plain text search, qw represents query vectorgpresents
document vector, and S is a function to computedlevance
score between gqw and d
b) Rank Privacy: Rank privacy depicts the information
leakage of the search results. Itis given by tire 2.

In this paper, we studied about the encrypted sksdiach
in the scenario of cloud storage. By exploringrélationship
between the files over the encrypted files and gissthe
deS|gn methods of semantic search. We introduced an
« enhanced hierarchical computation over the encdypleud
P = ZE storage. It is executed in three algorithms ttza dinalysis
- over the encrypted cloud data. We have pin-poiraad
Here k denotes the number of top-k retrieved dwus, diagnosed the main issues that are to be satifresecured

Co is the ranking of document; dn the retrieved top-k data utilization are keyword privacy, Data privadgdex
documents, ds the actual ranking of document di in the datRrivacy, Query Privacy, Fine-grained Search, Sdktigb

set, and Pis set to k if greater than k. Eﬁlc!ency, .Result rankln.g, In.o!ex confldgntlallF)Query
L - BE- confidentiality, Query unlinkability, semantic seity and
[ bbor: piibgmatce. o | [ BERHRCED SLNEORL | ) St Bk of b X | [ Mok egrontSech .k | . . . .
T St Trapdoor unlinkability. Performance indices suchsaarch
@ K01 croes 8 D [ 2550 dc W UEICE 7580 Bunen e [ - Gcge. NI 21L on, [ ettt B s A S0 : preC|S|0n and rank pnvacy were Studled
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