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Abstract—

Using cloud storage, users can remotely store theidata, on-
demand high-quality applications and services froma shared
pool of configurable computing resources, withouthe burden of
local data storage and maintenance. Users no longdnave
physical possession of the outsourced data makesethdata
integrity protection in cloud computing for users with

constrained computing resources. Users should be labto use
the cloud storage as if it is local, without worryng about the need
to verify its integrity. To enable public auditability for cloud

storage is of critical importance so that users camesort to a
third-party auditor (TPA) to check the integrity of outsourced
data and be worry free. To securely introduce an effctive TPA,
the auditing process should bring in no new vulnetailities

toward user data privacy, and introduce no additioral online
burden to user. To propose a secure cloud storage stgm
supporting privacy-preserving public auditing. and further

extend result to enable the TPA to perform auditsdr multiple

users simultaneously and efficiently. Extensive sedty and

performance analysis show the proposed schemes greovably

secure and highly efficient
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I. INTRODUCTION

Cloud computing has been envisioned as tH
technology (IT
architecture for enterprises, due to its long &kt
unprecedented advantages in the IT history: o
demand self-service, ubiquitous network resour
usage-bas
pricing and transference of risk [2]. As a disrupti
clou

next generation information

pooling, rapid resource elasticity,
technology with profound implications,
computing is transforming the very nature

businesses use information

technology. O
fundamental aspect of this paradigm shifting ig t
data are being centralized or outsourced to tl
cloud. From users’ perspective, including bo
individuals and IT enterprises, storing data reryot
to the cloud in a flexible on-demand manner brin

appealing benefits: relief of the burden for sterag
management, universal data access with location
independence, and avoidance of capital expenditure
on hardware, software, and personnel maintenances,
etc., [3]. While cloud computing makes these
advantages more appealing than ever, it also brings
new and challenging security threats toward users’
outsourced data. Since cloud service providers
(CSP) are separate administrative entities, data
outsourcing is actually relinquishing user’s ultiea
control over the fate of their data. As a resuie t
correctness of the data in the cloud is being put a
risk due to the following reasons. First of all,
although the infrastructures under the cloud are
much more powerful and reliable than personal
computing devices, they are still facing the broad
range of both internal and external threats foamdat
integrity [4]. Examples of outages and security
breaches of noteworthy cloud services appear from
me to time [5], [6], [7]. Second, there do exist
arious motivations for CSP to behave unfaithfully
oward the cloud users regarding their outsourced
ata  status. For examples, CSP might reclaim
q’E)rage for monetary reasons by discarding data tha
E ve not been or are rarely accessed, or even hide
ata loss incidents to maintain a reputation [8], [

JlO]. In short, although outsourcing data to the
cljoud is economically attractive for long-term

ge-scale storage, it does not immediately offer
ny guarantee on data integrity and availability.
iIs problem, if not properly addressed, may
Fppede the success of cloud architecture. Users no
onger physically possess the storage of their,data
ditional cryptographic primitives for the purgos
data security protection cannot be directly
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adopted [11]. In particular, simply downloading alemotely stored data integrity under different
the data for its integrity verification is not aystem and security models [9],[13], [11], [8].
practical solution due to the expensiveness in IRublic auditability allows an external party, in
and transmission cost across the network. Besidaddition to the user himself, to verify the
it is often insufficient to detect the data correctness of remotely stored data. Most of these
corruption only when accessing the data, assthemes [9], [13], [8] do not consider the privacy
does not give users correctness assurance for thpséection of users’ data against external auditors
unaccessed data and might be too late to recogerltideed, they may potentially reveal user’s data to
data loss or damage. Considering the large sizeaatlitors. This severe drawback
the outsourced data and the user's constraiff@thceholderl)greatly affects the security of these
resource capability, the tasks of auditing the daieotocols in cloud computing. From the perspective
correctness in a cloud environment can Iloé protecting data privacy, the users, who own the
formidable and expensive for the cloud users [12fata and rely on TPA just for the storage secufity
[8]. Moreover, the overhead of using cloud storagfeeir data, do not want this auditing process
should be minimized as much as possible, thainroducing new vulnerabilities of unauthorized
user does not need to perform too many operatiom®rmation leakage toward their data security [14]
to use the data (in additional to retrieving th&ayla [15]. Moreover, there are legal regulations, sush a
In particular, users may not want to go through ttlee US Health Insurance Portability and
complexity in verifying the data integrity. TheréAccountability = Act  (HIPAA) [16],further
may be more than one user accesses the same dimmlanding the outsourced data not to be leaked to
storage, say in an enterprise setting. For eas&ternal parties [10]. Simply exploiting data
management, it is desirable that cloud onéncryption before
entertains verification request from a single outsourcing [15], [11] could be one way to
designated party. To fully ensure the data intggrinitigate this privacy concern of data auditing, ibut
and save the cloud users’ computation resourcesasld also be an overkill when employed in the case
well as online burden, it is of critical importante of unencrypted/public cloud data (e.g., outsourced
enable public auditing service for cloud data sderalibraries and scientific data sets), due to the
so that users may resort to an independent thiminecessary processing burden for cloud users.
party auditor (TPA) to audit the outsourced daBesides, encryption does not completely solve the
when needed. The TPA, who has expertise gmublem of protecting data privacy against third-
capabilities that users do not, can periodicallgah party auditing but reduces it to the complex key
the integrity of all the data stored in the cloud ananagement domain. Unauthorized data leakage
behalf of the users, which provides a much maosgll remains possible due to the potential expesur
easier and affordable way for the users to ensofedecryption keys. The individual auditing of the
their storage correctness in the cloud. In addit@ngrowing tasks can be tedious and cumbersome, a
help users to evaluate the risk of their subscribedtural demand is then to enable the TPA to
cloud data services, the audit result from TP&ficiently perform multiple auditing tasks in a
would also be beneficial for the cloud servideatch manner, i.e., simultaneously. To addres®thes
providers to improve their cloud-based serviggoblems, utilizes the technique of public key-
platform, and even serve for independent arbitnatibased homomorphic linear authenticator (or HLA)
purposes [10].To enabling public auditing servicgg], [13], [8], enables TPA to perform the audgin
will play an important role for this nascent cloudithout demanding the local copy of data and thus
economy to become fully established, where userastically reduces the communication and
will need ways to assess risk and gain trust in tbemputation overhead as compared to the
cloud. Recently, the notion of public auditabilitgtraightforward data auditing approaches. By
has been proposed in the context of ensurimjegrating the HLA with random masking, our

21



International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353 Volume 8 Issue 1 —APRIL 2014.

protocol guarantees that the TPA could not leausers may resort to TPA for ensuring the storage
any knowledge about the data content stored in thiegrity of their outsourced data, while hoping to
cloud server (CS) during the efficient auditingeep their data private from TPA. The data intggrit
process. The aggregation and algebraic propertie®ats toward users’ data can come from both
of the authenticator further benefit for the batghternal and external attacks at CS. These may
auditing. include: software bugs, hardware failures, bugs in
the network path, economically motivated hackers,
malicious or accidental management errors, etc.
Besides, CS can be self-interested. For the benefit
A. The System and Threat Model such as to maintain reputation, CS might even
decide to hide these data corruption incidents to

The cloud user has large amount of data files 48ers. Using third-party auditing service provides
be stored in the cloud; the cloud server, is mamag@St-effective method for users to gain trust in

by the cloud service provider to provide dafdoud. Entities will deviate from the prescribed
storage service and has significant storage protocol execution. To authorize the CS to respond

to the audit delegated to TPA'’s, the user can issue
certificate on TPA'’s public key, and all auditsrro
Puawc D the TPA are authenticated against such a certficat

N : B. Design Goals
e
To enable privacy-preserving public auditing for
= Flow Cloud Servers cloud data storage under the aforementioned model,
EEs protocol design should achieve the following
security and performance guarantees:

ec.um\,' Message Flow

. 2PROBLEMSTATEMENT

1. Public auditability: To allow TPA to verify
" the correctness of the cloud data on demand without

retrieving a copy of the whole data or introducing

Fig. 1 The architecture of cloud data storage additional online burden to the cloud users.

service. 2. Storage correctness To ensure that there
exists no cheating cloud server that can pass the

TPA’s audit without indeed storing users’ data

ntact.

53, Privacy preserving To ensure that the TPA

i:annot derive wusers’ data content from the

information collected during the auditing process.

Batch auditing: To enable TPA with secure

the third-party auditor, has expertise and
capabilities that cloud users do not have and "
trusted to assess the cloud storage service rélabi
on behalf of the user upon request. Users relyhen
CS for cloud data storage and maintenance als
dynamically interact with the CS to access andOI efficient auditing capability to cope with
update their stored data for various appllcatlon itiole auditing deleaations from possiblv large
purposes. As users no longer possess their dataP u 9 9 b y larg
locally, it is of critical importance for users td" fumber of different users simultaneously.

ensure that their data are being correctly storet a 5. Lightweight: To allow TPA to perform

maintained. To save the computation resource NG with  minimum  communication - and

well as the online burden potentially brought by thcomputatlon overhead.

periodic storage correctness verification, cloud
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ll. RELATED WORK online burden to users when the keyed hashes are
used up. Dynamic data have also attracted

“Provable data possession” (PDP) model fgftentions in the recent literature on efficiently
ensuring possession of data files on untrustBgpviding the integrity guarantee of remotely stbre
storages. They utilize the RSA-based homomorpKigta. Ateniese et al. [21] is the first to propese
linear authenticators for auditing outsourced daartially dynamic version of the prior PDP scheme,
and suggest randomly sampling a few blocks of tH&ing only symmetric key cryptography but with a
file. Among their two proposed schemes, the oReunded number of audits. In [22], Wang et al.
with public auditability exposes the lineafonsider a similar support for partially dynamic
combination of sampled blocks to external auditéfata storage in a distributed scenario with adui#tio
When used directly, their protocol is not provabfgature of data error localization. In a subsequent
privacy preserving, and thus may leak user dd¥erk, Wang et al. [8] propose to combine BLS-
information to the external auditor. Juels et al][ Pased HLA with MHT to support fully data
describe a “proof of retrievability” (PoR) modeldynamics. Concurrently, Erway et al. [23] develop
where spot-checking and error-correcting codes &reSkip list based scheme to also enable provable
used to ensure both “possession” arfifta possession with full dynamics support.
“retrievability” of data files on remote archiveiowever, the verification in both protocols regsire
service systems. However, the number of auffi¢ linear combination of sampled blocks as an
challenges a user can perform is fixed a priori| afPut, like the designs in [9], [13], and thus does
public auditability is not supported in their mai§upport privacy-preserving auditing. In other
scheme. Although they describe a straightforwaliglated work, Sebe et al. [30] thoroughly stud® s
Merkle-tree construction for public PoRs, thigf requirements which ought to be satisfied for a
approach only works with encrypted data. Latégmote data possession checking protocol to be of
Bowers et al. [18] propose an improved framewop¢actical use. Their proposed protocol supports
for POR protocols that generalizes Juels’ worknlimited times of file integrity verifications and
Dodis et al. [29] also give a study on differerllows preset trade off between the protocol rugnin
variants of PoR with private auditability. Shachafime and the local storage burden at the user.
and Waters [13] design an improved PoR schemghwarz and Miller [31] propose the first study of
built from BLS signatures [19] with proofs ofchecking the integrity of the remotely stored data
security in the security model defined in [11Fross multiple distributed servers. Their approach
Similar to the construction in [9], they use pulylic based on erasure-correcting code and efficient
verifiable homomorphic linear authenticators algebraic signatures, which also have the similar

that are built from provably secure BL&ggregation property as the homomorphic
signatures. Based on the elegant BLS constructi@H{henticator utilized in our approach. Curtmola et
a compact and public verifiable scheme is obtainéd. [32] aim to ensure data possession of multiple
Again, their approach is not privacy preserving diigplicas across the distributed storage systery The
to the same reason as [9]. Shah et al. [15], [ﬁgjtend the PDP scheme in [9] to cover multiple
propose introducing a TPA to keep online storaf@Plicas without encoding each replica separately,
honest by first encrypting the data then sendingP&Vviding guarantee that multiple copies of dat ar
number of pre-computed symmetric-keyed hasne@ually maintained. In [33], Bowers et al. utiliae
over the encrypted data to the auditor. The auditfo-layer erasure-correcting code structure on the
verifies the integrity of the data file and theveets remotely archived data and extend their
possession of a previously committed decryptionPOR model [18] to distributed scenario with
key. This scheme only works for encrypted file§igh-data availability assurance. While all the
requires the auditor to maintain state, and suffé@@ove schemes provide methods for efficient
from bounded usage, which potentially brings guditing and provable assurance on the correctness
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of remotely stored data, almost none of thepmeserving public auditing protocol into a multiuse
necessarily meet all the requirements for privacsetting, where the TPA can perform multiple
preserving public auditing of storage. Moreoveauditing tasks in a batch manner for better
none of these schemes consider batch auditiefficiency. Extensive analysis shows that our
while our scheme can greatly reduce tlsehemes are provably secure and highly efficient.
computation cost on the TPA when coping with Rreliminary experiment conducted on Amazon EC2
large number of audit delegations. Portions of tirestance further demonstrates the fast performance
work presented in this paper have previousty our design on both the cloud and the auditag.sid
appeared as an extended abstract in [1]. We h&Ve leave the full-fledged implementation of the
revised the paper a lot and improved mamgyechanism on commercial public cloud as an
technical details as compared to [1]. The primamyportant future extension, which is expected to
improvements areas follows: First, we provide rabustly cope with very large scale data and thus
new privacy-preserving public auditing protocancourage users to adopt cloud storage services
with  enhanced security strength in  Fanore confidently.

completeness, we also include an additional (but

slightly less efficient) protocol design for prowab
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