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that several existing iterative filtering algorithmwhile

Abstract—Wireless sensor network (WSN) nodes have less significantly more robust against collusion attatkan the

energy and computation power so aggregation of datfrom

multiple sensor network is done through a techniquecalled
averaging, which is more vulnerable to nodes compmising
attacks . Iterative filtering algorithm is more robust against
collusion attacks than simple averaging methods. Buthis will

not take care of false data injection and sophistated attacks so
we apply pre-key distribution to each node which athenticate
with base station to aggregate the data by avoidinattacks.

Index Terms—Aggregation, collusion attack, iterative filtering
algorithm, pre-key distribution.

I. INTRODUCTION
WSN consists nodes that sense the data, processaddt

communicate with each other. Technology has made

possible to have very small, low powered sensingces

equipped with programmable compute, multiple patame

sensing and wireless message capability. Low dos¢msor
nodes to have a network of hundreds or thousandsesg
sensors, thereby improving the consistency andracgwof
data and the area coverage. WSN provide informatimut
isolated structures, wide-spread environmental gbsnetc.
Wireless sensor nodes to monitor physical or enwirental
situation, such as sound, temperature, and motion

WSN have limited computational
resources. Averaging is simple method used to ggigedata
from multiple sensor nodes. This method of aggiegait

known to be highly vulnerable to node compromisattgcks.

simple averaging methods, are nevertheless sugeetia
novel sophisticated collusion attack we introduzeddress
this security issue, we propose a modified iteeafiltering
techniques by providing an initial approximatiorr feuch
algorithms which makes collusion robust, but alsoren
accurate and faster converging.But this technigli@et find
more sophisticated collusion attack.To overcomenftbis
problem we introduce technique that is by assigaipge-key
distribution to each sensor network,the sensor orétwerify
the key with the base station if the key matchoignfl then
aggregation of data is done from source to thardsgin .
The proposed work is improving the trust of the seen
network by making pre-key distribution which wilter come
the limitations of the WSN that is that are falsgadinjection
gpd more sophisticated collusion attack

. RELATEDWORK

The author [1] the data aggregation is done thrimgble
method called averaging. This is vulnerable to meny of
attacks.

The authors [2] considered a problem of many kiofds
attacks so to avoid those kind of attacks we usidrative
filtering algorithm to aggregate the data which ioyes trust

power and energgf the sensor nodes

The author [3] Iterative filtering algorithm didrtold a
great promise for sophisticated collusion attacks tise
algorithm is improved by assigning a intial weidgttors to

Since WSN are usually unattended and without tampgp,o nodes which improves the trust of sensogsiod

resistant hardware, they are highly susceptibéeith attacks.
So trustworthiness of data and reputation of senedes is
crucial for WSN. Performance of very low power @esors
improves; future aggregator nodes will be capabfe
performing more sophisticated data aggregatiorrilkgos to

make WSN less vulnerable. Iterative filtering alfon holds

great promise for such a purpose. Iterative fittgalgorithms
provide aggregation data from multiple sources soaled

provide trust assessment of these sources, ustialjone by
assigning weight factor to each sensor node.. Weodstrate

The authors [4], The pre-key distribution to thexs®
nodes is done which helps in aggregation of data th
gechnique is vulnerable to many kind of attacKalée data
intruder can find the key the data can be used.

From the literature survey it is found that itevatffiltering
algorithm will not hold great promise to more sogtieated
collusion attacks and false data injection and #isqre-key
distribution will not avoid the attacks .

The proposed method improves the trust of the senso

nodes by applying a pre-key distribution techniqaethe
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wiresless sensor network which are already maaietwiorthy
by applying iterative filtering algorithm.

[ll. PROPOSEDVORK

Aggregation of data is done using keys. In thigggensor
node sense the data which needs to be aggregatim at
aggregator point. So we need to increase the dfube each
sensor node.

basestation

Aggregator point

(cluster head)

sensir nodes sensor nodes

Fig 1. Model of WSN

Fig 1 shows the set of sensor nodes which senskathdhe
data needs to be aggregated at the aggregator. Baiae
station will help in aggregation of data. Base igtatwill
contain set of keys for each sensor node so theos@ode
request base station before sending data to destirihthe
key of the sensor network matches the keys oféise tation
if the match is found then we transfer the datathe
destination .

Sensar Nodesenda Basestaion 1f'the key match
node request to matches ) is found datais
sense the basestaion the imput transferred to
data destination

Ifthe mateh is not

found packet will
be discared

Fig 2. Block diagram of data transfer

The Fig 2 shows the verification of input datalof sensor

node. Sensor node need to aggregate the data scebef Source input node needs to aggregate data to the

sending the data to aggregator point it verify thg match
with the base station will be containing settingkeys of the
nodes. If the key is found in the base station theend the
response message to particular node to send tlee tdat
aggregator point. If the key is found in the bas#ien packet
will be discarded.

If any collusion attack is happening in the pathdata
transmission it is identified and data transmissidhchoose
a different path rather than choosing collusiomcktpath.
Trust of the sensor nodes is important concern 8BNWBY
making use of this key technique we will improve #ensor
network so that efficiency of data transmission imilprove.
Energy consumption of the sensor node can be dmxte#
will detect false data intruder if the key matchnigt found.
attacker may be present in the path base stagiofy its key
then match will not be found then it will detecethttacker
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.since the energy of the sensor network is lowckées are
present in the path data transmission will not leapp
efficiently.
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Fig 3. Structure of the network

The node with the highest energy is choosen asistet!
head in this it is the the node which is readyrémgmit the
data to the aggregator point is chosen as a climad
diagram shows the cluster heads and base stationvihere
the data is needs to be requested.

Base station will contain all the keys which needbe
maintained securely. Each and every node will gb\aarify
with the base station so the communication of dailh
happen faster and performance of the system wiliese
because each node will verify before transferriatado the
aggregator node. Matching of each key will takestimverify
but the aggregation of data will happen securehergy of
the node will go down once the data is transferfde: node
which is ready to send the data which is choosem smurce
node. The source will contain the highest enerdiybsiready
to transfer the data.

This technique will reduce the delay and energy

consumption because of node DSDV routing protasabied
for routing. Which will help in identify the path attack. Due
to this data transmission will choose efficientpiat transmit
the data to the aggregator point.

destination node. There are many kinds of attattthappen
which are identified. False data intruder try toces the data
from the network that is identified by the basestaThe
attck is found due key mismatch in the basestaatmer
simple averaging and iterative filtering algorithwaill
technique will not take care of all these sophédtd and false
data intruder attacks.
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Fig 4. Detection of attack in the network

Fig 4 shows the data transfer from source to detsbin
where the input data need to be aggregated dausferawill
happen by matching of the key with base statiorthénpath
there are many false data intruder are presenthvwhid
request the base station. Key mismatch will hagpédmase
station then its identified as a attack as showth@nin the
figure by doing this we can avoid collusion in ffeth of data
transfer. Trust and reputation of the wireless sensdes is
the very important concern in WSN. It's improved diying
by pre-key distribution rather than doing othehtgque.

Sensor node
sense input

]

It request

basgsmtion

for key match

|

Identify the
attacks in
the path

Transfer the

data using
suitable path

Fig 5. Flow chart for data transfer by identifyiagack

Fig 5 shows that complete data transfer and idemgjf
attacks by making use of key matching parameténdf
mismatch is found because of false data injectiodentify
the path in which the attck is happening which \wilp in
avoiding such path by this we can avoid collusion.
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IV. RESULTANALYSIS

A simulation model based on NS2 is used, assumaitlie
dimension of the scenario as 300x300m in that 7#@l@ss node
randomly deployed. Each wireless nodes initialsgnis 10joules,
10 Mbps bandwidth and each packet size 512 kbpavAway
propagation model is assumed by radio model

SIMULATION PARAMETERS

Parameter Setup

set Val (Chan) | Channel Wireless Chamnel

set Val(prop) | Propagation/Two Ray Ground

set Val(net if) | Wireless Physical
Mac/802_11

set Val(Mac)

set Val(if q) QueueDrop Tail Pri Queae

setVallll) | LL

setVal(ant) | Antenna/Omni Antenna

set queus 30

length

setValom | 70

nodes)

set Val(routimg | DSDV

protacol)

set Val(x) 2000

set Val(y) 1000

st Val(stop) | 330

Table 1.simulation parameters

V. PERFORMANCEANALYSIS

In this section, the evaluation of the proposed werkarried
out. The observations for security, energy efficieand packet
delivery ratio of the proposed work are noted araplhs are
plotted.

Security Transmission Packets Delivery

Packet Transfer

95,0000 C41_D_Security TR1
C41_D_Security TRZ
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Fig 6. Security of packet transfer
Fig 6. shows security of packet transfer rate for

methods.The red line indicates simple averaginigriigcie in
that packet transmission will decrease due its molmerable
to many kinds of collusion attacks so to over aapthethod
is used i.e. iterative filtering algorithm whichopides better
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security compared to simple averaging techniquéesgreen Existing And Proposed Perfomance of Delay
acket Transter

line in graph shows better security compared toorsel Still 1000000 T9 e T 0

iterative filtering algorithm will not take care afore - [Fropsed T Deta

sophisticated collusion attack. So in the graphbthe line
indicates pre-key distribution method which prowdmetter
security than iterative filtering algorithm .propas system
provides better security than previous methods.
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\ Fig 9. Comparision of performance
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Fig 9. shows the proposed system is better thaexiséng
system the green line indicates the proposed syistédmt the

50000 graph that is the number of packet transfer widtéase with
— x the number of nodes increases. This increasingayhgis
200000 anoonn A0.0000 a0.0000 10,0000 mneereiteds  cinstant as shown in fif where as red line indisdbectuation

Fig 7. Energy efficient data transmission of packet transfer when the number of nodes inesedsis

_ o fluctuation is due to collusion attacks
Fig 7. shows the energy efficient packet transifdre

yellow indicates data transfer that is in simpleraging
technique is constant with respect to energy efficiransfer. VI. CONCLUSION
Green lines of the graph indicate iterative filbgrialgorithm
in that the graph is constantly decreasing whiclicates its
not energy efficient transmission. Red lines of traph
indicates modified iterative filtering algorithm igh is also
decreasing so its not energy efficient. Blue lindi¢ates our
proposed work that is constant compared to othgredkey
distribution technique is better energy efficientnpared to
existing techniques.

Several technique have been used to aggregateirdata
WSN that are simple averaing technique, iterafiitering
algorithm technique but these will not take care of
sophisticated collusion attacks. so to overcommftiois we
make use of technique called pre-key distributidmciv will
avoid these kind of attack due to which performaaoe
security of the WSN increases. Trust and reputaton
important conern for WSN.our proposed system pmvid
better security so trust and reputation of the @enede will

he i
increased.
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