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Abstract— The number of automobiles has been increased oneth
road in the past few years. Due to high density ofehicles, the
potential threats and road accident is increasing.Wireless
technology is aiming to equip technology in vehicteto reduce
these factors by sending messages to each other. N&Ts have
emerged as a promising approach to increasing roashfety and
efficiency. This can be accomplished in a variety adpplications
that involve communication between vehicles, suchsawarning
other vehicles about emergency braking etc.
authentication is a common tool for ensuring infornation
reliability, namely, data integrity and authenticity. When the
number of messages that are received by a vehicledomes large,
traditional  authentication may generate unaffordabk
computational overhead on the vehicle and thereforebring
unacceptable delay to time-critical applications. A efficient
cooperative authentication scheme for VANETSs is addpd. To
reduce the authentication overhead on individual veicles and
shorten the authentication delay, the scheme maxirtig
eliminates redundant authentication efforts on thesame message
by different vehicles. To resist various attacks, rad encourage
cooperation, the scheme uses an evidence-token apach to
control the authentication workload, without the direct
involvement of a trusted authority (TA). When a vehtle passes a
roadside unit (RSU), the vehicle obtains an eviderctoken from
the TA via the RSU. This token reflects the contribubn that the
vehicle has made to cooperative authentication irhé past, which
enables the vehicle to proportionally benefit fromother vehicle’s
authentication efforts in the future and thus redue its own
workload. To reduce the TA overload, a novel approdt namely
Buddy List Approach is proposed as the future workThe Buddy

List approach avoids TA to the maximum and message

authentication is done by each vehicles participaig in the
network. Our proposed techniques are effective anckfficient
when compared to the previous approaches through ou
experimental and simulation analysis.

Keywords- Cooperative authentication, free-riding attacks,
Selfishness, vehicular ad hoc networks (VANETS)
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I. INTRODUCTION

VANETs are subgroup of Mobile Ad hoc Networks
(MANETS) with the distinguishing property that thedes are
vehicles like cars, trucks, buses and motorcydiés. primary
VANETS goal is to increase road safety. To achitig, the
vehicles act as sensors and exchange warnings. NBJA

MessageUses moving cars as nodes in a network to create a

transportation network. A VANET turns every paiiiing
car into a wireless router or node, allowing caugraximately
100 to 300 meters of each other to connect. Asfadireut of
the signal range and drop out of the network, otlags can
join in, connecting vehicles to one another so thahobile
Internet is created. It is estimated that the fagstems that
will integrate this technology are police and firehicles to
communicate with each other for safety purpose¥ANET,
rather than moving at random, vehicles tend to movan
organized fashion. Each individual vehicle parétgs in a
cooperative environment for message authenticatién.
central TA provides registration to vehicle useusiy which
vehicles pseudonyms and secrets are updated aed dtcthe
vehicles OBU. The security is more crucial in VANETe to
involvement of critical life threatening situatiorSome of the
security issues are in handling malicious/misbeigés well
as faulty nodes. The attackers may be insider, idmrs
malicious or rational. Handling message attackdudes
bogus information, false positioning, privacy (disure of
ID), denial of service and masquerading. Commuitoais
mainly performed based on exchange of messagesirityec
largely depends on trust worthiness of messages dta
exchanged between the nodes. On the other handijtgdn
VANET can be established by valid communicationnesn
trusted vehicles/nodes.
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Figure 1 Secure Message Authentication Processes

Message authentication is a security measure ichntiie
sender of the message is verified for every message.
Message authentication is considered as one ofntagr
security problem in VANET. Message authenticatidioves
one party say the sender to send a message toeanpaity
say the receiver in such a way that if the mes&gaodified
in route, then the receiver will almost certainlgtett this.
Message authentication is also called
authentication. Message authentication is saidratept the
integrity of a message, ensuring that each mestfaget is

received and deemed acceptable is arriving in thees
condition that it was sent out with no bits insdrtmissing, or

modified. Achieving message authentication consi§tsvo
essential security checks, i.e., an integrity cheahd
identification check. Message authentication muse
implemented to allow vehicle users to differentiagdiable
information. A solution to this problem in VANETS ito
digitally sign messages before sending them; ndy dpnes

this allow the receiver to identify the sender, the signature

also prevents the message contents from being imddiDur

proposed techniques are effective and efficient nwh

compared to the previous approaches
experimental and simulation analysis.

through

The rest of the paper will be organised as follos:

section 2, we see about the related works of thmempan

section 3, we discuss about the proposed metho@ m

algorithms and simulation are shown in the sectioand 5.
The conclusion of our paper is in section 6.

Il. RELATED WORKS

In this section, we will see some of the relatedksato
using different approaches:

data-origin

In the year 2007, G. Calandriello, P. Papadimisath-P.
Hubaux and A. Lioy have proposed effective and sbbu
operations [1] that are critical for the deploymehWVANETS.
Mechanisms that reduce the security overhead féetysa
beaconing, and retain robustness for transportadfeties
were designed. Moreover, to enhance the availgbditd
usability of privacy-enhancing VANET mechanisms,e th
proposal enables vehicle on-board units to gendaie own
pseudonyms, without affecting the system secu@gmnerally,
Message authentication, integrity, and non-repiahatas
well as protection of private user information atentified as
primary requirements. Pseudonymity or pseudonymous
authentication requires that each node is equippéat
multiple credentials, termed as pseudonyms. Thessages
signed under different pseudonyms cannot be link&ddNET
is mentioned as an application for group signatutiest is,
cryptographic primitives for anonymous authentmati This
is a stronger property than pseudonymous authéioticaas
any two group signatures generated by a node cabeot
linked. Pseudonymous authentication has alreadyedaiide
acceptance in the VANET, while anonymous authetitina
incurs additional overhead. This led them to foows
pseudonym-based systems.

X. Lin, X. Sun, P.-H. Ho, and X. Shen, has presgrde
secure and privacy-preserving protocol for vehicula
communications called Group Signature and IdentiBy)-
based Signature (GSIS) [2]. According to them, sgcu
problems are divided into two fold: Security andvicy
Preservation between the OBUs and OBUs and betieen
OBUs and the RSUs. Group signature was used toes¢tel
communication between the OBUs and OBUSs, whereas, a
Signature scheme using ID-based cryptography (IB@s
adopted in the RSUs to digitally sign each messageched
by the RSU to ensure its authenticity. With groignature,
security, privacy and efficient traceability candmhieved. On
the other hand, the management complexity on tidiqpkey
and the certificate can be reduced with the IDebasignature.
To enhance the performance and to reduce the coratiom

our

overhead, an efficient broadcast authenticationoga called
TESLA (Timed Efficient Stream Loss- Tolerant
Authentication) has proposed.

The concept of AEMA [3] was described by Haojin Zdhu
e year 2008. The concept of AEMA was to achidfieient
authentication on emergency events in VANETSs. Thasnly
incurs to validate an emergency event. For reduchmg
transmission cost, the author made use of syntactic
aggregation and cryptographic aggregation technique
According to Haojin Zhu, “During the emergency naegss
opportunistic data forwarding process, a vehicle teld
multiple message which can be aggregated into glesione
before the vehicle launches aggregated messadeeimit”.
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This paper adopts a batch verification techniqueefficient other drivers can make an early response in case of
emergency message verification to reduce the catipat exceptional situations such as accidents, emerigeaking,
cost. The fast propagation of emergency and loaniwg and traffic jams. RAISE explores the unique feaudf
messages to the approaching vehicles will be helfifu VANETs by employing RSUs to assist vehicles in
preventing secondary accidents. In most cases, &lIBMA authenticating messages. Each IVC message willtthehed
carries out such emergency message propagation irwith a short keyed hash message authentication (BMddde
multihop transmission manner, particularly in théowban generated by the vehicle, and the corresponding RStte
areas where less RSU are installed. In particulaere range will verify these HMACs and disseminate tl¢iae of
launched a voting mechanism in which crosscheckimgy authenticity to each vehicle. Compared to the jevipaper,
emergency event by collecting the feedback of wies was with the implementation of RAISE, communication dwead
defined which was originally used to detect thebmaving is reduced and deals with scalability issue toothWhe key
nodes in a distributed ad hoc network without aegt@alized chain commitments distributed by RSUs, a vehiclen ca
security authority. The mechanism can be migrated éffectively authenticate any received message freiricles
VANETS to enhance the overall security of emergesegnts nearby even in the presence of frequent group meshipe
authentication. A voting scheme was implementetboation fluctuation. Compared with previously reported pekitey
based groups, where vehicles are grouped accotditigeir infrastructure (PKI)- based packet authenticatiostgrols for
location. According to the author, the voting metdbken security and privacy, the communication overheadl an
effectively improves the security of VANET at thepense of computation cost of the proposed protocol are Baitly
increased computation and transmission overhead. reduced due to the adoption of a short messageraightion
code (MAC) tag attached in each packet for the pasturce
Vehicular Sensor Networks (VSNSs) [4] focus on thenan authentication and packet integrity check.
driving experiences and traffic flow control sys&er@. Zhang,
R. Lu, X. Lin, P.-H. Ho and X. Shen employed a t@igi C. Zhang has described a novel roadside unit (R&de
signature scheme that is widely recognized as tlmst mmessage authentication scheme [6] named RAIStelgase
effective approach for VSNs to achieve autheniicgti of the absence of an RSU, a supplementary schembden
integrity, and validity. However, when the numbef oproposed, where vehicles would cooperatively work t
signatures received by a Roadside Unit (RSU) besdarge, probabilistically verify only a small percentage dfese
a scalability problem emerges immediately, whee REU message signatures based on their own computinacitap
could be difficult to sequentially verify each reed Each safety message will be attached to a shorsages
signature within 300 ms interval according to th@rent authentication code (MAC) generated by the senddeuthe
Dedicated Short Range Communications (DSRC) braidcsecret key shared between the sender and an R&EURTD
protocol. An efficient batch signature verificatischeme for helps to verify MACs. RAISE improves the authertima
communications between vehicles and RSUs (or termefficiency and reduces the communication overheadhée
vehicle- to-Infrastructure (V2I) communications) svadopted, mean time. In a case where the presence of RSUmtis
in which an RSU can verify multiple received sigmas at the pervasive at the beginning of the VANET deployn&age, a
same time such that the total verification time barmeduced. supplementary  scheme, i.e., cooperative message
authentication scheme (named COMET) was used, which
A novel RSU- aided message authentication scherpe {#orks in the absence of RSUs. With COMET, vehidesot
was presented in the year 2008 by C. Zhang to eedive need to verify all the message signatures that teegive
communication overhead imposed by the previous mpapeom their neighbouring vehicles; instead, they mamatively
When the traffic density becomes larger, a vehead@not work and verify a small percentage of these message
verify all signatures of the messages sent byatghbours in signatures with some probability based on their own
a timely manner, which results in message lossovehRSU- computing capacity. As such, the authenticatioitieficy can
aided messages authentication scheme, called RAY8& be improved, and a low message loss ratio (LR)aiao be
introduced. With RAISE, roadside units (RSUs) arguaranteed compared to the previous work.
responsible for verifying the authenticity of thessages sent
from vehicles and for notifying the results backs&hicles. In Y. Hao, Y. Cheng, C. Zhou, and W. Song have propase
VANETS, vehicles are equipped with wireless on-broaits study that mentioned a distributed key management
(OBUSs), which communicate with each other or withdside framework [7] based on group signature to provigioivacy
units (RSUs) with a dedicated short range commtigicg in vehicular ad hoc networks (VANETS). Each roadesinit
(DSRC) protocol. According to DSRC, each vehicléRSU) acts as the key distributor for the groupadtiresses
periodically broadcast its routine traffic-relaté@formation the issue of large computation overhead due togtioeip
containing its current speed, locationsignature implementation. A practical cooperativessage
deceleration/acceleration, etc. With the receiv@drmation, authentication protocol has thus proposed to redinee
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verification burden, where each vehicle only netedgerify a
small amount of messages. The centralized key nesneigt
has some disadvantages. For instance, the systentermance
was not flexible. Another issue regarding the cdized key

vehicle possesses a large number of anonymous-tihert
keys authorized by a Trusted Authority (TA). Ob\sby the
solution can achieve conditional location privacyher
periodically changing the pseudonyms. However, alyrtake

management was that many existing schemes assuma large storage space to store these short-time ike®BU

tamper-proof device being installed in each vehidle a
secure distributed key management framework, thd side
units (RSUs) were responsible for secure groupapgikeys
distribution in a localized manner. When a vehapproaches

an RSU, it gets the group private key from the RStime-stringent VANET applications.

dynamically. All vehicles which get the group ptieakey

device. GSIS is a group signature based techniduehvecan
achieve conditional location privacy without psengns
changing. However, the pure group signature vetifin is
usually time-consuming which may be not suitable Some
ECPP is another
anonymous authentication technique which combimesimg

from the same RSU form a group. A compromised RSy msignature and ordinary signature. In ECPP, wheregall

deliver other vehicles group private keys.

Receiver-location privacy is an important
requirement in privacy-preserving Vehicular
Networks (VANETS). An efficient social-tier-assidt@acket
forwarding protocol, called STAP [8] has introduckd X.
Lin, R. Lu, X. Liang, and X. Shen, for achievingceéver-
location privacy preservation in VANETS. Vehicld$en visit
some social spots, such as well-traversed shoppadts and
busy intersections in a city environment, deployrage-rich
Roadside Units (RSUs) at social spots and form reuali
social tier with them. Then, without knowing thece&/er’'s
exact location information, a packet can be fisstarded and
disseminated in the social tier. Later, once theeiker visits
one of social spots, it can successfully receieepicket. The
STAP protocol can protect the receiver's locatiaivary
against an active global adversary, and achievachesh
conditional privacy preservation as well. A sodiat-assisted
packet forwarding protocol (STAP) for VANET maintyake
use of the people’s lifestyle and the charactesstf social
tier in VANETS to improve the packet delivery perfance,
and achieve the receiver-location privacy preseamat

In this paper, Rongxing Lu, Xiaodong Lin, Tom H.dny
Xiaohui Liang and Xuemin Shen have proposed arctidie
pseudonym changing at social spots (PCS) strat@pyof
location privacy in VANETSs. Frequent pseudonym diiag
provides a promising solution for location privaoyWANETSs.
If the pseudonyms are changed in an improper time
location, such a solution may become invalid. Taldeith
this issue, in this paper, they present an effegtiseudonym
changing at social spots (PCS) strategy to achithe
provable location privacy. Specifically, they indreced the

vehicle passes by an RSU, the RSU will authorizgraup
signature based short-life anonymous certificatin¢ovehicle.

securitnce receiving a signed message, anyone can verdy
Ad hoauthenticity of message by checking both the anaugm

certificate and message signature. When the \elsigns
many messages, any verifier only needs executegomap
signature verification operation on certificateiight is more
efficient than GSIS. Similar to ECPP, Calandrie#t al.,
inspired by the idea of pseudonymous PKI for ulimus
computing, also combine group signature and orglinar
signature techniques to achieve anonymous autlagioticin
VANETS.

[ll. PROPOSEDNVORK

In the existing work, all vehicles believed on Tags
Authority (TA) which leads to the need of a cenged
authority for controlling the overall network. I$ infeasible
for any attacker to compromise. Thus, creates radmuto
message authentication scheme and overload to efrust
Authority. Attacks by compromised vehicles or odési
adversaries and only focus on user selfish behainor
cooperative authentication are not considered. €Sinc
cooperative authentication is conducted in an endi&d and
autonomous environment, vehicles may selfishly teht
take advantages of others authentication effort @éoes not
exploit their own effort. Such selfish behavior, ig is
referred to as a free-riding attack, poses a sertbteat to
cooperative message authentication. On the one ,hand
cooperative behavior can largely reduce authemicat
overhead for every vehicle. Since VANETs are highly

social spots where many vehicles may gather th#tierbedynamic environments and the privacy of vehiclesdseto be

location privacy can be achieved when a vehiclengba its
pseudonyms at some highly social spots, and thpogeul
PCS strategy can assist vehicles to intelligentignge their

guaranteed by pseudonyms, the cooperation amoniglegh
can be regarded as a non repeated game whereiokefect
always the optimal strategy for individual vehicle$o

pseudonyms at the right moment and place. To aehiewercome the incentive to defect, we introduce wdence-

location privacy, a popular approach recommended
VANETs is that vehicles periodically change
pseudonyms when they are broadcasting safety messag
vehicle must hold a certain amount of pseudonymsindple
solution was proposed, where an OBU device equifgred

token mechanism and an ID-Based Signcryption (IBSC)

theischeme. We then propose a secure cooperative &atigm

scheme, which provides an efficient and secure e@tijon
platform for vehicles. The basic principal of theidence-
token mechanism is to balance the effort that Vebicnake
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over time with the advantages that vehicles takenfothers.
The mechanism requires time to be slotted. The TlAhe

responsible for maintaining the balance accordinthe time
slots. It receives the evidences from vehiclesR&Us when
vehicles pass by the RSUs, and it sends the tdiaeisto the
vehicles based on the evaluation of their authatitin efforts
in the past time slots. The evidences will not bpeatedly
used to count their effort. The TA generates arsfributes
tokens to vehicles to enable them to verify othehieles
integrated signatures. The tokens must be of timas$;
otherwise, vehicles may disconnect from RSUs aiftgaining
enough tokens.

U
token at
ime slot ¢,

The TA balances the contributions from and rewards
toward individual users so that cooperation is darg
stimulated and users are fairly treated. HoweVer d@pproach
cannot resist the free-riding attacks. Users arablen to
distinguish a fake authentication effort from alreae, and
the TA still rewards the attackers with valid toke@onsider
the free-riding attacks with fake authenticatiodford$ (or
active free-riding attack). The attackers make abeother
user’'s authentication efforts and refuse to contghin the
cooperation.

To avoid Trusted Authority (TA) involvement to the
maximum, a novel approach is proposed namely Budsty
Mechanism as a future work. Since TA acts as aditnator
that maintains message authentication and manadeaien
network, TA load increases due to large numbereotived
messages. The main concept in Buddy List mecharssto

distribute the work among the vehicle users. Howetee
maintenance and message authentication is doneably e
vehicles participating in the network. A time sl
maintained in this approach and a message is serall t
vehicles during each time period.

~__remove the direct involvement of Trusted Authoriynd
eviden@
Id

IV. ALGORITHM

An IBSC scheme can be used to control the capatifit
verification. For example, after verifying a groop original
signatures, a user could encrypt an integratedatiga such
that others know which signatures it has verifidgbrathe
corresponding decryption. Specifically, the IBSCheame

Figure 2-Proposed System Architecture

Evidence Collection by Vehicles: In step 1 of thesio
scheme,
signatures that are received and generates anratgeg
signature at a time slot. It then creates an evieldor its
authentication effort, which includes the time stbe number
of cooperative vehicles x, the number of origirighatures y,
and the number of original signatures vx,y thatehdeen
included in the integrated signature. It transrtitsintegrated
signature and the evidence to others. Note thaethdence
cannot be forged and will be publicly verified thetreceiver
vehicles. The number of evidences that are gererpts
vehicle should be limited. Devise a distributedrapgh based
on geographical information for vehicles to be lpcaware
of their responsibilities for evidence generatibhe approach
randomly and fairly distributes the workload of dsice
generation and minimizes the number of evidenceslsb
enables good vehicles to monitor potential malisibahavior.

a vehicle authenticates some of the olfigi

consists of the following five algorithms: setupeyk
generation, token generation, signcryption, anaygeion and
verification.

* Setup: The TA chooses G and GT to be two finyelic
rEﬁloups of the same large order . Suppose G andai@T
equipped with a pairing, i.e., a hode generatededficiently

computable bilinear map e : G x-&GT such thavg, he G,
Va, be Zq, e(ga, hb) = e(g, h)ab . The TA chooses geoeat
of group G. In addition, it also chooses randomoevgmts €
Zq and two cryptographic hash functions H : {0¥ 3 G and

H1: G2- {0, 1}n. The TA sets gpub =g The system public
parameters are (G,GT, €, q, g, gpub,H,H1, n).

+ Key Generation: The TA assigns user vi with
pseudoidentity pidi with a secret key pski = H(pidi)p.
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- Token Generation: If user vj provides enough evigs user verifies 1 message at a time. As the totalbauraf users

in the past time slot t — 1, the TA assigns vj witken tkt = increases, the effort per vehicle decreases.

H(t)p for time slot t.

+ Signcryption: After user vi verifies a group ofiginal

signatures, it computes the following signing amdrgption
on message m, which denotes the group of corregmpnd

indexes. User vi chooses a random number rse ré&q,

(No Of Vehicles - Efforts per Vehicle)
30

AN
AN

25

20

Efforts 15
generates an integrated signature si,c = (s1, £8)s=, pski i N\ —— (Efforts per Vehicle)
H(m)rs ), and outputs ciphertext C = {(m_si@) H1(e(gre B
pub,H(1))), gre}. ’

3
No Of Vehicles

« Decryption and Verification: If user vj has alrgad
obtained token tkt, it performs the decryption totain the
integrated signature si,c by m_si,c =sCH1(e(gre , tkt)) and

then verifies the group of indexes m by checking(&2, g) =
e(H(pidi), gpub) * e(H(m), s1).

Figure 3(a) — Simulation result:éhicles

(No Of Vehicles - Efforts per Vehicle)

30

V. SIMULATION WORKS/RESULTS
25
20 \
To give insight into the performance of the secure " N\
cooperative authentication scheme, a set of siiounkathave tforts L
been performed. In the following, the simulatioftisgs and Per\ehicle TN —— (Efforts per Vehicl)
the simulation results are presented. o .
3 5 10
Simulation Settings: No Of Vehicles

Consider a relatively small and typical VANE#here
vehicle users equipped with OBUs are uniformly dgetl in

a 10 000 nx 10 000 m area. The wireless transmission range
of each OBU is 300 m. A set of 10 social spots xedefrom

1 to 10, are randomly deployed into the area. Aheaf the  The blue line shows the performance of the cooperat
four randomly selected social spots 4, 6, 8, andalflorage- authentication scheme without selfish behavior. Tisers can
rich RSU device with transmission radius of 1000isn gbtain maximum Cooperative gain since all of theahdyve
deployed, which helps users make contact with tAe The according to the optimal approaches. The autheiitaffort
authentication effort made by users significantdcreases as made by users significantly decreases as the nuofhasers
the number of users increases. By comparing the twereases.

subfigures, it is shown that, when the number otURSs
small, the difference in required efforts decrea¥®ben the
number of vehicles increases, the effort per vehigcreases.
The figure shows that the number of vehicle is isgby
proportional to the efforts per vehicle.

Figure 3(b) Simulation result: 10 vehicles

Region Creation:

In web service recommender system, users usuallyige
QoS values on a small number of web services. fioadi
memory-based CF algorithms suffer from the sparser-u
contributed data set, since it's hard to find samiusers

Simulation Results: without enough knowledge of their service expergenc

The Figure show the graph when the numberebfcles is
5 and the number of messages is 10.So, each usBes/@
messages. The graph shows that the effort decreasgmared
to 3 vehicles. The Figure show the graph when timaber of
vehicles is 10 and the number of messages is 8l&oleach

Different from existing methods, we employ the etation
between users’ physical locations and QoS propettiesolve
this problem. In this paper, we focus on the Qo&perties
that are prone to change and can be easily obtaamed
objectively measured by individual users, such esponse
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time and availability. To simplify the descriptioof our
approach, we use response time (also called raiymdine
(RTT)) to describe our approach.

QoS Value Prediction:

After the phase of region aggregation, thousandasefs
are clustered into a certain number of regions dasetheir
physical locations and historical QoS similariti&he service
experience of users in a region is representechbyrégion
center. With the compressed QoS data, searchirghineis
and making predictions for an active user can haptged
quickly. Traditionally, the QoS prediction meth-odsed to
search the entire data set, which is rather inefiic In our
approach, similarity between the active user argtsusf a
region is computed by the similarity between thevacuser
and the region center. Moreover, it iS more reaskendo
predict the QoS value for active users based oin tbgions,
for users in the same region are more likely toehawmilar
QoS experience on the same web service, espeoialtiiose
region-sensitive ones.

User-collaboration ldea:

when difficulties arise. It reduces the time comjile by
providing an optimal value for QoS-Aware Servic€sntrol
center helps the database administrator updatesehgce
conditions in regular intervals.

VI. CONCLUSION

In this research work, a novel cooperative message
authentication scheme for VANET is introduced. The
cooperative message authentication scheme proviles
ability for vehicle users to cooperatively autheaté a bunch
of message pairs without the direct involvementTéf In
addition, the passive free-riding attack, which latenched by
selfish vehicle users, can also be effectivelystesi through
an evidence-token approach. Our experimental rataitved
that our proposed novel technique works efficientliien
compared to previous methods.
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