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users to use the primary user’'s unused bandwidtthe¢o
Abstract— The most popular technology is wireless, it will secondary users (SU). If the primary user is activen the

be used in many users like laptop, mobiles these dmming  secondary user should drop its service & give libelservice
overcrowded on wireless network. To solve this probm the to the primary user

Cognitive network is used, it allocates the dynamispectrum to . o
the users. It is also have some vulnerability i.eselfish attack. The other type of network is cognitive, ad-hoc rextw The

The proposed work is detecting this attack using theegno. ad-hoc network is used in CRN to avoid the netwsetup
problem. If we consider the airport wifi networkhias huge
area, single router cannot handle the all the dsvithe wifi
repeaters are used. Routers are used to handietth®U and

Index  Terms—Cognitive  radio  network.  selfish gy CR network is opportunistic to the SU; it shits the
attack;vulnerabilities spectrum to the PU to the SU, when PU is inacfifeese
devices are moving randomly, as they move the métwo
topology and protocol is changed. To avoid this rext
network is used in CR network. Cognitive ad-hoonoek is

The wireless mesh network is literally a cognititadio 550 having some threat and challenges that degitzele

network (CRN), to connect the underneath node ® ﬂberformance of network i.e. selfish attack.

internet, generally we connect to the internet Ugfo @ The Proposed work is organized in 6 sections. Secti

gateway router. This gateway is just like a routdrich gets  presents a general introduction of cognitive raitwork and

connected to the internet. The other device lilgolp and  4-hoc network. Section 2 presents the related wbrthe
mobiles gets connected through the internet viaemodf we  itferent types of attacks. Section 3 presentsitigign of the

take the of 3G connection to the mobile, from meliliigets  roposed system with block diagram are discussectich 4

connected through directly to the gateway over a 3fjesents Results and Discussion. Section 5 presents

connection, this is how the basic traditional wdygetting performance analysis Section 6 concludes the wdtk w
connected with the internet. The problem here & the {1 re enhancement.

number of devices which is increased in last fiearg. The
device likes mobile, laptop they require an intérne

I. INTRODUCTION

connection, but every device doesn't have 3G cdnig Il. RELATEDWORK

like a laptop, it is impossible to get connectedhi® internet, The main objective of the authors [1] is to analyze
using modem we can get connected with the intefifetse goftware Defined Radio based Cognitive radio nektwor
devices are called unlicensed users. threats and issues of the main recent advancenaemnts

In a wireless network, a fixed spectrum is allodate the architectures of (SDR) and cognitive radio networks
licensed users (primary user), the primary user)(Ras h h idered bi ) i
purchased the spectrum from the government. The ba The authors [2] considered a problem, i.e. primasgr

station uses a frequency of 2.4GHz to 5GHz, whialsed by emulation (Pl.JE) atta(.:kslln Con.t'Ve radio ne.tvyorkss
) ) type of attack is operating in the white spacabefigital TV
unlicensed users (secondary users). Due to fixedtspn,

there is a lot of wastage of bandwidth & the unussdrs band. In this attack the SU emulate the primary asel he

d b ded. T bi access the primary user signal. TO avoid théchktprimary
(secondary users) become overcrowded. To overcbise Uuser generates a pseudo-random AES-encrypted meéere

the new architecture comes into existence. thatogniive signal that is used as the segment sync bits. Jifehsbit is
Radio Network (CR). In CR the Spectrum is alwaysss€l |,sed to detect malicious user.

the primary user is active or not, if the primasguis inactive

then it is called a spectrum hole. In CR allowsuhécensed The author [3] considered a problem, i.e. primasgr
emulation (PUE) attacks on CR network. They uséergint

methods to avoid the PUE attack in CsR network.mbathod
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is database assisted PUE detection approach.dmigihod
they have taken two databases, one for local ds¢akm
integrated in each SU, the second is global dagaisdmuilt up
in the cognitive BS.

The authors [4], Consider the problem of localiatof
base station in wireless networks has been maintirex in a
non-adversarial setting. A number of solutions haeen
proposed to detect and prevent attacks on locasystéms.
They propose a new method to secure localizaticedan
hidden and mobile base stations using the coves bstation.

The authors [5], investigated how to improve theusigy
of collaborative sensing. Particularly, they deyel@
malicious user detection algorithm that calculatie
suspicious level of consistency of secondary usasgd on
their past reports and they calculated that howmtimee the
node behaves badly.

From the literature survey, we found the two proide
which are bandwidth allocation and primary user letan
attacks are non deterministic so we proposed &iselftack
detection technique.

The proposed method is based on the route errdRIRE
and nodes energy.

lll. PROPOSEDNORK

As shown in below figl a radio network with a basation,
which is operating in licensed frequency.

LICENSED FREQUENCY

UNLICENSED FREQUENCY

Fig 1.Cognitive radio architecture
Licensed frequency is acquired by the service plenior 3G
services. Free-frequency is operating 2.4GHZ, wiih be
used by anybody whose range is very limited andlvban
be used by any number of devices, because mangadesan
use same band. The congestion and the collisiothef
packets will be too high in the free frequency banthoever
licensed frequency band either it can be a CDMAnégue or
it can be a DMA technique are used. Basically, \@eeha
communication area divided into cells, which eageh lseing
allocated with a slice of the frequency. The framuyeis
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divided into licensed and unlicensed. A spectruthésrange
of the frequency in which a network can operateaited a
spectrum.

In any network not all users communicate at thessistance
of time. Now network can have other type of usie $mall
laptop, mobile, small handled devices which waotadcess
the internet services. Generally they are opegdtima free
frequency range for example, our local networlgpsrating
with 2.4GHZ wifi network, because the bandwidthvery
expensive, we need to pay a lot of amount to vestris
spectrum from the government any free spectrumimgptbut
the looseness of money for the network.

There are many other devices like laptop, tableté¢tare also
want to access internet, these devices has nohgsed the
internet. CR is a new architecture that allows $eevice
provider to reallocate the part of the unused spetto the
secondary user if they demand, suppose we haveoadsry
user who wants to access the internet and thersped free,
spectrum of 3 users is free 3 user spectrum itealiocate to
the free frequency of at least 3 devices. Whenramqtrimary
user wants to access this service, because thanyrinser
pays more money and whenever it wants to accessehiice
it take away the service from one of the usersitodn give
the link to the primary user. If the topmost prisaiser has
finished its operation and don't use the networkl &mat
situation again if there are more number of secondaers
they want to access the internet it can reallospéetrum to
the secondary user, this is the basic principleRmnetwork.

IV. ALGORITHM
Begin

Stepl BS==SU

Step 2 infoAlter (Packet* p);

Step 3 AODV::inforAltered (Packet*p)

{
p->data->bw=>g¢ata->(bw-100);
}
Step 4 if(strncasecmp(argv[1], "selfish", 9) == 0)
{
malicious=1000;
}

Step 5 AODV::recvRequest(Packet *p)
Step 6 else if (malicious==1000)

{

seqno = max(seqno, rg->rq_dst_seqno)+1;
Step 7 RERR-> SU
Step 8 if (RERR (node) >MAX)
Step 9 node-> black list && mac_add(node)->block
Stop
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The info alter function will be called by the attang node,
where simulate the alteration of the BW there imiog from
the BS. In ad-hoc network, every node can commimiwéh
each other and they share the information. The actieally
gets the data from the BS it alters that data aadsmits
neighbouring SU nodes. The other SU nodes think ttrea
less amount of spectrum is left, so that they htsib request
the BW from the BS. They think BS doesn’t have ajiou
resources. The packet will have field called détadata will
have field called BW.

This info Altered() function is called an attackingde, the
attacking node always change total BW informationtain
and it reduce the actual BW information. In ad-boe node
send request to the other node to communicatetigihdata.
Whenever the RREQ comes to selfish node it's inerdrthe
segno count, that network is assigned the maximuaitedole
seq it increase that seq count. Whenever the rredes/e the
RREP from selfish node, they find that this hopislid. In
this case the entire RREQ packet coming from thghbeur
nodes it doesn't receive that packet. The selfistienis not
the part of the any path, in this way it save M.BSuch node
is called selfish node. The current node whicheiseived
RREQ is the malicious or not, if the maliciousritiease the
segno, the maximum allowed plus 1 seq+1. So tlesn't
forward any data. By increasing the BW of the traission
and changing information in the allocated packet altering
the segno shows that the node is selfish. It casebected by
using packet energy and seq no of maximum node.

V. RESULTANALYSIS

A simulation model based on NS2 is used, assunwdhb
dimension of the scenario as1000mx1000m in thait&less
node randomly deployed. Each wireless nodes igigakrgy
is 3.4j, 10 Mbps bandwidth and each packet sizekbp2. A
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VI. PERFORMANCEANALYSIS
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Fig 2. Delay versus simulation time

The fig 2 shows delay of the packet, how much tBesBnds
the Ack packet of the received packet from the Balyever
the attacker is changing the spectrum of BS, thdiis the
slow delay while receiving the packet because S8tes
trying to sends packet to the BS. The 10-12s whemattacker
was attacking it showing that it increasing the kahcof

distance. Once the attacker was detected aftatsl@sowing
the delay of the BS can get reduced. At less sitiomldmes it
shows that the delay of packet that is instancewbith

attacking node creates a misinformation in the spet

two way propagation model is assumed by radio modeavhich makes PU and SU to keep their packet in quech

AODV protocol is used.

SIMULATION PARAMETERS
Table 1.simulation parameters

that the packets are transmitted afterwards, tlipshto
reducing the latency at the BS by mitigating thack.

Jitter

Parameter Setup

set Val (Chan) | Channel/Wireless Channel

set Val(prop) | Propagation/Two Ray Ground

set Val(netif) | Wireless Physical
Mac/802_11

set Val(Mac)

set Val(if q) Queue/Drop Tail Pri Queue

set Val(LL) LL

set Val(ant) Antenna/Omni Antenna

set queue 50

length

set Val(nun 7

nodes)

set AODV

Val(routing

protocol)

set Val(x) 1131

set Val(y) 909

set Val(stop) 20
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Fig 3. Jitter versus simulation time
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Fig 5. Throughput

The fig 3 shows jitter over a time the jitter isrexnely high Fig 5 shows throughput, whenever there is beerclatta
between 6-12s, where the attacker was attackedtt@td instance 6-40s the throughput is going to be dawmee the
attack is selfish. Changing of BW information caus® attack was detected and mitigated again througbfarts

significant amount of delay because
re-transmitting and waiting for the channel to bmeadle the
delay is suffered by the BS is tremendous. Thd #ghows
the amount of TCP jitter is observed is much highan that

re-routing anghcreasing.

VIl. CONCLUSION

In Cognitive radio network spectrum allocation dene

ACK value. Simulation is less the attack effedess and the dynamically to avoid wastage of spectrum, due i® tthany

TCP packet and ACK packet is same.
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Fig 4. Jitter versus packet id

In fig 4 shows per packet jitter the two peaks \héce the
instance when the attacker is starting attackgefbeg it can

detect attacks and mitigating the attack. In léssilation of
time it is quite high.
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attacks will be done. In this selfish attack is sidering and
avoid using the method of counting seq no and RERRe

performance analysis is shows that the efficieridch®attack
detection and mitigation
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