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Abstract— There are many secure objections in a multi-user
strategy. First, all the users habitually keep thesame secure key
for trapdoor origination in a symmetric SE scheme. h this case,
the revocation of the user is big demanding. If iis needed to
revoke a user in this scheme, we demand to rebuilthe index
and disseminate the new secure keys to all the auottized users.
Second, symmetric SE schemes frequently consider thall the
data users are trustworthy with believable in natue, which is
not at all practical and a dishonest data user willmake use
advantage of it which also may lead to many secuyitissues.
There may be also chances of; a dishonest data useray
disseminate his/her secure keys to the unauthorizamhes. In the
proposed work, we improve the SE scheme to grasp the
challenge problems. In our enhancement model, a harchical
clustering method is designed to guide more seardemantics
with an additional feature of making the system tocope the
demand for fast cipher text search in large scalen@ironments
such as Big Data scenarios. The proposed hierarchicapproach
clusters the cloud documents with the minimum releance
threshold, and then divides the resulting clustersinto
sub-clusters until the necessity on the maximum szof cluster is
reached. In the search module part of the proposeslystem, this
advent model can influence a linear computational amplexity
against an exponential size increase of documentliection. In
the manner to authenticate the authenticity of seah
production, an anatomy name minimum hash sub-tree si
modelled in this proposed model of the system. Imis paper we
target on secure fetching of cloud data of an outseoced
encrypted data without loss of abstraction and proiing
privacy and security by assigning attribute key tothe data.
Further we enhance the model with a multi level trgt privacy
preserving scheme.

Index Terms— Cloud Computing; Searchable Encryption
Keyword Search; Ranked Search Anonymization; Hierarchical
Clustering Method.

I. INTRODUCTION

on-demand high-quality applications and servicesnfra
shared pool of configurable computing resourceseaGr
flexibility and economic savings in cloud computiage
motivating the individuals and enterprises to outse their
local complex data management system into the clbud
order to protect data privacy and combat unsoticitecesses
in the cloud and beyond, sensitive data, for irctaemails,
personal health records, photo albums, tax docusnent
financial transactions, etc. may have to be ened/ly data
owners before outsourcing them to the commercidllipu
cloud; this, however, obsoletes the traditionahdatlization
service based on plaintext keyword search. Theiatriv
solution of downloading all the data and decryptogally is
clearly not practical, due to the huge amount afdvadth

cost in cloud scale systems. Moreover, besides from

eliminating the local storage management, storiata dnto
cloud serves no purpose unless and until they eaeasily
searched and utilized by users.

Thus, exploring privacy-preserving and effectiwargh
service over encrypted cloud data
importance. Considering the potentially large numbé
on-demand data users and huge amount of outsodated
documents in the cloud, this problem is particylarl
challenging as it is extremely difficult to meetsal the
requirements of performance, system usability aathbility.
On the one hand, to meet the effective data retriesed, the

large amount of documents demand the cloud server t

perform result relevance ranking, instead of reagn
undifferentiated results. Such ranked search systeables
data users to find the most relevant informatiotickjy,

rather than burdensomely sorting through every imat¢he
content collection [3]. Ranked search can also aglttg
eliminate unnecessary network traffic by sendingkbanly
the most relevant data, which is highly desirabiethe
“pay-as-you use” cloud paradigm. For privacy prtetg

such ranking operation, however, should not lealy an

Highlight a Cloud computing has been a long detm keyword related information.

vision of computing as a utility, where the cloudstomers
can remotely store their data into cloud so tteryenjoy the
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For protection of privacy, such ranking operation,
however, should not leak any keyword related infatian.
On the other hand, to improve the search resuliracy as

is of paramount
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well as to enhance the user searching experieh@®,aiso

part ascribes to taking after two issues. Firstiguiry with

essential for such ranking system to support mialtipclient inclinations is exceptionally main stream the

keywords search, as single keyword search oftéds/far too
coarse results. As a common practice indicatedobgyt's
web search engines (like Google search), data osgrd¢end
to provide a set of keywords instead of only onetlas
indicator of their search interest to retrieve test relevant
data. Along with privacy of data and efficient sgdng
schemes, real privacy is gained only if the useientity
remains hidden from the cloud service provider C8P as
well as the third party user on the cloud servér [1

The information encryption, be that as it maspuld
essentially bring down the ease of use of inforomatiecause
of the trouble of looking over the scrambled infation [6].
Essentially encoding the information may even nawag
about other security concerns. Case in point, Go8glarch

plaintext look [15], [16]. It empowers customizembk and
can all the more precisely speak to client's prasitgs,
however has not been completely concentrated on
bolstered in the encoded information area. Furtbeemto
further enhance the client's experience on lookiag,
imperative and major capacity is to empower thetinndtch
word seek with the far reaching rationale

and

A. Contribution and plan of this paper

In this research work, we analyse the msgcu
problems in cloud storage and propose a solutiontte
same. Our contribution can be summarized as follows

1. For the first time, we define the problem eture
ranked keyword search over encrypted cloud data, an

utilizes SSL (Secure Sockets Layer) to scramble tHyovide such an effective protocol, which fulfilset secure

association between pursuit client and Google semen
private information, for example, reports and mgsesahow
up in the indexed lists [7]. In any case, if thquiry client
clicks into another site from the query items pabet site
may have the capacity to recognize the hunt tehas the
client has utilized. On tending to above issues séarchable
encryption (e.g., [8], [9], [10]) has been as délareated as

an essential way to deal with empower seeking over*: N )
th&ffectiveness and efficiency of the proposed sofuti

scrambled cloud information, which continues
accompanying operations. Firstly, the informatiosoggietor
needs to create a few watchwords as indicated by
outsourced information. These watchwords are tineoded
and put away at the cloud server. At the point wag@ursuit
client needs to get to the outsourced informatibncan
choose some significant watchwords and send thHeedigxt
of the chose catchphrases to the cloud server. cldwed
server then uses the ciphertext to coordinate tiigoarced
scrambled catchphrases, and in conclusion givek tae
coordinating results to the inquiry client. To aegiish the
comparative hunt effectiveness and accuracy ovengaed
information as that of plaintext catchphrase seelroad
group of exploration has been produced in writ\gang et
al. [11] propose a positioned catchphrase inquiay pvhich
considers the importance scores of watchwords.

Sadly, because of utilizing

th

ranked search functionality with no relevance score
information leakage against keyword privacy.

2. Thorough security analysis showed that our imgdo
searchable scheme with hierarchical clustering eggr
using CRSA and B-tree indeed enjoys “as-strongeasiple”
security guarantee compared to previous searchable
symmetric encryption (SSE) schemes.

3. Extensive experimental results demonstrate the

Il. LITERATURE SURVEY

In [2], main focus is to find the solution ofulti
keyword ranked search over encrypted cloud dataSE)R
while preserving strict system-wise privacy in theud
computing paradigm. A variety of multi- keyword smmtics
are available, an efficient similarity measure obdrdinate
matching” i.e. as many matches as possible, toucaghe
data documents' relevancy to the search query ésl.us
Specifically “inner product similarity”, i.e., thaumber of
query keywords appearing in a document, to qudiveds
evaluate such similarity measure of that documenthe
search query is used in MRSE algorithm. The immarta
drawback of this paper is that the user’s idert®) was not
kept hidden. Hence, whoever puts the data on C8mrdice

request safeguardirProvider (CSP) was known to the CSP. This mighidiey in

encryption (OPE) [12] to accomplish the positioninggome situations. Hence, this limitation is overcoine

property, the proposed plan can't accomplish urdinikty of
trapdoor. Later, Sun et al. [13] propose a multiekevord
content hunt plan which considers the importanagescof
catchphrases and uses a multidimensional tree ohetho
accomplish effective inquiry question. Yu et al]propose
a multi watch word top-k recovery plan which uiiz
completely Homomorphic encryption to encode
record/trapdoor and ensures high security. Caol.ef6h
propose a multi-watchword positioned look (MRSEhiak
applies direction machine as the catchphrase cuatidg
guideline, i.e., return information with the mosiedinating
catchphrases. Albeit numerous inquiry functionaedithave
been produced in past writing towards exact andigieat
searchable encryption, it is still troublesome $earchable
encryption to accomplish the same client experiesdhat of
the plaintext pursuit, similar to Google look. Tfas the most

12

proposed system. For instance, a user may warbte sld
email messages encrypted on a server managed lmoYah
another large vendor, and later retrieves certa@ssages
while travelling with a mobile device.

In [3], the schemes are efficient as no public-key
cryptosystem is involved. Indeed, this approach is

théndependent of the encryption method chosen fopterfiles.

The main theme taken from the paper is of storiatad
remotely on other server and retrieving that datamf
anywhere through mobile, laptop etc.

In [4], an overall summary of the benefits of a
cryptographic storage service, for instance, redutie legal
exposure of both customers and cloud providersp als
achieving regulatory compliance is provided. Besidkthis,
cloud services that could be built on top of a twgpaphic
storage service such as secure back-ups, archiealth
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record systems, secure data exchange and disds\&gted.

The [5], the paper has defined and found smiuth the
problem of effective yet secured ranked keyworddeaver
encrypted cloud data. For the first time, paperdesmed and
solved the most challenging problem of privacy presg

multi-keyword ranked search over encrypted cloudada

(MRSE), and established a set of strict privacyi@ments
for such a secure cloud data utilization systerbdoome a
reality. The proposed ranking method proves toffi@ent to

return highly relevant documents which correspomdhie
submitted search terms. Idea of proposed rankirthodes
used in the proposed system in order to enhancsethgity
of data and the documents on Cloud Service ProydsP).

would not learn any knowledge about the data carsttemed
on the cloud server during the efficient auditinggess,
which eliminates the burden of cloud user fromdifécult,
tedious and possibly expensive auditing tasksit alleviates
user’s fear of his/her outsourced data leakage.

In [12], authors have defined and solved ttoblem of
privacy preserving query over encrypted graph-stnecl
data in cloud computing (PPGQ), and establishedtaof
strict privacy requirements for such a secure cloada
utilization system to become a reality. The badiai taken
from this paper is of privacy preserving over eptey cloud
data. The limitation in this is that the query & mdexed to
provide fast searching. This drawback is overcomehe
proposed system.

The [6] paper tells the significance of protecting

individual's privacy in cloud computing, it also quides
some privacy preserving technologies used
computing services. Paper tells that it is quitponiant to
take privacy into account while designing cloudasss, if all
this involves the collection, processing or shaohgersonal
data. From this paper, main idea taken is of pyiyaeserving
of data. This paper importantly describes privatgata but
doesn't allow indexed search as well as the useeistity is

in cloud 1.

EXISTING SYSTEM

In existing method data owner can be encrypted the
documents and the cloud server, documents caedrypted

in cloud. In order to meet the practical searefuirements,
search over encrypted data should support thesmitpthree
roles. First, the searchable encryptisystems should care
multi-keyword search, and offer tlsame user experience as

not kept hidden. Thus, these two main limitatiom® a searching in Google search withiverse keywords; single

overcome in the proposed system.

keyword search is far frogppropriateness by only recurring
very partial andimprecise search results. Although the

In [7], the paper mainly focuses on existimgl @ew  eyisting schemeaim at providing integrity confirmation for
algorithms  for assigning anonymous IDs and theififferent datastorage systems, the problem in supporting both

examination with respect to trade-offs

betweepyplic auditability and data dynamics has not been fully

communication and computational requirements. Thegggressed. How to achieve a protected and effedtisignto

algorithms are built on top of a secure sum datainyi
operation using Newton'’s identities and Sturm’sotleen.
The main focus in this paper is of assigning ananysnD to
the user on the cloud.

In [8], paper's main idea is to formalize aneyde
solution to the problem of effective fuzzy keywasdarch

over encrypted cloud data while maintaining keyword

privacy. This basic theme is taken but it is maifdy
multi-keyword ranked search (MRSE scheme)
proposed system.

In [9],design of secure cloud storage servidachv
addresses the reliability issue with near-optimakrall
performance is mainly proposed. Achieving fine-gigss,
scalability, and data confidentiality of access toon
simultaneously is a problem for which no solutisnfound
yet.

The paper [10] addresses this challenging opsurei on
one hand, defining and enforcing access policiegdan
data attributes, and, on the other hand, allowlng data
owner to refer most of the computation tasks ingdhin
fine-grained data access control to un trustedcckervers
without disclosing the underlying data contents.

In [11], authors have proposed a privacy-pngsg
public auditing system for data storage securityCioud
Computing scheme. It utilizes homomorphic
authenticator and random masking to guaranteghbafPA
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in the

flawlessly integrate these two important componémtsiata
storage service remains an open stimulating tasklaud
Computing.

A. Issuesin Existing System

1. Issue in mobile cloud computing.

2. Investigation of searchable encryption technique to
achieve efficient searching over outsourced
encrypted data

3.1t fails to offer sufficient insights towards the
construction of full functioned searchable
encryption.

IV. PROPOSEBYSTEM

We define and solve the challenging problef
authentication and access control for multi-keywoadked
search over encrypted cloud data, and establigt af $irm
authentication and access control requirementsstich a
secure cloud data application system to becomeuth. tr
Among various multi-keyword semantics, we had chdbe
effective standard of “coordinate matching”. Here are
providing foolproof security in proprietors uploside as well
as on the download side. For better security clgpfitting
that single file into nine different blocks and piding a
unique identification number for each chunk. Extrac
keywords from the documents before encrypting arkcate

Iinethe synonyms for each keyword This will form hiefzcal

cluster of indexes that increases the searchefiigi. Cluster
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is a group of similar documents. Documents agammfo B. Security Requirements

subgroups and this will continue till each documfemtn a
separate group. This forms the hierarchy of indesdarch
the set of required documents.

The synonym search gives the relevance between
documents and clustering index method by greatlyicimg
the searching time as it will search only the stdug which is
matched to the query keyword. When the query isredtby
the user, it will start searching from the rootteé hierarchy,
till the relevant subgroup matched. Then a ranldtimiments
using Jaccard coefficient measure and gives theanged
documents as a result for the users.

A. PROPOSED SCHEME
In this section, we give a detailed deswipiof our

scheme. This system architecture as shown in tge2 Fi

explains the working components namely, User, Agppion
Server and Cloud Storage. keyword, it will be tfarred over
the internet and the application server procesasberequest
by matching the index for the query keyword. Icfets the
matched encrypted document from the cloud stordegrypt
it and send it back to the user. The user canfgpbei number
of documents required in search results. The topnked
documents will be fetched by the server and gitetite user.
This will include number of steps such as Key Gatien,

Encryption/Decryption, Feature Vector and Synonyn&

Generation, Document Index Generation, Query Fdinggt
Searching and Ranking.

|
//‘ : Query ¢ ﬁ
- n
@i "Li i
|
Hierarchical elustering
&5 mj”—:l H Random numbers|-|
Sk L !
|
|
|
|
: Trapdoor
) Data owner o e )_/A;,./L/-?, - I,-)BE,B,‘,E,CT )
Cloud server M/ Cloud server
< Search_index >

Top-k documents

Fig.1 Proposed Architecture

Specifically, the AMRSED aims to provideeth
following four security requirements:

« Confidentiality of Documents and Indexadiments
th&d index should be encrypted before being subactei to
a cloud server. The cloud server should be predefnten
prying into the subcontracted documents and canfetany
associations between the documents and keywordg tise
index.

* Trapdoor Confidentiality: Since the searskmuwould
like to keep her searches from being exposed tcclitned
server, the cloud server should be prevented froowing
the exact keywords contained in the trapdoor ofsbarch
user.

« Trapdoor disassociation: The trapdoors shook be
linkable, which means the trapdoors should be Iotal
different even if they contain the same keyworasother
words, the trapdoors should be randomized rathan th
determined. The cloud server cannot infer any assons
between two trapdoors.

» Covering Access Pattern of the Search Usecess
pattern is the sequence of the searched resultise [ EMRS,
the access pattern should be totally masked frarmckbud
server. Specifically, the cloud server cannot |etéun total
number of the documents stored on it or the sizehef
searched document even when the search user estrileis
ocument from the cloud server.

A secure cloud storage system id buithe cloud
server to support adding, updating and deletinguohents
and covering the access pattern of the searchfigmarthe
cloud server. In the secure cloud storage systein, a
documents are divided into fixed-size blocks. Theleks
are indexed by a sequence of random integers geddrg a
document-related seed. In the view of a cloud seivean
only see the blocks of encrypted documents uploadet]
downloaded. Thus, the blind storage system ledtte li
information to the cloud server. Specifically, tieud server
does not know which blocks are of the same docunesen
the total number of the documents and the sizeashe
document. Moreover, all the documents and index lwan
stored in the blind storage system to achieve ackahle
encryption scheme..

« We introduce a relevance score in seatehab C. Advantages of proposed system

encryption to achieve multi-keyword ranked searchrdhe
encrypted secure cloud data. In addition to thatcanstruct
an efficient index to improve the search efficiency
« By modifying the secure cloud storage systerthe
AMRSED, we solve the trapdoor disassociation pnokéad
mask access pattern of the search user fromtle server.
« We give thorough security analysis to dematstthat

the EMRS can reach a high security level including
trapdoor

confidentiality of documents and index,
confidentiality, trapdoor disassociation, and cavgraccess
pattern of the search user. Moreover, we impleragtensive

1. It addresses both spatial and temporal domainghwhi
leads to detecting various malicious changes in
spatial and time domains.

2. ltisfaster and lower complexity compared to &g
algorithms, making it practical and suitable for
real-time applications

3. Hiding Capacity of the secret data bits is high.

4. Hiding capacity was based on the pixel number
corresponding to the two highest peaks of the image
histogram

experiments, which show that the AMRSED can achieve

enhanced efficiency in the terms of functionalibdasearch
efficiency compared with existing proposals.

14
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D. SYSTEM MODEL

The overview of the proposed system issitlated in
Figure 1. We assume that the parties are semi-handsdo
not collude with each other to bypass the secorégsures. In
Figure 1, steps and typical
participants of the system are illustrated. In #hne stage,
the data owner creates a search index for eacmotuThe
search index file is created using a secret kegdaspdoor
generation function where the secret keys1 arelardyn by
the data owner. Then, the data owner uploads thesech
index files to the server together with the enaegpt

in Conputer Science & Electronics (IJETCSE)
Issue 9 — DECEMBER 2016.

document or not. If the user searches for a singlenore
keywords, there will possibly be many correct matctvhere
some of them may not be useful for the user afTakrefore,
it is difficult to decide as to which documents #ine most
relevant. We add ranking capability to the systgnathding

interactions betweer ttfextra index information for frequently occurringykeords in

a file. With ranking, the user can retrieve onle thop
matches where is chosen by the user. In ordeark the
documents, a ranking function is required, whickigrs
relevancy scores to each document matching toemgigarch
guery. One of the most widely used metrics in infation
retrieval is the term frequency [15]. Term frequens

documents. We use symmetric-key encryption as tiefined as the number of times a keyword appeara in

encryption method since it can handle large doctirsizes
efficiently. This process is referred as the indgxeration
henceforth and the trapdoor generation is considaeeits
one of the steps.

Cloud Server

-. Encrypted ﬁleI 2. Query index

o,

Data d';uner

o
i

3. Encryptedresults

1. trapdoars (index)

4 Decn;uﬁor.kev .. e oo a}\:;l

Users

Fig .2 System Model

When a user wants to perform a keyword se#rtirst
connects to the data owner. He learns the trapdobrStep 1
in Figure 2) for the keywords he wants to searchwvithout
revealing the keyword information to the data owr&ince

document. Instead of using term frequency itse#f, agsign
relevancy levels based on the term frequenciegpf@rds.

We assume that there dfelevels of ranking in our

proposed method for some integgr2 1 . For each
document, each level stores an index for frequeywkrds of
that document in a cumulative way in descendingordhis

+th
basically means thdt level index includes all keywords in
the (i + 1)th level and the keywords that have téequency

+th
for theIt level. The higher the level, the higher the term

frequency of the keywords is. For instance(?if: 3, level 1
index includes keywords that occur at least oncehim
document while levels 2 and 3 include keywords ttaur at
least, say 5 times and 10 times4, respectively.rel lzge
several variations for relevancy score calculatifit§ and
we use a very basic method. The relevancy scora of
document is calculated as the number represemtanlgigghest
level search index that the query index matches.

All the keywords that exist in a document s@uded
in the first level search index of that documertie Tother
higher level indices include the frequent keywotttlst also
occur in its previous level, but this time they &aw occur the
number of times, which are at least the term fraquef the
corresponding level. The highest level includesy ahe

the user can use the same trapdoor for many querig§words that have the highest term frequency. He t

containing the corresponding search term, thisaijmer does
not need to be performed every time the user padoa
query. After learning the trapdoor information, toser
generates the query (referred as query generatioceifiorth)
and submits it to the server (cf. step 2 in Figireln return,
he receives metadata2 for the matched documerasamk
ordered manner as will be explained in subsequesitoss.
Then the user retrieves the encrypted documentSt@p 3 in
Figure 2) he chooses after analyzing the metadadh
basically conveys a relevancy level of the eachcheat

oblivious search phase, the server starts compénmgiser
guery against the first level indices of each doeaimThe
matching documents found as a result of the corspain the
first level are then compared with the search ieslim the
other levels according to the Algorithm 1.

In this method, some information may be lhs¢ to
the ranking method employed here. Rank of two d@um
twill be the same if one involves all the queriegwerds in
frequently and the other involves all the queriegwords

document, where the number of documents returned ﬂ%quently except one infrequent one. The rank e t

specified by the user. Finally, the user interagth the data
owner in order to decrypt the documents and get
corresponding plaintext (cf. Step 4 in Figure 2)dan the
process the data owner does not learn the docurthentt is
assisting to decrypt.

document is identified with the least frequent keyavof the
tl’ﬂﬁjery. We tested the correctness of our rankindhateby

comparing with a commonly used formula for releveascore

calculation [13], which is given in the followingdtion.

The multi-keyword search method explained in this

section, it checks whether queried keywords eikist

15
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E. ALGORITHM FOR RANK SEARCH binary comparison of r-bit indices for each matghin
document, wherd is the number of levels.

R
for all documents ' do 3) DATA OWNER

Compare(levell index o'f%, uery index L .
j=1 pare( auery ) The data owner creates the indiee®l symmetric-key

encryptions of all documentshut these operations are
performed only once ithe initialization phase. Other than

while match do

increment j . . . .

: this, dataowner is active while the user learns the trapdoors
Compare (level j indices o'ﬁ, query index) and decryption keys, which requires 2 modular
end while exponentiations for each.

rank of R = highest level that match with query index 4) CLOUD SERVER AND ENCRYPTION
end for This module is used to help the servemizrypt the
document using RSA Algorithm and to convert thergoied
While this new method necessitates an maditr-bit  document to the Zip file with activation code arftert
storage per level for a document, it reduces thgctivation code send to the user for download. Clserver
communication overhead of the user since match#slowv  stores the encrypted document collectiband the encrypted
rank documents will not be retrieved unless the tsguests. searchable tree inddxfor data owner. Upon receiving the
Considering’ search indices are stored instead of a singteapdoor TD from the data user, the cloud server executes
search index per document, storage overhead faxing search over the index treg and finally returns the

mechanism increasdb times due to ranking. This additional COTresponding - collection of topk ranked encrypted
cost is not a burden for the server since the irgiess are documents. Besides, upon receiving the updaterirton

usually negligibly small compared to actual docunsizes. oM the data owner, the server needs to updatentex|
and document collectiorC according to the received

information. The cloud server in the proposed sa@hes
V. IMPLEMENTATION considered as “honest-but-curious”, which is emetbyy
lots of works on secure cloud data search
5) RANK SEARCH
These modules ensure the user to seardilabehat
are searched frequently using rank searbis module allows
the user to download the file using his secret tkeglecrypt

The proposed system of this project is diviched five
major modules and described as below.

1. DATA OWNER the downloaded data. This module allows the Owoetigw
2. SERVER the uploaded files and downloaded files. The predos
3. USER scheme is designed to provide not only multi-keylvguery
4. CLOUD SERVER AND ENCRYPTION and accurate result ranking, but also dynamic wpaat
5. RANK SEARCH document collections. The scheme is designed teeptehe
cloud server from learning additional informatiooat the
A. MODULESDESCRIPTION document collection, the index tree, and the query.
1) USER
After receiving trapdoor keys from thealawner, VI. CONCLUSION
query index is generated, which is essentiallyivedent to In this paper, we proposed hierarchical clustenreghod

per- forming hash operations. Subsequent to théevat of to ensure high data security and integrity in theud for
encrypted documents, the user should perform ondibly secure data transmission. we have proposed a kayitord
operation over an RSA encryption, one signing foranked search scheme to enable accurate, effaehsecure
authentication purposes and symmetric-key decrgpticsearch over encrypted mobile cloud data. We fintltbe
operations. These operations are equivalent to 8ufap problem of maintaining the semantic relationshigween

exponentiations, 2 modular different plain documents over the related encypte
multiplications and one symmetric-key decryptiordocuments. We propose the hierarchical clustering
operation per document retrieved. architecture to adapt to the requirements of dapdosion,
and include the synonym search to increase theamte
2) SERVER between documents and relevance between the guéitha

The server only does the search operation, wiich documents. In addition, we analyse the searchiefiiy and
binary comparison of r-bit query index with datadbaslices, security by encrypting all the entities in the miogech as
each of which is again r-bit binary sequence. éftanking is indexes, keywords, synonyms and query keywordsurgc
used, the query index should also be comparedimdibes of analysis have confirmed that proposed scheme 6eatigély
the matching documents. So the server performgiaddi achieve confidentiality of documents and indexpdi@or

16
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