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Abstract— Cloud computing is the recent domain focused by
several researchers. With the advents of cloud tenblogies, it
has tremendous growth among the organizations and
users.Security and Privacy are the two distinguistieparameters
used to secure the information from attackers. Thirdparty is
used as service providers to grasp the data sent mwner by
offline mode in cloud environment. In some scenarjahe cloud
may reveal the data by accidentally for unauthorizd users that
degrades the performance of privacy and confidentidy. In this
paper, we have surveyed about the novel concept
“Certificateless Public Key Encryption (CL-PKE) schenes that
emerged from the baseline of public key techniqueand identity
based cryptography systems. Key management is theimitive
and mandate communication process between two authived
users. We have discussed about the fundamentals Key based
cryptography management systems that depicts theggiificance
and variants of key management systems. And alsosdussed the
prior works carried out in CL-PKE by other researchers and its
pitfalls. From this survey, we have concluded thathe study on
key revocation issues has to be widely focused tedaypt the
messages when public key is no longer valid.

Index Terms— Cloud
Certificateless encryption,
Identity based encryption.

computing, security, privacy,
Key management systemsand

I. INTRODUCTION
A recent development made in Information and
Communication Technologies (ICT) is the ‘Cloud

Computing’. Cloud system plays prominent role insdctor
for its high storage space and efficient data acdesrecent
years, the cloud computing has ruined the entitevor& of
the IT sector [1]. It is configurable computing sasces that
can rapidly provision and released with minimal agement
efforts. The aim of the cloud computing systenoiptovide
better quality of the service with minimal compugtin
resources.It shares the resources over large-syatem.
Hence, the data can be shared with minimal costaadion
independent. The cloud users can use the cloudneesowith
the help of cloud service providers like, Amazonpgle,
IBM, sales force, Rackspace, and Microsoft.Usingudl
Service Providers (CSP) [2], the cloud entitiesrebahe
software’s and other tools in which they requireddemand
basis. The most important one is that the custodwrd need
to buy the resource from a third party vendor dadtthey can
use the resource and pay for it as a service talmng the

customer to save time and money. Cloud is not doty
Multinational companies but it's also being usedyall and
medium enterprises [3].

Rivest, Shamir and Adleman introduced the pubdig k
encryption scheme, named, RSA in 1978 [4].The diveof
the RSA algorithm is to protect the message between
entities.It is executed using two keys, viz, putkiEy and
private key. Public key is used for encryption msxwhereas
private key is used for decryption process. Thopghlic key
encryption scheme exhibits some practical problesasder
should ensure that the generated public key islatdd one
for the receiver [5].Therefore, the need of pubkey
encryption with third party auditor to verify thesmciation
among receiver's ID, connection ID and intended lipub
key.The study reveals that Public Key ManagemelkMPis
the most unmanageable task under any frameworktitiaes
the public key cryptography.Fig.1. presents theeganflow
of Certificateless encryption schemes.
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Fig.1 Generalflow of Certificateless encryption ectes [5]

Public key management is the controllable function
under the concept of ldentity based encryption sehi
consists of digital identifier and public keythaashto be
monitored and verified so as to build the publitastructure
[6]. With the received public key, knowledge isatigered
for generating the private key.Using efficient key
management systems, public key system operateseetf.
Since, some practical issues occur with identitseldapublic
key cryptosystem that handles the key
model.These drawbacks are surmounted from the kbl
encryption and identity based encryption whichnewn as
Certificateless public key encryption (CL-PKE). Tiheught
of CL-PKE is to merge the advent of public key modith
the identity based scheme.

The rest of the paper is organized as followstiGed|
describes the basic primitives of the cloud seguanhd
Section Il summarizes the major key points of theud

revocation
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i) Activation: The generated symmetric key will be
activated once requirement is initiated.

iii) Deactivation:  When the cryptographic time is
finished off, and then no longer is used for other
cryptographic protection data.

iv) Suspension: In certain period of time, the key imay
suspended based on different reasons.

v) Expiration: When the stipulated time is over, tleg k
gets expires with its associated metadata.

vi) Destruction: key is destroyed when it is no longer
needed

vii) Revocation:
unauthorized users are
network environment.

security system.

II. RELATEDWORK

This section depicts the overview about key based
cryptography system and the prior techniques sugddsy
other researchers.

A. CRYPTOGRAPHY SYSTEM

Encryption and access control are the major sgcuri
parameters that ensure the data confidentialitghia IT
environment.Key Management System (KMS) is been
deployed as security management functions.

a) Overview of key management:

The cryptographic keys is divided into two catéger
(7],

Secret key: Secret key is used in symmetric cryptographic  b) Certificateless public key encryption
algorithms and to support data integrity in Message  The general flow of certificateless public kegeption
Authentication Codes (MAC).Secret key is also knoag consists of seven algorithms [10].
‘symmetric key’ where both encryption and decryptio a) Setup (SU): Based on the given security paranketer
process uses the same key. the Key Generation Center (KGC) assists to outputs
Public/Private key pair:This key is applied to the master secret key msk and master public key mpk
authentication, digital signature and key estahtisht. Public The master public key contains message M and

It operates on the private key. The
removed from the

key is published to both senders and receiversesisqorivate
key is generated based on the received public3@ye cases

it is also referred as ‘secret key'.
Based on the above keys as the primitives, thedclou
deployed additional keys like [8]:

i) Public/Private authentication key pair: This type of
key pair is used for authenticating the other
users. It has been applied to various concepts
like Transport Layer Security (TLS), Virtual
Private Network (VPN) and smart card login
system. This key pair is used in long-term
applications.

ii) Public/ Private signature key pair: This process signs
the message or data in order to verify whether
authorized users received the packets. Public
key is used for validating the signature of the
message. Sample instances like Secure/
Multipart Internet Mail Extensions (S/ MIME),
signed electronic documents and code. It is also

ciphertext space C.

b) Partial Private key Extract (PPKE): Using mpk, msk,
and identifier ID for the entity A, the KGC runs on
Probabilistic Polynomial Time (PPT) which in turn
generate private key for the entity A. And this
private key is transferred to the entity A over a
confidential channel.

c) SetSecretValue (SSV): Using the mpk and,Ifhen
the secret value Xis computed.

d) SetPrivateKey (SPK): With the mpk and secret value
Xa, the private key SKis generated.

e) SetPublicKey(SPK): Using the mpk and secret value
Xa, then the public key PKA for the entity A.

f) Encrypt (E): Using the given plaintext m € M, the
entity A with its mpk, IDQ, and public key P, the
sender A creates ciphertext C.

g) Decrypt (D): Using the mpk, private key SKA, and th
ciphertext C, the original message M is derived for
the authorized users.

used for validating the signatures on stored data.
iii)Public/Private key establishment pair:The key is

established between the users. Generally, it isB PRIORWO_RKS . -~

applied to the stipulated period of time where ~ Al- Riyami and Paterson introduced Certificateless

the data confidentiality is assured. encryption schemes in 2003. The author in [11yeyrd
iv) Symmetric  Encryption/  Decryption key: The variants of CLE security models and their pitfallssually,
symmetric key is used for data integrity procesghere are two types of adversariespersist in Geatéless

It is guaranteed in three ways: a) Emp|oym9encryption model. The type | adversary model isgtweip of
symmetric algorithms and MAC operations b)attackers who acts like normal users and stealsehesitive

Encryption mode of operation c)data. Owing to the lack of certificate, the attaskean modify

Employing hash based MAC. the public keys. The type Il adversary owns a Keyp&ation
v) Symmetric key wrapping key: A symmetric key is Center (KGC) that holds the master key and upddtes
used to encrypt a symmetric key or arPublic key of the users. The type | scheme imsfiosecured
asymmetric private key. A Key Wrapping Keythan the type Il model [12].The author in [13] preted the
is also called a Key Encrypting Key. first security model for Certificateless encryption
The states of the keys are presented as follojvs [9 schemes.Their model is not secured since the pkdgjiof the

) Generation: The private key or public key oruserdepends on the identity. This drawback wascowee by
are presented.None of the study has revealedigratthical

and

requirements.
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based CLE is secured model.

Key Generator (PKG) which inevitably introduces #ey

The author in [15] discussed about the CLE schemescrow problem.

without using the concept of pairing. Their moderked
with security lack of protecting the normal useiBhis was
further improved by author in [16]. They proposedfitity
oriented trapdoor functions that strongly securediormal
users before being attacked. The author in [1istlabout
the partial decryption of the users using a Seciédiator
(SEM) which is named as Security Mediated Certiéitess

Ill. CONCLUSION

This paper portrayed the survey of certificatejasslic
key cryptography schemes which emerges from theratd\of
identity based and public key encryption techniqudhe
objective of this scheme is to resolve the key rgensent
issues. We have depicted the drawbacks of CL-PKEmes

Encryption (SMCLE). They constructed random oraclg oposed by Al-Riyami et al.And also we discusseola the

model which exhibits strong and secured systemsatitigor

in [18] suggested an enhanced Certificateless rediary

Re- Encryption scheme (CL-PRE). They discussed tatheu
data sharing process in cloud computing modelsy Sbkved

the issue of key escrow from matched records. Ctatipnal

cost was significantly minimized by the standareraptions.
They also discussed about the Chosen Ciphertadkatthe
author in [19] proposed a generic certificateleEd/Kscheme
based on public key encryption ID-based KEM andsags
authentication code, in the standard model. Theyed the
security of the scheme against malicious-but-pas&iGC

attacks without using a random oracle model.

security schemes for Type | and Type Il attackevdets. The
problems associated with constructing a certifieste
encryption scheme that is provably secure in then§tType
| and Weak Type Il models without using the randmacle
methodology were also considered. Hence, we coadluat
the Certificateless Public Key Encryption (CL-PKE)iot
furnished completely for providing better cryptoginé

solutions. The infrastructures of the CL-PKE scheimeve to
be focused. The key revocation problems for cediéless
encryption schemes which develop from the baselirieose
identity-based encryption, does not seem to bewsteqvay
of revoking a user’s right to decrypt messaged arforming

Secondly, they proposed a certificateless tagebasgsers when a public key is no longer valid. Theritistion

KEM scheme based on the concept proposed in [208y T
also showed the construction of a hybrid certibtegs
encryption scheme by applying Abe et al.’s transftion to

problem is more unusual. Any solution to the problef
public-key distribution has to prevent a user being
overwhelmed with ‘false’ public keys, and the perhl of

schemes were less efficient
certificateless KEM scheme of [21] in which onlyndam
oracle models were used to prove the security.atiieor in
[22] proposed certificateless encryption schemesthia

standard model and proved the secure against strong
adversaries without using random oracle models. Thg

proposed scheme was based on a combination
certificateless encryption schemes, public key yptan

schemes, and the extended version of [23] and f{éd]
non-interactive zero-knowledge proofs. In [25],tshowed
that the schemes of [26] and [21] were insecureraqdired
random oracle models to prove their security. Théey

proposed an improved and secure scheme againsicions
KGC attack in the standard model.

The study on key generation technique was stuioyed
author [27] where one public key was used for anefe key
generation using CL-PRE. They resolvedbilinear iBiff
Hellman issue. The author [28] discussed the ittt ID
based public key cryptosystem using the revocatiomcepts.
In order to provide the forward and backward seguri
Revocable Storage ldentity Based Encryption (RSIBE3
framed to update the ciphertext eventually. Twatipa
authenticated based certificateless public key ygtion
scheme was introduced. The author in [29] stuttiecgimilar
approach under multi-authorityby identifying thaiser’s
attributes. The main intention of the Identity dds
cryptography is to decrypt the ciphertext by it¢eided
users.The author in [30]
(ID-PKC) which eliminates the need for certificatyy
deriving public keys for users directly from
human-memorizable information, such as e-mail asidasd
IP address. The private keys are fully generated Byivate

Identity-based Cryptogyaph

their[11]

but comparable to the
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