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Abstract— Cloud computing is an Internet-based computing
model which provides several resources through ClauService
Providers (CSP) to Cloud Users (CU) on demand forx@ansion.
Although, cloud computing is facilitating the Information
technology industry, the research and developmenhithis arena
is yet to be satisfactory. The Cloud is shorthand tdescribe the
huge interconnected network of servers designed tdeliver
computing resources without a sense of location. @id
computing is really a collection of licensed servés provided by
different vendors. Cloud services take technology amagement
and technology acquisition away, and replace it wht products
that are managed elsewhere and are only active whereeded.
There are number of users used cloud to store theipersonal
data, so that data storage security is required oithe storage
media. The major concern of cloud environment is secity
during upload the data on cloud server. Data storag at cloud
server attracted incredible amount of consideratioror spotlight
from different communities. However, the cloud envionment is
considered untrusted as it is accessed through Ireet.
Therefore people have security concerns on data st in cloud
environment. We proposed a new approach for secungktoring
our data in cloud and integrity checking mechanismby which
we can check whether data integrity is preserved onot at the
time of data retrieval.

Index Terms—Cloud services, security, data integrity, Cloud
Service Providers(CSP),storage media

I. INTRODUCTION

The origin of the expression cloud computingbsaure,
but it appears to derive from the practice of usirgings of
stylized clouds to denote networks in diagramsamfiguting
and communications systems. The term came intolappse
in 2008, though the practice of providing remoteess to
computing functions through networks dates backht®
mainframe time-sharing systems of the 1960s an@<.9or
decades, efforts to create large-scale computiiastivere
frustrated by constraints on the capacity
telecommunications networks such as the telephysters. It
was cheaper and easier for companies and othenipagans

to store data and run applications on private cdimgu
The

systems maintained within their own facilities.
constraints on network capacity began to be remavebe

1990s when telecommunications companies invested

high-capacity fiber-optic networks in responsette tapidly
growing use of the Internet as a shared network

exchanging information. Cloud computing is dynarhjca

scalable because users only have to consume thenaiob
online computing resources they actually want. daste are
used to drawing as much or as little electricitywas need
from the power grid, so anybody can now obtain asyhor as
few computing resources from the cloud as theyiregu any
particular point in time.

Cloud computing is device-independent because cloud
computing resources can be accessed not just from a
computer on the Internet, but also any type of agemp
Provided that it has an Internet connection anélabvowser,
it really does not matter if the computer beingduse a
traditional desktop or laptop PC, or a tablet, spi@ne or
smart TV. Such device independency is also a Kilature of
cloud computing because it means that users cane mov
between computing devices -- such as their work liRthe
PC, laptop and tablet -- without having to worrgttthey will
always have access to the latest versions of fitesr Cloud
computing is task centric because the usage medmhsed
entirely around what users want to achieve, rathen any
particular software, hardware or network infrastuue.

Social

Social: latforms, behavior, business

Mobile

Mability: BYOD, behavior and ability

of

Distributed, hybrid/public, scaling

Iﬂgure: 1.1 Overview Uses of Cloud

for IIl. TYPESOFCLOUDS

There are different types of clouds that you cdrsstibe to
depending on your needs. As a home user or smsithéms
owner, you will most likely use public cloud seresc
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1. Public Cloud - A public cloud can be accessediy
subscriber with an internet connection and acaeisetcloud
space.

2. Private Cloud - A private cloud is established &
specific group or organization and limits accesgust that
group.

3. Community Cloud - A community cloud is sharedam
two or more organizations that have similar
requirements.

second classification for which security is an aatdinary

concern. These customers may not bear the cosheof t
extravagance of keeping up private stock pilingevtiiey are
occupied with spending somewhat more cash on kgamn

their security on the cloud. On the off chance tha

customer itself is an organization giving admirmsbns to
others, the infringement of security of the customBiuences

the protection of its clients. Uncommonly organizas

managing monetary, instructive, wellbeing or lavégslues of

cloudndividuals are unmistakable targets and spillimgimation

of such organizations can do noteworthy damagehéir t

4. Hybrid Cloud - A hybrid cloud is essentially aclients. Information in this connection alludeghe monetary

combination of at least two clouds, where the ctondluded
are a mixture of public, private, or community Seéiyu

state of a client, the probability of an individuggtting a
terminal condition, the probability of an individubeing
included in a wrong doing and so on. At times spill

The information housed on the cloud is often segn @nformation with respect to a specific organizatfompts a

valuable to individuals with malicious intent. Thas a lot of
personal information and potentially secure dat freople
store on their computers, and this informationdsvrbeing
transferred to the cloud. This makes it criticat j@u to
understand the security measures that your cloodger has
in place, and it is equally important to take peedo
precautions to secure your data. The first thing st look
into is the security measures that your cloud glewalready
has in place. These vary from provider to proviatet among
the various types of clouds. What encryption meshaal the
providers have in place? What methods of protectimthey
have in place for the actual hardware that youa ddll be
stored on? Will they have backups of my data? @y thave
firewalls set up? If you have a community cloudatbarriers
are in place to keep your information separate father
companies? Many cloud providers have standard tamds
conditions that may answer these questions, butdiee user
will probably have little 4 negotiation room in theloud
contract. A small business user may have slightiyermoom
to discuss the terms of their contract with thevfter and will
be able to ask these questions during that timereTlare
many questions that you can ask, but it is impétachoose
a cloud provider that considers the security ofrydata as a
major concern. No matter how careful you are withury
personal data, by subscribing to the cloud you wéllgiving
up some control to an external source. This digtdnatween
you and the physical location of your data creatbarrier. It
may also create more space for a third party tesscgour
information. However, to take advantage of the fitnef the
cloud, you will have to knowingly give up directrtool of
your data. On the converse, keep in mind that rotmstd
providers will have a great deal of knowledge ow ho keep
your data safe. A provider likely has more resosiraed
expertise than the average user to secure thejpu@ns and
networks.

. IMPORTANCEOFCLOUD SECURITY

Cloud security is a provisional issue as all cusimmon't
have the same requests with respect to securitjeSare
fulfilled by the present arrangement while othaes entirely
worried about their security. The proposed framéwisr
outlined ideally for the customers having a pladthwhe

disaster.
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Figure: 3.1 Cloud Security Design

V. CLOUD SECURITYDYNAMICS

» 3 Key Practices

» Gain Visibility

e Trust but Verify

» Monitor and Investigate
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Figure: 4.1 Cloud Security Dynamics
V. DISTRIBUTION TECHNIQUEFORTHE
CLOUD

To dispense with the issue of securing all dataafent to
the same supplier, data can be part into piecepasskd on

the framework as
disappointment. To dispose of this, different sigrpl of
cloud information can be presented. In the eventaofous
information suppliers, for every customer, a pailtc
supplier will go about as the essential supplieat thill

transfer information, though different suppliersl\gb about
as auxiliary suppliers who can perform the inforiorat
recovery operations, demonstrates the amplifiechdraork
engineering with numerous suppliers of informatidine

following building issue is the unwavering quality the

Cloud Data Supplier executed at an outsider serVer.
understand this, the Cloud Data Supplier can beutzd at
customer side by utilizing tables and piece paintGloud
Supplier. A download able run down of Cloud Suppgliean
be utilized to create the Cloud Supplier Table.t@uer will

likewise need to keep up Chunk Table for his lunifisis

methodology has a few confinements. Customer wiluire
some memory where the tables will dwell. The follogv
issue to consider is the quantity of security lsveDur
proposed frame worker commends however is not cainstd

to security levels. Number of security levels carelpanded
or diminished in view of prerequisites.

VII. APPLICATION OFTHEARCHITECTURE

among various cloud suppliers. The advantage of thi

scattered system can be imagined when an aggreisésra
specific client however the apportionment of ddibges him

to concentrate on different cloud suppliers, making

livelihood dynamically troublesome. Cloud build aisks as
for cloud incorporates aggressors of two classisliative

laborers inside supplier and outside assailantsigAment of
data pieces among different suppliers limits a d@lsupplier
from getting to all chunks of a client. Despite thay that the
cloud supplier performs cloud on pieces provided tfe

supplier, the expelled data stays insufficient. &@in, cloud
data from coursed sources is trying. Outstandimglgting

data from various sources is cumbersome and cengist
prompts unsuccessful cloud. So outside assailaptergising

access to various suppliers can't use cloud effdgti

Delineated sending of data over different databasesch a
configuration to ensure, to the point that the enéstion of
the substance of any one database does not unubimta
infringement of security. The appropriated workfogcloud

rethinks the secluding of information to the degueatecting

security from cloud based attacks.

VI. ARCHITECTUREISSUESOFTHE CLOUD

COMPUTING

In this area we examine our proposed frameworkgdesi
that forestalls information mining construct prdiec
assaults in light of the cloud. Our framework coisgs of two
noteworthy segments: Cloud suppliers and custonigrs.
Cloud supplier’s gets information as records fraratomers,
parts each record into lumps and circulates theseeg
among cloud suppliers. Cloud Providers store irmfaf
chunks. The main thing to consider in frameworkigiess
that a solitary information supplier can make alboeck in

The application design of the proposed framework is

propelled by the Google record framework. The Gedgle
System is an adaptable dispersed record framework f
substantial appropriated data-serious applicatidksthe

point when a customer runs an application utiliziegords,
the application can ask for individual by givingtorall data
of a document by subtle elements. In both the dhsesecret
word will must be sufficiently favored to requeketdata. In
the event that the benefit level of the secret wisrdnore

prominent than or equivalent to the benefit leviethe data,
the Cloud Data Supplier utilizes the data filediak a part of
the customer table to recognize the relating datie data
table. The data table gives the virtual id of thlating data. It
likewise gives the cloud supplier list which digfiishes the
comparing supplier section/passages in the cloyplsn

table.

it can be the single purpose of
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Figure: 7.1 Application Architecture of Cloud Conting

The passage/sections of the cloud supplier table gi

information with respect to the supplier puttingegvthe data.
In the wake of distinguishing the cloud supplid®e Cloud
Data Supplier utilizes the virtual ideas the wayget the
required data from the relating supplier. At thainp the data
is gone to the application. Consider a situati@mfiwhere a
data solicitation to Cloud Data Supplier is madbzirig the

fourfold is recorded as a customer on Client Tabid the
secret word is recorded. As the protection levelthud

watchword and the data is equivalent, the secretlvi®
sufficiently special to request the data. So theu@lData
Supplier checks the section of data Table whiclouers the
identity of the information.

VIIl. CONCLUSION

Challenging security of cloud data is still a tegtissue.
Cloud administration suppliers and in addition otk@rd

(4]

(5]

(6]

(71

(8]

9]

[10]

[11]

parties use distinctive data mining systems to reecu

important information from client data facilitatezh the
cloud. In this paper, we have talked about thecefhé cloud
and have proposed a circulated structure to elimidanger
with respect to cloud data. In spite of the facatthhe
proposed framework gives a compelling way to cleecurity
from attackers, it presents when customer needettdo all
data as often as possible, e.g. customer needpstéprm a
worldwide data examination on all data. The exationa
may need to get to data from various areas, widitieion. In
future, we anticipate enhancing security issues.
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