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Abstract—          Internet is gaining more and more popular 

now a days, so there is need to provide security for everything on 
internet. One of the most important concepts where we need to 
provide higher security is in communication between sender and 
receiver. Due to security threats the requirement of the secure 
transmission of the data is also increased the reason for 
developing the Data Hiding is the easy access of images, 
documents confidential data by the hackers who always monitor 
the system. Data hiding is the process of secretly embedding 
information inside a source without changing its content and 
meaning there is numerous techniques which hides the data. 
This paper aims to implement data hiding in compressed video. 
Like data hiding in images and raw video which operates on the 
images themselves in the spatial or transformed domain which 
are vulnerable to steganalysis. The sender first uses the 
stenographic application for encrypting the secret message. For 
this encryption, the sender uses text document in which the data 
is written and the image as a carrier file in which the secret 
message or text document to be hidden. The sender sends the 
carrier file and text document to the encryption phase for data 
embedding, in which the text document is embedded into the 
image file.In encryption phase, the data is embedded into carrier 
file which was protected with the password now the carrier file 
acts as an input for the decryption phase. The image in which 
data is hidden i.e. the carrier file is sent to the receiver using a 
transmission medium. E.g. Web or e-mail. The receiver receives 
the carrier file and places the image in the decryption phase. 
Now the carrier file acts as an input for the decryption phase. 
The image in which data is hidden the carrier image is sent to 
the receiver using a transmission medium. E.g. Web or e-mail. 
The receiver receives the carrier file and places the image in the 
decryption phase. 
 

Index Terms— Streaming media, Access Control, Time 
domain analysis, Encryption, Video Content Sharing. 

I. INTRODUCTION 

  With the rapid development of communication 
technologies and mobile devices, video applications (e.g., 
video chat, video conference, movies, short sight, etc.) have 
become more and more popular in our daily life.  

Meanwhile, the demands on video quality and user 
experience have also been increasing significantly in many 
video applications, such as Ultra-high definition (UHD) live 
streaming, 3D movies, instant high definition (HD) video 
messages and so on. The ever-increasing demands pose great 
challenges on video processing, coding, presentation as well 

 
 

as communication, especially when the resources of media 
devices (e.g., bandwidth, power and computation) are limited.  

Cloud computing, due to its flexible,scalable and economic 
resources, is a natural fit for storing, processing and sharing 
multimedia contents. 

A. Video Processing 

Video processing is a method to convert a video into digital 
form and perform some operations on it, in order to get an 
enhanced video or to extract some useful information from it. 
It is a type of signal dispensation in which input is video, like 
video frame or photograph and output may be image or 
characteristics associated with that image. Usually video 
Processing system includes treating images as two 
dimensional signals while applying already set signal 
processing methods to them. 

It is among rapidly growing technologies today, with its 
applications in various aspects of a business. Video 
Processing forms core research area within engineering and 
computer science disciplines too. 

B. Steganography Image Analyses 

 There are currently three effective methods in applying 
Image Steganography: LSB Substitution, Blocking, and 
Palette Modification1. LSB (Least Significant Bit). 

 Substitution is the process of modifying the least 
significant bit of the pixels of the carrier image. Blocking 
works by breaking up an image into blocks and using Discrete 
Cosine Transforms (DCT).  

Each block is broken into 64 DCT coefficients that 
approximate luminance and color the values of which are 
modified for hiding messages. Palette Modification replaces 
the unused colors within an image‘s color palette with colors 
that represent the hidden message. I have chosen to 
implement LSB Substitution in my project because of its 
ubiquity among carrier formats and message types.  

With LSB Substitution I could easily change from Image 
Steganography to Video Steganography and hide a zip 
archive Instead of a text message. LSB Substitution lends 
itself to become a very powerful Steganography method with 
few limitations. 

LSB Substitution works by iterating through the pixels of 
an image and extracting the ARGB values. It then separates 
the color channels and gets the least significant bit. 
Meanwhile, it also iterates through the characters of the 
message setting the bit to its corresponding binary value3. 
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II.  METHODOLOGIES USED FOR INTRUSION 

DETECTION SYSTEM 

A. System Model 

We consider a multi-authority access control system for 
cloud storage, as described in Fig.1. There are five types of 
entities in the system: the data owners (owners), the cloud 
server (server), the data consumers (users), the attribute 
authorities (AAs) and a certificate authority (CA). The owners 
define the access policies and encrypt their data under the 
policies before hosting them in the cloud. The server stores 
the owners’ data and provides data access service to users. 
Each attribute authority is a trusted entity that is responsible 
for setting, revoking and updating user’s attributes within its 
Administration domain. The CA is a fully trusted entity which 
is responsible for issuing a global UID for each user and AID 
system. 

 
Fig 1 System Model of Multi-authority Access Control in Cloud Storage 

B. Security Model 

The security key has provided by two attribute 1.By Time 
2.By passkey. In time a manual or automatic time as keyword 
is used so that the security over the time attribute is increased. 
In second a secret symmetric passkey is used to encrypt and 
decrypt the content. 

 

C. Secret Video Selection 

Here the secret video to be hidden is selected and the secret 
key with time is used for encryption, after that encryption 
details are shown below in that box. The reason why time and 
key used in same box is to increase the complexity for 
intruders (hackers) If the key or password is wrong the pop-up 
box of wrong passkey will not be shown, it is to confuse the 
intruders So that the intruder will have no knowledge of whets 
going on the entire process, so hacking of data is not possible. 

After that selection the videos are partitioned into frames 
and encrypted, then later in next process the merging of that 
frames using LSB technique will occur. The least significant 
bit has the self-reversible embedding, so the correct frame. 

D. ADVANTAGES 

Merging of secret video with sample video make 
complications to intruders. 

Time taken for decryption is less than that of encryption. 
Self reversible embedding makes the extraction process 

easier. 

III.  SYSTEM ARCHITECTURE 

 
Fig 2 System Architecture 

A. Secret Video Selection 

In this module,the processing of secret video takes place 
after the selection of video. 

B. FRAMES  PARTITION  

SELF REVERSIBLE EMBEDDING  - followed by 
video encryption.  

 
Fig 3 Video Hiding Menu 

C. FRAME PARTITION 

The selected secret video is partitioned into several frames 
and after that encryption of data with secret key takes place. 

D. SELF REVERSIBLE EMBEDDING  

             The goal of self-reversible embedding is to embed 
the encrypted video frames into the sample video. 

E. Data Encryption 

In cryptography, Two fish is a symmetric key block cipher 
with a block size of 128 bits and key sizes up to 256 bits. It 
was one of the five finalists of the Advanced Encryption 
Standard contest, but it was not selected for standardization.  

Two fish is related to the earlier block cipher Blowfish. It 
uses 16 rounds to produce the encrypted video. 
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Fig 4 Secret Video Selection 

F. Embedding Process 

In the data embedding phase, some parameters are 
embedded into a small number of encrypted pixels, and the 
LSB of the other encrypted pixels are compressed to create a 
space for accommodating the additional data and the original 
data at the positions occupied by the parameters.  

 
Fig 5  Hiding Secret video in Source Video 

G. Data Extraction and Video Restoration 

In this module,after providing the correct key the secret 
video gets extracted from sample video.  

 
Fig 6 Secret Video Extraction from Source Video 

H. Peak Signal-To-Noise Ratio (PSNR) 

The mean squared error (MSE) for our practical purpose 
allows us to compare the trueǁ pixel values of our original 
image to our degraded image. The MSE represents the 
average of the squares of the "errors" between our actual 
image and our noisy image. The error is the amount by which 
the values of the original image differ from the degraded 

image. The proposal is that the higher the PSNR, the better 
degraded image has been reconstructed to match the original 
image and the better the reconstructive algorithm.  

This would occur because we wish to minimize the MSE 
between images with respect the maximum signal value of the 
image. For color images, the MSE is taken over all pixels 
values of each individual channel and is averaged with the 
number of color channels. Another option may be to simply 
perform the PSNR over a converted luminance or greyscale 
channel as the eye is generally four times more susceptible to 
luminance changes as opposed to changes in chrominance.  

This approximation is left up to the experimenter. Data 
Embedding Procedure The encrypted message to be hidden is 
converted into its ASCII equivalent character and 
subsequently into binary digit. For an example if the character 
is an encrypted character of the message then as ASCII value 
for  is 116 and binary value for it is 1110100.As image 
comprises of pixel contribution from red, green and blue 
components and each pixel has numbers from the color 
components (for 24-bit bitmap image each of red, green and 
blue pixel has 8 bit).  

At 8 bit of the color number, if we change least significant 
bits, our visual system cannot detect changes in pixel and thus 
it is possible to replace message bits with image pixel bit. For 
example if we consider the pixel value 10111011, and we 
want to store the information in the least significant bit, at the 
worst situation the pixel changes to 10111010. 

IV.  CONCLUSION 

       A reversible steganographic algorithm using texture 
synthesis. Given an original source texture, our scheme can 
produce a large steganographic synthetic texture concealing 
secret messages. We believe our proposed scheme offers 
substantial benefits and provides an opportunity to extend 
steganographic applications. Another possible study would be 
to combine other steganography approaches to increase the 
embedding capacities. 
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