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Abstract— Internet is gaining more and more popula
now a days, so there is need to provide securityrfeverything on
internet. One of the most important concepts whereve need to
provide higher security is in communication betweersender and
receiver. Due to security threats the requirement fothe secure
transmission of the data is also increased the reas for
developing the Data Hiding is the easy access of ages,
documents confidential data by the hackers who alwe monitor
the system. Data hiding is the process of secretgmbedding
information inside a source without changing its cotent and
meaning there is numerous techniques which hides ¢hdata.
This paper aims to implement data hiding in compressd video.
Like data hiding in images and raw video which opertes on the
images themselves in the spatial or transformed damm which
are vulnerable to steganalysis. The sender first usethe
stenographic application for encrypting the secretmessage. For
this encryption, the sender uses text document inhich the data
is written and the image as a carrier file in whichthe secret
message or text document to be hidden. The sendemds the
carrier file and text document to the encryption ptase for data
embedding, in which the text document is embeddedhto the
image file.In encryption phase, the data is embeddento carrier
file which was protected with the password now thearrier file
acts as an input for the decryption phase. The imag@& which
data is hidden i.e. the carrier file is sent to theeceiver using a
transmission medium. E.g. Web or e-mail. The receivaieceives
the carrier file and places the image in the decryion phase.
Now the carrier file acts as an input for the decrption phase.
The image in which data is hidden the carrier imagés sent to
the receiver using a transmission medium. E.g. Webr @-mail.
The receiver receives the carrier file and places thimage in the
decryption phase.

Index Terms— Streaming media, Access Control, Time
domain analysis, Encryption, Video Content Sharing.

I. INTRODUCTION

With the rapid development
technologies and mobile devices, video applicatifmg.,
video chat, video conference, movies, short sigtat) have
become more and more popular in our daily life.

as communication, especially when the resourcesatfia
devices (e.g., bandwidth, power and computatios)ianited.

Cloud computing, due to its flexible,scalable andr@mic
resources, is a natural fit for storing, processing sharing
multimedia contents.

A. Video Processing

Video processing is a method to convert a videwdingital
form and perform some operations on it, in ordegebd an
enhanced video or to extract some useful informéftiom it.

It is a type of signal dispensation in which infuvideo, like
video frame or photograph and output may be image o
characteristics associated with that image. Usueidieo
Processing system includes treating images as two
dimensional signals while applying already set aign
processing methods to them.

It is among rapidly growing technologies today, hnits
applications in various aspects of a business. &/ide
Processing forms core research area within engimgeend
computer science disciplines too.

B. Seganography Image Analyses
There are currently three effective methods inapg
Image Steganography: LSB Substitution, Blockingd an
Palette Modificationl. LSB (Least Significant Bit).
Substitution is the process of modifying the least
significant bit of the pixels of the carrier imagglocking
works by breaking up an image into blocks and uBiisgrete
Cosine Transforms (DCT).

Each block is broken into 64 DCT -coefficients that
approximate luminance and color the values of which
modified for hiding messages. Palette Modificatieplaces
the unused colors within an image's color palefit® wolors
that represent the hidden message. | have chosen to

of communicationmplement LSB Substitution in my project becauseitsf

ubiquity among carrier formats and message types.
With LSB Substitution | could easily change fromaige
Steganography to Video Steganography and hide a zip

Meanwhile, the demands on video quality and usefrchive Instead of a text message. LSB Substitutoas

experience have also been increasing significantlnany
video applications, such as Ultra-high definitiddHD) live
streaming, 3D movies, instant high definition (Hiayleo
messages and so on. The ever-increasing demang g ead
challenges on video processing, coding, presentatiowell

itself to become a very powerful Steganography oethith
few limitations.

LSB Substitution works by iterating through the gs<of
an image and extracting the ARGB values. It thgrasses
the color channels and gets the least significaitt b
Meanwhile, it also iterates through the charactfrshe
message setting the bit to its corresponding binalye3.
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II. METHODOLOGIESUSEDFORINTRUSION
DETECTIONSYSTEM

A. System Model

We consider a multi-authority access control system
cloud storage, as described in Fig.1. There aetfipes of
entities in the system: the data owners (ownehs),doud
server (server), the data consumers (users), tiibdubd
authorities (AAs) and a certificate authority (CAje owners
define the access policies and encrypt their datteiuthe
policies before hosting them in the cloud. The sestores
the owners’ data and provides data access sewicsdrs.
Each attribute authority is a trusted entity tisatdsponsible
for setting, revoking and updating user’s attrisuagthin its
Administration domain. The CA is a fully trustedignwhich
is responsible for issuing a glohalD for each user and AID
system.

Data Access : TS 1
Encrypted Data

TS 1- Time Slot 1
TS 2- Time Slot 2

Fig 1 System Model of Multi-authority Access ConiroCloud Storage

B. Security Model

The security key has provided by two attribute 1TBye
2.By passkey. In time a manual or automatic timkegsvord
is used so that the security over the time atteilimitncreased.
In second a secret symmetric passkey is used typrand
decrypt the content.

C. Secret Video Selection

Here the secret video to be hidden is selectedrenskecret
key with time is used for encryption, after thatmption
details are shown below in that box. The reasontimgy and
key used in same box is to increase the complekity
intruders (hackers) If the key or password is wrthrggpop-up
box of wrong passkey will not be shown, it is tonfise the
intruders So that the intruder will have no knowjeaf whets
going on the entire process, so hacking of datatpossible.

After that selection the videos are partitioned iframes
and encrypted, then later in next process the mgrgfi that
frames using LSB technique will occur. The leaghgicant
bit has the self-reversible embedding, so the coframe.

D. ADVANTAGES

Merging of secret video with sample video make

complications to intruders.
Time taken for decryption is less than that of gption.

Self reversible embedding makes the extraction gg®c

easier.

. SYSTEMARCHITECTURE

select input video

4 i 3
Embedding encrypted Encrypt data using
content on a video Two-fish

\ \ V,

Decrypt the video
using Time + Key

Secret + Encrypted
video

Souree video [Decmpted Hidden
Video

Fig 2 System Architecture

A. Secret Video Selection

In this module,the processing of secret video tgkase
after the selection of video.

B. FRAMES PARTITION

SELF REVERSIBLE EMBEDDING
video encryption.

“ideo Hiding in Motion “Wector wideo

- followed by

Secret Video Selection
Hide The Secret WVideo
Secret Video Extraction
Exit

Fig 3 Video Hiding Menu

C. FRAME PARTITION

The selected secret video is partitioned into se\feames
and after that encryption of data with secret ks place.

D. SELF REVERSBLE EMBEDDING

The goal of self-reversible embeddmtp embed
the encrypted video frames into the sample video.

E. Data Encryption

In cryptography, Two fish is a symmetric key blaggher
with a block size of 128 bits and key sizes up %6 Dits. It
was one of the five finalists of the Advanced Emptign
Standard contest, but it was not selected for statizhtion.
Two fish is related to the earlier block cipher Bfish. It
uses 16 rounds to produce the encrypted video.
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Select The Secret Video to be Hide € Wsersichrisio\Documents'projeciragiforoman m| Browse

Enter The Key

With Time

Encryption

Encrypted Detils 0 216 130 243 41 U8 284 98 109 176 89 V7 158 225 19 207 63 T 126 127 1

Fig 4 Secret Video Selection
F. Embedding Process

In the data embedding phase, some parameters

embedded into a small number of encrypted pixeld, the
LSB of the other encrypted pixels are compressexidate a
space for accommodating the additional data andriigaal

data at the positions occupied by the parameters.

Select The Video Browse

Selected Video

Video Hide

Hidden Video

Fig 5 Hiding Secret video in Source Video

G. Data Extraction and Video Restoration

In this module,after providing the correct key gecret
video gets extracted from sample video.

Secret Video Extraction From Source Video

Enter The Key
With Time

das1:20

Extraction

Extracted Video 50 216 130 243 41 88 214 98 109 176 89

Decrypted Video

Secret Video After
Extraction

PENR

550689

Fig 6 Secret Video Extraction from Source Video

H. Peak Signal-To-Noise Ratio (PS\NR)

The mean squared error (MSE) for our practical psep
allows us to compare the ttugixel values of our original
image to our degraded image. The MSE represents tfig

average of the squares of the "errors" betweenactual
image and our noisy image. The error is the ambymthich
the values of the original image differ from thegdsled

image. The proposal is that the higher the PSN& bttter
degraded image has been reconstructed to matdritiieal
image and the better the reconstructive algorithm.

This would occur because we wish to minimize theBMS
between images with respect the maximum signakvaidhe
image. For color images, the MSE is taken ovempidéls
values of each individual channel and is averagid the
number of color channels. Another option may bsitaply
perform the PSNR over a converted luminance orspadg
channel as the eye is generally four times moreegpible to
luminance changes as opposed to changes in chnoceina

This approximation is left up to the experimenteata
Embedding Procedure The encrypted message to derhisl
converted into its ASCIl equivalent character and
subsequently into binary digit. For an examplééf tharacter
iss@n encrypted character of the message then @ A8lue
for is 116 and binary value for it is 1110100.Asage
comprises of pixel contribution from red, green dride
components and each pixel has numbers from ther colo
components (for 24-bit bitmap image each of redegrand
blue pixel has 8 bit).

At 8 bit of the color number, if we change leaghsicant
bits, our visual system cannot detect changescel pnd thus
it is possible to replace message bits with imagel jpit. For
example if we consider the pixel value 10111014 we
want to store the information in the least sigwifitbit, at the
worst situation the pixel changes to 10111010.

IV. CONCLUSION

A reversible steganographic algorithm usiegture
synthesis. Given an original source texture, oliese can
produce a large steganographic synthetic textuneeading
secret messages. We believe our proposed schemes off
substantial benefits and provides an opportunitgxtend
steganographic applications. Another possible stvalyld be
to combine other steganography approaches to iserdee
embedding capacities.
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