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Abstract— A MANET is an infrastructure-less type of networks
medium, which consists of numerous numbers of molglnodes in
the communication process and get interface with ber mobile
nodes present in the range. The nodes are presentr@mically
and establish connection paths with one another ithe wireless
network. The environment and configuration of such vreless
networks makes it striking to different types of atackers.
Defence from the attackers or attacks are a most iportant
concern for protected message transmission betweemobile
nodes. MANET has no obvious procession of defence, st is
reachable to both justifiable network users and matious
attackers. The presence of malicious or clone nodes the
network is one of the major dispute in MANET is to popose the
robust security clarification that can defend MANET from
various routing attacks or attackers intrusion. MANET can
control in seclusion or in organization with a wiral
infrastructure networks, frequently through an opportunity node
contributing in both networks for transfer or communication
relay. This give, beside with their self-organizingfacilities, is
some of MANET's biggest potencies, as well as theiriggest
defence weaknesses.

Keywords-MANET, mobile-node, malicious-attacker, gatavay.

I. INTRODUCTION

transmission takes place in open medium makes thiBTs
more vulnerable to security attacks. In the presericsecurity
protocol effect of various attacks can be redudds: mobile
hosts dynamically establish paths among one andaiherder

to communicate. Therefore, the success of MANET
communication highly relies on the collaboration tbfe
involved mobile nodes.

b
w SOURCT » ‘
5 -
- -

FRANSMISSION RANGE

Figure 1: Structure of Mobile Ad-hoc Networks

A MANET [5] is a most promising and rapidly growing \yjreless ad-hoc networks [2] play a vital role ihet

technology which is based on a self-organized apidly
deployed network. Due to its great features, MAN#Efracts
different real world application areas where theawoeks
topology changes very quickly. Nodes in MANEBEs Goin
and leave the network dynamically [1]. There isfixed set
of infrastructure and centralized administratiorthis type of

networks. Nodes are interconnected through wiralgssface.

The dynamic nature of such type networks makesginli
susceptible to various link attacks. The basic irequents for
a secured networking are secure protocols whiclirenthe
confidentiality, availability, authenticity, inteity of network.
Many existing security solutions for wired networlkse
ineffective and inefficient for MANET environmenfs the
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communications fields. This is due to the strongnal
transmission at the critical situation also in tadtle fields.
These type of wireless communication also used tifar
various purposes. Wireless mobile Ad-hoc networlAMET)
and its various attacks and also discuss aboutdhision of
the nodes in the networks. The MANET is attacked by
different types of attacks but the collision of Bedccurs due
to mobility of the mobile and deals with the flonditime of
the networks, whereas the communication betweemwber
more devices by intermediate nodes itself withouy a
centralized system so that attacks can be achieasity in the
network. The flooding time is very significant role the
mobile ad hoc networks.



International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353Volume 12 Issue 2 —-JANUARY 2015.

environment of MANETs makes the design and
implementation of IDSs a very challenging tasktHis paper,
we present a non-overlapping Zone-Based Intrusiete@ion
System (ZBIDS) that fits the requirement of MANETGn the
Il. PREVIOUSTECHNIQUES FORPREVENTION OFATTACKS IN  |ocal detection part, we present a general intrusietection
MANET agent model and propose a Markov Chain based agomal
detection algorithm. We focus on the protectionMANET
The migration [6] to wireless network form wiredrouting protocols and present the details regardeature
network has been a worldwide trend within the pfest selection, data collection, data preprocess, Markihain
decades. Among all the up to date wireless netwdvkbile construction, classifier construction and parameteing. We
Ad hoc Network (MANET) is one amongst the foremostemonstrate that local detection alone cannot aehie
necessary and distinctive applications. On the raoptto desirable performance. Therefore, we further prepas
ancient specification, MANET doesn't need a sehetfvork collaboration mechanism among ZBIDS agents and an
infrastructure; each single node works as eachamstnitter aggregation algorithm used by gateway nodes. Widnt a
and a receiver and they trust their neighbors leyyrmessages.information from a wider area, gateway nodes’ ID&nc
Nodes communication directly with one another cilnesy are effectively suppress many falsified alerts and mevmore
in range intervals constant communication variglse Belf- diagnostic information about the occurring attacRecurity
configuring ability of nodes in MANET created itstsionable officers can have a general understanding aboutattaeks
among vital mission applications like military user using the proposed MANET Intrusion Detection Messag
emergency recovery. Unfortunately, the open medamd Exchange Format (MIDMEF). We carry out extensive
remote distribution of MANET create it at risk ofimerous simulation to evaluate the performance of ZBIDSlifferent
kinds of attacks. So, it is crucial to developa@éit intrusion- mobility levels. Simulation results show that ZBID&n
detection mechanisms to protect MANET from attadkgshis achieve desirable performance and meet the security
project, we define solid privacy requirements reigag requirement of MANETS.
malicious attackers in MANET. Then we propose and
implement a new intrusion-detection system nametbBoed Flooding-based[10] route discover y is usually
Adaptive Acknowledgment (EAACK) specially designfedt  preferred in MANETs in order to set up theute with
MANETs. Compared to contemporary approaches, EAAQi€liability between transmission pair. Howeverthis
demonstrates higher malicious-behavior-detectiotesrain approach may cause a serious contentionnfarmation
certain circumstances while does not greatly affdwd transfer between adjacent nodes and a conbldemmount
network performances. of control packets. The transfer of inforioat between
nodes is made secured by Intrusion detectimtesn (IDS).
In recent [8] years mobile ad hoc network3he architecture of IDS is discussed in thanuscript to
(MANETSs) have become a very popular research toBic. achieve the reliable and confidential transioissover
providing communications in the absence of a fixefla- MANET which follows some techniques such as WatdyD
structure MANETs are an attractive technology foaryn Confident, and CORE.
applications such as res-cue operations, tactiparations,
environmental monitoring, conferences, and the kewever, With recent [15] advances in network based
this flexibility introduces new security risks. $mprevention technology and increased dependability of our eleyylife
techniques are never enough, intrusion detectiostesys on this technology, assuring reliable operationnefwork
(IDSs), which monitor system activities and defettusions, based systems is very important. During recentsygarmber
are generally used to complement other securityhariesms. of attacks on networks has dramatically increased a
Intrusion detection for MANETSs is a complex andfidiflt consequently interest in network intrusion detectf@s in-
task mainly due to the dynamic nature of MANETsgitth creased among the researchers. This paper proxidegew
highly constrained nodes, and the lack of centrahitoring on current trends in intrusion detection togethéh\a study
points. Conventional IDSs are not easily applietheam. New on technologies implemented by some re-searcherthisn
approaches need to be developed or else existipgpaghes research area. Honey pots are effective deteatins to sense
need to be adapted for MANETSs. This chapter outlissues attacks such as port or email scanning activitighe network.
of intrusion detection for MANETs and reviews theaim Some features and applications of honey pots gukaierd in
solutions proposed in the literature. this paper.

Intrusion Detection Systems [11] (IDSs) for Mobile
Ad hoc Networks (MANETs) are indispensable since Hll. WEAKNESS INMANET'S
traditional intrusion prevention based techniques aot
strong enough to protect MANETs. However, the dyicam
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Vulnerability is a weakness in security system [1&] Attacks on mobile ad hoc networks can be classifigd
particular system may be vulnerable to unauthorideth different categories following:
manipulation because the system does not verifyser'si
identity before allowing data access. MANET is morPassive attack in this type of attack, the intruder only
vulnerable than wired network. Some of the vulngitads are performs some kind of monitoring on certain coniwers to

as follows:- get information about the traffic without injectirany fake
information [5]. This type of attack serves theaekier to gain
Lack of centralized management information and makes the footprint of the invadetvork in

MANET doesn't have a centralized monitor servereThorder to apply the attack successfully. The typepassive
absence of management makes the detection of attaatacks are eavesdropping, traffic analysis andEng:
difficult because it is not east to monitor thefftcain a highly
dynamic and large scale ad -hoc network. Lack otredized Denial of service attack: Denial of service attacks are aimed
management will impede trust management for nodes. at complete disruption of routing information ariterefore

the whole operation of ad-hoc network [2].

Resource availability

Resource availability is a major issue in MANETTraffic Analysis: In MANETSs the data packets as well as
Providing secure communication in such changirtgaffic pattern both are important for adversar[é$ For
environment as well as protection against spetfifieats and example, confidential information about networkdtmgy can
attacks, leads to development of various secucityesies and be derived by analyzing traffic patterns. Traffitalysis can
architectures. Collaborative ad-hoc environmens® alllow also be conducted as active attack by destroyinigsiovhich

implementation of self-organized security mechanism stimulates self-organization in the network, antuable data
about the topology can be gathered. Traffic analisiad hoc
Scalability networks may reveal following type of information.

Due to mobility of nodes, scale of ad-hoc netwdnkrging
all the time. So scalability is a major issue cangy security. Snooping: Snooping is unauthorized access to another
Security mechanism should be capable of handlingrge person's data [3]. It is similar to eavesdropping I3 not

network as well as small ones. necessarily limited to gaining access to data durits
transmission. Snooping can include casual obseevahan e-
Cooperativeness mail that appears on another's computer screenatching

Routing algorithm for MANETSs usually assume thatle® what someone else is typing. More sophisticatedoging
are cooperative and non-malicious. As a result dcinas uses software programs to remotely monitor activty a
attacker can easily become an important routingitaged computer or network device.
disrupt network operation by disobeying the protoco

specifications. Active attack: In this type of attack, the intruder performs an
effective violation on either the network resouroeghe data
Dynamic topology transmitted; this is done by International Journal New

Dynamic topology and changeable nodes membershyp n@omputer Architectures and Their Applications cagsi
disturb the trust relationship among nodes. Thsttmay also routing disruption, network resource depletion, amadde
be disturbed if some nodes are detected as compednirhis breaking. In the following are the types of actateacks over
dynamic behavior could be better protected withridisted MANET and how the attacker’s threat can be perfatme
and adaptive security mechanisms.

Flooding attack In flooding attack, attacker exhausts the
Limited power supply network resources, such as bandwidth and to consame

The nodes in mobile ad-hoc network need to considewde’s resources, such as computational and battewer or
restricted power supply, which will cause severabfems. A to disrupt the routing operation to cause seveggatkation in
node in mobile ad-hoc network may behave in a delfinetwork performance [6]. For example, in AODV praih a
manner when it is finding that there is only linditpower malicious node can send a large number of RREQ@ssinort
supply. period to a destination node that does not exigtémetwork.

There are different types of attacker present inNEA'S, Because no one will reply to the RREQs, these GRill
which tries to reduce the performance of network.this flood the whole network. As a result, all of thedeobattery
paper we study about various attackers and atinddANET. power, as well as network bandwidth will be consdraad

could lead to denial-of-service.

IV. DIFFERENT TYPES OFATTACKS IN MANET Black hole Attack: Route discovery process in AODV is
vulnerable to the black hole attack [8]. The meddanthat is,

155



International Journal of Emerging Technology i

n Conputer Science & Electronics (IJETCSE)

ISSN: 0976-1353Volume 12 Issue 2 —-JANUARY 2015.

any intermediate node may respond to the RREQ mesta

has a fresh enough routes, devised to reduce gpdétay, is
used by the malicious node to compromise the sydiemhis

attack, when a malicious node listens to a roujeiest packet
in the network, it responds with the claim of hayithe

shortest and the freshest route to the destinatiole even if
no such route exists. As a result, the malicioudeneasily
misroute network traffic to it and then drop theckets

transitory to it.

Cloning Attack: Clone attack or node replication attack is a
severe attack in WSNs [10]. In this attack, an ashey
captures only a few of nodes, replicates them hed tdeploys
arbitrary number of replicas throughout the netwdiris very
hard to distinguish between non compromised nodelrae
node since a clone has the same security and néatenation
of original node. Hence cloned nodes can launchreety of
other attacks. The detection of cloning attacks iwireless
sensor network is therefore a fundamental problstany
existing protocols expose the following limitationkigh

Rushing Attack: Rushing attacks are mainly against the operformance overheads, unreasonable assumptioosssiiy

demand routing protocols. These types of attacksesti the
route discovery process. On -demand routing prdsotiat
use duplicate suppression during the route disgopescess
are vulnerable to this attack [1]. When compromisexdie
receives a route request packet from the source,npfioods
the packet quickly throughout the network befortgeotnodes,

of central control, and lack of smart attack detecetc. Few
existing approaches like solved these problems.lgue we
present a security model to detect two more attalksg with
cloning attack detection with the same communicatiost
and performance overhead. We used the benefit dfileno
agent to reduce the communication cost. Also tlfepgsed

which also receive the same route request packetecet. protocol considers Mobile Wireless Sensor Network

environment.

Link spoofing attack: In a link spoofing attack, a malicious

node advertises fake links with non -neighbors terugpt Jamming: Jamming is a special class of DoS attacks which

routing operations. For example, in the OLSR protoan are initiated by malicious node after determininige t

attacker can advertise a fake link with a target® hop frequency of communication [1]. In this type ofaatk, the

neighbors. This causes the target node to seleantdicious jammer transmits signals along with security trsedamming

node to be its MPR. As an MPR node, a maliciousencah attacks also prevents the reception of legitimatekets.

then manipulate data or routing traffic, for exaeypl

modifying or dropping the routing traffic or perfoing other Active Interference: An active interference is a denial of

types of DoS attacks. service attack which blocks the wireless commuiocat
channel, or distorting communications. The effeatssuch

Node Isolation Attack: The authors in this work haveattacks depend on their duration, and th e royiregocol in

introduced an attack against the OLSR protocol imAglied use. Attacker can change the order of messageseon® to

by the name, the goal of this attack is to isoktgven node replay old messages. Old messages may be replayed t

from communicating with other nodes in the netwofke reintroduce out of date information.

idea of this attack is that attacker(s) preverk liMformation Selfish Misbehavior of Nodes: Attacks under thigegory,

of a specific node or a group of nodes from beipgead to are directly affects the self-performance of noaled does not

the whole network. Thus, other nodes who couldreotive interfere with the operation of the network. It maglude two

link information of these target nodes will notddale to build important factors.

a route to these target nodes and hence will nabbeto send Conservation of battery power, and

data to these nodes. Gaining unfair share of bandwidth

Wormhole Attack: In a wormhole attack, an attackeMalicious code attacks malicious code attacks include,
receives packets at one point in the network, “élsinthem to Viruses, Worms, Spywares, and Trojan horses, d¢ankaboth
another point in the network, and then replays thetm the operating system and user application.

network from that point [2]. Routing can be disegbtwhen

routing control message are tunneled. This tunmdlvéen Sybil attack: The Sybil attack especially aims at distributed
two colluding attacks is known as a wormhole .InRDS system environments. The attacker tries to act eaeral
AODV this attack could prevent discovery of anytesuand different identities/nodes rather than one. Thieved him to
may create a wormhole even for packet not addeestsdlf forge the result of a voting used for threshold usiég
because of broadcasting. Wormholes are hard toctdetmethods. Since ad hoc networks depend on the
because the path that is used to pass on informatiosually communication between nodes, many systems apply
not part of the actual network. Wormholes are demge redundant algorithms to ensure that the data geis $ource
because they can do damage without even knowing thedestination. A consequence of this is that &tex have a
network. harder time to destroy the integrity of information
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Eavesdropping:  The intruder silently listens to thel4]

communication by tapping the wireless link.

Man-in-the-middle attack: An attacker sites between the[5]
sender and receiver and sniffs any information dpesent
between two nodes. In some cases, attacker maysonee
the sender to communicate with receiver or impeasoithe
receiver to reply to the sender. [6]

V. CONCLUSIONS 1

In this paper, we have analyzed the security threat
an ad -hoc network faces and presented the sealijégtive
that need to be achieved. On one hand, the secsetgitive (g
applications of an ad-hoc networks require highrelegof
security on the other hand, ad-hoc network are rarity
vulnerable to security attacks. Therefore, thera iseed to
make them more secure and robust to adapt to tharmting
requirements of these networks. The flexibility,seaand
speed with which these networks can be set up inmgly will
gain wider application. Therefore, a more ambitigasl for
ad hoc network security is to develop a multi -fsecurity
solution that is embedded into possibly every comepo in
the network, resulting in depth protection thateoffnultiple
line of defense against many both known and unknown
security threats.

(9]
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