
International Journal of Emerging Technology in Computer Science & Electronics (IJETCSE) 
ISSN: 0976-1353 Volume 25 Issue 5 – APRIL 2018 (SPECIAL ISSUE). 

 

139 

 

....

... 

EXPRESSION BASED DYNAMIC PASSWORD 
Dr.D.C.Jullie Josephine#1 Jeyabalakrishnan*2 , Daniel moses*3, Aravind *4 

#1.Professor/CSE,Kings Engineering college,drdcjulliejosephine@gmail.com 

                                  * 2,*3,*4  - UG scholars,Kings Engineering college, manoj.sattankulam@gmail.com 

 

ABSTRACT - To detect a password while an internet 
user is logging in the website has been viewed as one 
of the significant problems. Password Authentication 
System  is one of the top most priority in this growing 
digital era. There are different kind of authentication 
techniques such as textual password, picture password 
biometric, etc. On the other hand, there are hackers 
who use various kind of password hacking methods 
and tools like keyboard tracker, spyware and pocket 
scooper etc, to steal the password. To prevent the 
tracing of password from intruder, one has to use a lot 
of elements in his password field. In this paper, we 
have discussed about the Expression based Dynamic 
password system which remains unbreakable, and 
overcomes the shortcomings of textual password , 
biometric etc. 

Keyword- Dynamic password, Time based password,; 
Web mining, System call function, key. 

I.INTRODUCTION 

Nowadays, the computer systems need to 
work on a network; meanwhile, the first step to 
communicate is sending a password to claim for an 
individual user’s authentication. Similarly, the Web 
Server - Web Client (browser) communication 
requires a password to be sent on the internet, whilst 
the Database Server - Database Client communication 
requires the password sending on LAN (Local Area 
Network). Typically, the password being sent from 
one station to another could possibly be captured. 
Although the complicated encoding processes can 
secure the password, it could frequently be decoded.  
So Password protection is an important activity to 
save a secured information. Mostly people may use 
textual password which consists of alphabets or 

numbers or alphanumeric. The length of the password 
determines the strength of the password.  It is hard to  

 

remember the password when the length of 
the password is long.  Picking short password 
mayincrease the vulnerabilities to attack.If passwords 
are stored in cookies, then malicious code can steal 
the information. In order to solve this problems, 
we introduce expression based dynamic 
password, which makes use of texts, numbers, 
symbols, that changes Dynamically. The user 
must know only the variable arrangements in the 
password setting.    

II PROPOSED SYSTEM 

An Expression based password generation 
technique is used to change the password automatically 
without user interaction. The passwords are not stored 
directly as a static passwords, instead they are stored like 
an expression. The expression consists of blockof various 
variable fields and combination of different key words in 
the password. The password can consist of any 
combinations of key and variable fields (this will be 
decided by the user according to his convenience) 
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                                Fig;1.1 Password Expression 

The password expressions hold key field and the three 
types of variables fields; they generated as: 

 I) Time based  

2) System call 

 3) Data mining. 
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Once the password is set by user (using different 
combinations of the variable fields and keys) they are kept 
as an Expression and loaded into the server.The password 
is verified at the time when the user is submitting the 
password, at the same time the expression stored in the 
server generates the password. If both the password is 
matched, then the authentication is achieved. 

Key Baseed Field 

The key is a static word which consist of 
collection of alphabets and symbols. This is the basic field 
which we regularly use for normal password. Since we use 
the symbols along with the alphabets this becomes more 
secure. Takes more time to crack the password. 

Time Based Variable Field: 

In this field the time acts as a dynamic variable.In 
time based password field, the password changes for each 
and every minutes.The password fields of time are railway 
time( Ranges 00:00 to 24:00) so the range of the digits are 
increased. This is one more advantage of this time based 
expression. For first 9 minutes we have one digit changes 
and from 10th minute to 60 minute we have 2 digit changes 
after an hour we have three digit changes and after 10 
hours we have 4-digit change. 

While using both key and time based field Brute force 
attack takes long time to crack the password by that time it 
finds the password the password may be changed. 

 

 

 

 

 

 

 

                    

   

 

 

 

 

 

                      Fig;1.2  key &   password 

 System Call Function Field: 

 In this system call function based field, the passwordis 
achieved using the system call function. Using the system 
call function we can obtain the current IP address of the 
system or the MAC address if the system which the user is 
using. The IP address or the MC address of the system of 
the user’s system act as the dynamic variable. The IP 
address is different for each and every system, so the 
business people can make use of this. This is a platform in 
depended, so it is suitable for desktop, mobiles and other 
internet connected devices. The user have to remember 
their key and IP address as a clue. 

 Example:             

      myproject192.50.116.80 

     here “myproject” is a key “192.50.116.80” is a variable 

 

 

 

 

 

 

 

 

Fig: 1.3  System call 

Web Data Mining Field 

This type of dynamic value key depends on the 
website paragraph word. The key word is fetched from the 
internet. Here the user can specify their structured website. 
We set the google india news to the particular section. The 
news are updated periodically. The password of the 
dynamic variable is the paragraph ‘N’th word. 
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Example : “ Indian cricket team won the match” as a 
paragraph of website if the user chosen this first word as a 
variable the password be like. My project indian   here 

“myproject” is a key “indian” is a first letter of word in a 
website paragraph. 

Fig: 1.4Web Mining 

MULTIPLE DYNAMIC VARIABLE:  

Here the user can specify the all type of 
mechanism field into the one particular field. There are 
three dynamic variables are settled with the password field. 
This password changes their variable each and every 
minute, each and every system and the website paragraph 
updation. This password field having three dynamic 
variable so it is more secure.  

Password:  myproject192.50.116.80Indian 

“myproject” is a key “192.50.116.80” is a IP address it 
changes depended on the system and the “Indian” variable 

is changes depended on the website updation.          

Example 

Once the password is set by user (using different 
combinations of the variable fields and keys) they are kept 
as an Expression and loaded into the server.The password 
is verified at the time when the user is submitting the 
password, at the same time the expression stored in the 
server generates the password. If both the password is 
matched, then the authentication is achieved. 

III CONCLUSION 

The authentication system has been designed to 
have a short procedure and utilize a small number of 
factors (no need to verify an IP address) and resources. 
Moreover, this system is easily understandable and can be 
simply implemented on web applications, mobile 
applications, and network devices.  
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