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 

Abstract— Promoted from CLOUD COMPUTING users can 

achieve operational tactic for data sharing among followers with 

low maintenance.  Temporarily we must provide safe assurance 

for sharing data files.  We recommend a technique for key 

distribution without any secure message channels.  This outline 

achieves fine grained access, any user in the group can use the 

basis in the CLOUD and withdrawn users cannot access the 

cloud again after they are cancelled.  File can be protected from 

APPROVAL attack which means the cancelled users cannot get 

the creative file even if they unite with the untrusted cloud. 

 
Index Terms— Cloud Computing, Flow Mechanism, Key 

Sharing, Isolation Maintenance. 

I. INTRODUCTION 

CLOUD computing with the features of core documents and  

less maintenance provides a enhanced use of resources.  In 

cloud computing cloud deal suppliers offer an concept of 

unlimited storage space for users to congregation data.  It can 

help clients ease their financial increase of data managements 

by roaming the confined management system into cloud 

attendants.  Conversely security apprehensions become the 

main restriction as we now contract out the packing of data, 

which is delicate to cloud providers.  To realm data privacy a 

common methodology to encode data file before the clients 

upload the encrypted file into the cloud.  Inappropriately it is 

grim to strategy a locked and proficient data input pattern 

usually vibrant clusters in the cloud.  

Cryptographic loading structure that enable confident  data 

allotment on devious servers based on the skills that separate 

files into groups and scrambling each file group with a block 

key.  Though the block keys need to be rationalized and 

circulated for a consumer annulment.  Further data sharing 

systems on untrusted servers have been suggested.  Key 

Program ELEMENT BASED ENCRYPTION procedures are 

demoralized to achieve fine grained access without relating 

data information.  The single owner manner thwart the 

enactment of applications. Secure origin system  by 

leveraging group initials and cipher text policy based 

encryption  includes user obtains two keys after recording.  

Aspect key is used to decrypt the data.  Cluster signature is 

used for privacy and traceability.  Protected multiowner data 

 
 

sharing scheme comprises of fine grained control and 

rescinded users will be unable to access the file.  Privacy 

based policy preserving gratified sharing scheme in public 

clouds consists of fragile protection of obligation in the 

segment of identity nominant issuance.   

                              

II. ARCHITECTURE 

 

                      

                                

 

 

                      DATA                                        DATA 

                      FILE                                              FILE 

 

 

                                               Register 

 

                                        Key sharing 

                    

 

 

The proposal includes the following: Safe way for key 

dispersal is provided without any statement passages.  The 

customers can securely achieve their reserved keys from 

group admin without any Digital Credential. Any user in the 

set can use the cause in the cloud and revoked customers 

cannot contact the cloud once they are cancelled.  This is 

achieved by fine grained access control.  Collusion spasm is 

prevented.  Lively groups are supported efficiently.  When a 

new user joins the group the private keys of extra workers do 

not need to be recomputed and informed. 

 

III. THREAT MODEL 

 

The way to shield the evidence from attacking by the 

unreceptive spies and active vandals is to enterprise the 

effective refuge protocols.  There is not any secure 

communication straits between the message articles.  Hence 
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this model can be more practical to exhibit the announcement 

in the existent world.   

 

IV. SYSTEM MODEL 

 

The three diverse entities: Cloud, Group Manager, Group 

Members.  Cloud amenity suppliers provides loading space 

for presenting data files in a paid manner.  The cloud is 

untrusted since the cloud service workers are easily to become 

untrusted.  Group administrator takes custody of system 

factors generation, user process, user revocation.  The 

assembly administrator is the spearhead of the group.  He is 

totally confidential to other parties. 

Members of group are a set of registered users.  They keep 

their own data in the cloud and stake with others.  

Membership is changed by incoming new user and 

revocation. 

 

V. DESIGN GOALS 

 

Key Distribution: 

The requisite of key distribution is that customers can strongly 

get their private keys from manager.  The objective is 

achieved by assuming that the channel is safe. 

 

Access Control: 

Initially group members use the resource in the cloud for 

storage and sharing of data.  Unofficial users cannot access 

the cloud resource.  Revoked consumers cannot use the cloud.  

 

Data Confidentiality: 

Illicit customers including the cloud are inept of learning the 

stored data.  To sustain the availability of data confidentiality 

for active groups the revoked users are unable to decrypt the 

stored file after the cancellation. 

 

Efficiency: 

Group participant can hoard and portion data files with others 

in the cloud.  User revocation can be achieved without linking 

others. 

 

                                       

VI. PROPOSED SCHEME 

 

Bilinear Maps: 

Assume G1 and G2 be flavor cyclic groups of the same prime  

order q(18).  The following functionalites are: 

 

Bilinear: 

For all a, b belongs to z*q and p, q belongs to G1 e(ap, 

bq)=e(p, q)ab. 

 

Nondegenerate: 

A point Q such that e(q, q) is not equal to 1. 

 

Computable: 

There is an optimistic algorithm to compute e(p, q) for any p,q 

belongs to G1. 

 Notation                               Description 

ID1                                 The identity of customer  

ID data                            The identity of data 

Pk                                    Public key of user 

Sk                                    Private key to pk 

KEY=(x, a, b)                 Private key distributed to the user 

Enck()                             Symmetric encryption uses key k 

AENCk()                        Asymmetric encryption uses key k 

UL                                  Group consumer list 

DL                                  Data list 

 

VII. SCHEME DESCRIPTION 

 

The arrangement includes system initialization, user 

registration for existing user, file upload, user revocation, 

registration for new user, file download. 

 

Organization Initialization: 

The process is done by the group manager.  A bilinear group 

is generated by two causal elements and computed.  The 

group admin broadcast the parameters with hash function and 

symmetric encryption algorithm. 

 

Registration for prevailing user: 

Operation is done by group authority, user, cloud.  The 

request is sent by the consumer to the group manager using his 

own account.  The random number is selected by the 

customer.  The appeal is received by the chief in which the 

actions are performed and verification is done. 

Further checking is done by the user and the message is sent 

by using his private key.  The executive equates expected 

message with identity computed by decryption.  Group 

director verifies the decrypted number is equal to 

indiscriminate number.  The manager generates the key.  The 

group chief send encrypted message to consumer and stores in 

local.  Executive ciphers his missive and sends the clutch user 

list in the cloud.  Cloud verifies the attests and vittles the 

cloud.  User decrypts the message by his private key. 

 

User                        Grp lead                   Cloud 

 

                 ID, Pk, ac, v1 

 

 

                    U, R 

 

 

    ID, v2, AENCk(ID, v1, ak) 

 

 

 AENCk(KEY,v2)UL           

 

 

The illustration describes the user owns his private key which 

is allotted to him by the chief.  Files can be uploaded  by the 

user and shared with others.  On the other side the customer 

can also download the files from the cloud which is shared by 
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the owner and various members.  The user data stored in the 

cloud is in the encrypted format.  In this case it cannot be 

accessible by the third party.   

 

                      Group user list 

 

               ID group       A1                    X1 

                                    A2                    X2 

              

 

                                   Ar                   Xr sig(UL) 

 

 

 

 

File upload: 

The group authority chooses distinctive data file identity.  

Encryption process is carried out by member with his private 

key.  The message is sent to the group director.  The group 

manager decrypts it and checks the legitimate group 

members. Unsystematic re encryption key is chosen.  Cipher 

text is encrypted with the re encryption key.  This is sent to the 

cloud.  The group manager updates the data list routine to 

warranty that users and cloud obtain the latest variety. 

The group supervisor adds his signature to the list and sends it 

to the cloud.  The cloud verifies the identity of the authority. 

 

 

Group member            Group manager            Cloud 

 

 

    Enc(ID, C1, C2, C, t data) 

 

 

                                                   Data list (DL) 

                                              

 

 

C=enc(M)                           EK={kr, W0, Wm} 

                                           CE={C1, C2, C}kr 

 

 

                       Data list 

 

 

ID group                   ID data1 tdata1 

                                 ID data2 tdata2 

  

        

                                ID datar tdatar tDL     sig(DL) 

                              

 

 

 

  The data list of consumer shows the id of each user.  The 

identity number is assigned by the private key.  When any 

follower access the resource of the cloud the key is 

authenticated by the cloud.  If the key is not duplicated then 

the user can share files using the cloud.  Each time the group 

lead updates the contents of file using the digital 

signature.Then encryption techniques are carried out.  

Symmetric encryption algorithm is used by the lead to encrypt 

the data. 

User Revocation: 

Removes user from the group in the local space and updates 

the cloud storage.  Checks the new list.  Selecting a new 

random re encryption key.  Authorizes the modified message 

and sends it to the cloud.  After prosperous certification proof 

the cloud replaces the old file with the new file.                                     

 

Group manager                                 Cloud 

 

                   {DF=(IDgroup, IDdata, CE, EK, tdata) 

                                                                                                                           

 

CE={C1, C2, C}K                     EK={KR,W0………WM-1} 

VIII. REGISTRATION OF NEW USER 

The group  manager orders the respite of the permitted users.  

Group lead selects re encryption key.  Group director encrypts 

the cipher text with re encryption key and sends to the cloud.  

Group executive sends the new data list to the cloud for 

storage. 

 

Group member                                        Cloud 

IDGROUP, ID, ENC(ID DATA)  

 

 

 

 

 

                                   IDGROUP, IDDATA, CE, EK, TDATA)DL 

 

 

 

 

The group colleague need to perform two decryptions.  The 

group member computes with his private key and computes 

the re-encryption.  Finally supported decrypts CE and gets 

{C1, C2, C}. For decryption of first encryption member 

computes k=e(C1, A) e(C2, B).  Follower decrypts the 

encrypted data and get the original data file. 

 

IX. MEMBER COMPUTATION COST 

The purpose in our pattern is that the task of user cancellation 

to the group lead so that the authorized clients can encrypt the 

files without comprising evidence to others including both 

legal and revoked clients.  The reckoning change decreases 

with the quantity of repealed customers in our scheme for the 

computation of reclamation of the furtive parameter declines 

with the amount of rescinded of handlers. 

 

X. CLOUD COMPUTATION COST 

The cost is inapt to the number of revoked users.  The cause is 

that computation cost of cloud for file upload consists of two 

checking for moniker.  The verification is not done between 

communication entities.  The cloud merely proves the sign.  
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The computation rate for case download is unrelated to the 

number of withdrawn customers. 

XI. CONCLUSION 

In this system the users can obtain their respective private 

keys from the group authority.  This does not need any 

Certificate Authorities.  The purpose of certificate authority is 

to issue digital certificates.  The message channels are not 

employed to pass data.  Dynamism is achieved by means of 

follower revocation and new user registration.  When new 

customer joins the group he need not update his keys which is 

allotted to him.  Similarly when consumer is removed from 

group the original file cannot be decrypted by them.  The keys 

of existing users need not be updated. 
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