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Abstract— In this paper, we study the problem of keyword
search with access control over encrypted data inlaud
computing. We first propose a scalable framework wére user
can use his attribute values and a search query tocally derive a
search capability, and a file can be retrieved onlywhen its
keywords match the query and the user’s attribute &lues can
pass the policy check. Using this framework, we ppose a novel
scheme called RKSAC, which enables Reranked Keyword
Search Access Control In Secured Cloud. RKSAC utities a
recent cryptographic primitive called CP-ABE to enface
fine-grained access control and perform multi-field query
search. Meanwhile, it also supports the search cabpgity
deviation, and achieves efficient access policy upie as well as
keyword update without compromising data privacy. To
enhance the privacy, RKSAC also plants noises in ¢hquery to
hide users’ access privileges.

Index Terms— Reranked Keyword Search, Access Control,
Encrypted Data, CP-ABE ( Cipher Policy - Attribute Based
Encryption).

I. INTRODUCTION

In the current era of digital world, various omgaations
produce a large amount of sensitive data inclugiagonal
information, electronic health records, and finahdata. The
local management of such huge amount of data lsgmatic
and costly due to the requirements of high stoamacity
and qualified personnel. Therefore, Storage-asraise
offered by cloud service providers (CSPs) emergedaa
solution to mitigate the burden of large local dgttaage and
reduce the maintenance cost by means of outsoudztey
storage. Since the data owner physically releasasitare
data to a remote CSP, there are some concernsdiegar
confidentiality, integrity, and access control bétdata. The
confidentiality feature can be guaranteed by th@ewia
encrypting the data before outsourcing to remoteess. For
verifying data integrity over cloud servers, resbars have
proposed provable data possession technique tavalthe
intactness of data stored on remote sites. A nurob&DP
protocols have been presented to efficiently védidthe
integrity of data. Proof of retrievability was iattuced as a
stronger technique than PDP in the sense thatritire elata
file can be reconstructed from portions of the datt are
reliably stored on the servers. In another factaription is a
commonly used method to preserve data confidetytiali

However, traditional plaintext keyword search dedsato
retrieve all the encrypted data files from the doand
perform search after data decryption. This methagiplis
extremely unpractical for traditional networks, esially for
the wireless network (e.g., wireless sensor netwenkl
mobile network) seriously constrained by resourtke
energy, bandwidth, and computation capability.

A. Existing System

Commonly, traditional access control technicassume
the existence of the data owner and the storagersein the
same trust domain. This assumption, however, ngeon
holds when the data is outsourced to a remote @&Rh
takes the full charge of the outsourced data manegg and
resides outside the trust domain of the data ov@®P. needs
to be safeguarded from a dishonest owner, who pttetm get
illegal compensations by falsely claiming data aption
over cloud servers. This concern, if not propednpdied, can
cause the CSP to go out of business.

B. Proposed System

In our proposed system, we propose a scheme that
addresses important issues related to outsourangtorage
of data, namely dynamic data, newness, mutual, tars
access control. The remotely stored data can beomigt
accessed by authorized users, but also updatescafed by
the owner. After updating, authorized users shoedeive the
latest version of the data (newness property),a.&echnique
is required to detect whether the received dagtale. Mutual
trust between the data owner and the CSP is another
imperative issue, which is addressed in the prappesheme.
A mechanism is introduced to determine the dishiopagy,
i.e., misbehavior from any side is detected anddbponsible
party is identified. Last but not least, the accesstrol is
considered, which allows the owner to grant or kevaccess
rights to the outsourced data.

II. ARCHITECTURALDIAGRAM AND WORKING OF

THE PROPOSELSYSTEM

Below information gives a brief knowledge about
architectural diagram shown in fig-1 and detailemtking of
the proposed system.
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A.  System Model

We consider a cloud-data-sharing system consisfifaur
entities, i.e., data owners, authority, data users cloud
server. Data owners create data files, design iiceypted
indices containing both keywords and access pdticyach
file, and upload the encrypted files along with théices to
the cloud server. Authority is responsible to aotlate
user’s identity. It issues a set of keys as a crgeto

represent user’s attribute values. Data user gersesasearch

capability according to his credential and a searary, and

of attribute fields.
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Fig -1: Architectural diagram of proposed system

The framework of RKSAC. P K is the public keys, awid
SK is the master secret key that should be secuegby.
Credential is the set of keys standing for usettsbate

values. Search capability is generated by using’suse

credential and his interested query.

B. Threat Model

strategy.

Ill. CONCLUSION

In this paper, we propose a scalable framework that
allows users to locally derive the search capability by
utilizing both their credentials and a search query. We
then utilize HPE to realize this framework and present
RKSAC. RKSAC realizes the fine-grained access control
and multi-field keyword search, enables efficient update
of both access policy and keywords, and protects user’s
access privacy. The results show that RKSAC just needs
1.08 sec for per-capability generation, and takes 0.12 sec
for per-index match judgment.
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