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Abstract— The pervasiveness of mobile devices equipped withinterests he/she is requesting. It is challengmgdhieve the

positioning capabilities has led to the emergencef mumerous
location-based applications and services. Using mitd network
infrastructures, mobile users can rapidly gain accss to a wealth
of information by connecting to a variety of servies. This
includes queries for nearby medical services, spedized stores,
social activities and groups, and others. In genefalocation-
based service operators are assumed to be trustedrpies that
preserve the user’s privacy. However, due to the ssitive nature
of the information accessed by these parties and peated
information leakages that have been recorded, therjacy of
users that access location-based services is akris
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I. INTRODUCTION

New promising business models is guaranteed
emergence of a set of new products and interngicesrthat
are the results on growth of smart phones and malglices
in both software and hardware capabilities. LocatiBased
Services (LBSs) have attracted the utmost impoetanchis
regard. Global Positioning System (GPS) or NetwBased
Positioning used to determine the current positiba user, in
order to define his/her location relatively to asimess or a
service User can enquire about that information
communicating wirelessly with an LBS server.

LBSs suffer from a major security pitfall in ternof
violating users’ privacy. the LBS server gains kiexge of
the users’ coordinates, this information can beimdated by
the server itself or by any malicious party to ¢&athe
movements of the users.

This problematic urged without disclosing usersvate
information the research community to find a seowney to
use LBSs. Strong protection for users’ informaticem be
attained by the server retrieving location-relatef@rmation
without being aware of the user’'s position or th@np of
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latter target as the server needs to at least khisvsearch
criterion to retrieve the requested information.

For the localization component, It show that itnigpossible
to hide user locations from radio sensors, if rduised
localization is used. Then present an alternatbgallization
technique based on directed signals, which protestys’
location privacy against the localization servicevider. For
the communications component, design an anonymous
communication protocol that prevents the commuitoat
service provider from linking a user’s location anfation
with her identity in a commercial setting.

Although such trusted servers allow the implemémbabf
flexible access control policies, they are undédirdor many
reasons. First, with the trust comes the liabiliiany
providers are reluctant to bear the liability thatlows.
Second, many users are uncomfortable with trussingird
party. Thus a requirement for a trusted server deter the
agoption of many location-based services. Thirdsiragle
trusted party may become a single point of attagkis, if the
trusted party is compromised, many users’ privasy i
compromised.

To preserve the privacy of the user while interagtwith
the LBS server, It present in this section a nagbroach
based on homomorphic encryption scheme to presimwe
privacy of the user while interacting with the LB®rver.
BHomomorphic  encryption schemes allow performing
arithmetic operations (additions and multiplicaipnover
encrypted data, meaning that the result of an rastic
operation would be the same whether applied owan fits
or encrypted bits. Our work uses a symmetric engp
scheme as a basis to request LBS services anoniymencs
guarantee retrieving only suitable data.

Processing a user’s request goes througtotteaving four
main steps:

1) Localizing category;

2) Localizing services;
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3) Filtering services;
4) Generating results.

hides user’s location with the aid of a trustedrdhparty
(TTP). There are some drawbacks when it rely theapy-

Demonstrate how these steps work by the follow-imgeserving LBS upon a TTP. First, in these appreacah TTP

example. Assuming that the user needs to enquivetahe

nearby hospitals, he/she sends an encrypted redbastt

represent both his/her current location (x,y) amel énquired
category (hospital in this case). Once the sergeeives the
request, it uses the user’s position
localize nearby services. There- after, it selemtdy the
objects enquired about, and sends them back tagbe in
encrypted form. Note that encryption scheme, deedri
allows performing operations between plain and wted
bits and the resulting record becomes encrypted.

Mobility is key to personal freedom. With the inasing
availability of mobile devices, many providers begp offer
location-based services. Although these servicesatlyr
enrich our mobility experiences, with them also esnthe
privacy concerns, as a location-based service geovhow
can continuously track the location of a user. Tiégking
may allow unauthorized access and cause
consequences. Although a few solutions have beepoped
to address the privacy concerns in various asptuetse has
not
furthermore, most of the existing solutions requirat a user
trust a third party such as a location server asvahin fig 1.

These applications greatly enrich our lives andedrihe
demands for mobile and wireless communicationsicesy
However, they also raise serious privacy concemsghay
enable the continuous tracking of involved uséssations.
This tracking may allow improper disclosure or &sc® the
location of a user by a stalker and thus may péperson in
physical danger. Given the increasing concerns taboation
privacy, many governments and organizations argafimg
studies on location privacy.

Il. RELATEDWORK

Popularity of mobile network and the soaring trerods

cloud computing, people can enjoy the conveniefi i

experiences offered by the mobile devices and rersetvers.
One of the popular services is LBS (e.g., Googletl@e), in
which users can utilize the geographical infornmatifor
gaining entertainment services. In general, theddeof LBS
relies on a -nearest neighbor (k-NN) search meshani

been any comprehensive study of the problemformation

is a must for hiding the location of user.

The TTP knows about the user's too much sensitive
information and becomes a single point to be a#dck
Second, the anonymized status or space transfostatus of

to cateudsstances and a user is breakable by applying the Background Kedge

Attack or the Correlation Attack. Let's take theoaking
technique as an example to illustrate the situatibribeing
attacks. In a cloaking technique, the querying uger
anonymized in the cloak region with the securityeleof —
anonymity benefits of the proposed protocol aredisn the
following:

1) Resistance to Correlation Attack and Background
Knowledge Attack. Before each query secret circslaift is
performed and the amount of shift is determineds dryl the
qguerying user, which can be regarded as an one-iate
encryption scheme, and therefore, providing highusgy.

serid@ervers cannot infer any knowledge about the usecation

from the query history and the user’s profiles,csirthe
amount of shift has been scrambled by user andPibé
has also been encrypted. Under such
circumstance, the Correlation Attack and Background
Knowledge Attack made by the server cannot succeed.

2) Supporting multiuser scenario. The public-key
characteristics of Paillier cryptosystem, one ot tkey
components of our protocol, can easily adapt tontiétiuser
environment.

The proposed protocol only requires users to kéneir t
private keys on the client side and send the cporting
public keys to the server side, which decouplesr#iation
among users. The key management issue of newlgdaiser
can be intuitively solved by the properties of théopted
public-key cryptosystem.

3) Providing high accuracy -NN search results. énegyal,
the security challenge and accuracy challenge ¢aieo
jointly addressed. There are lots of works which cétain
accurate K-NN results but are vulnerable to therélation
Attack

Ill. PROBLEMDEFINITION

The e The number of smart phones or mobile deviges

However, this action will disclose the users catre rapidly increasing nowadays. Because of the pojylaf

location which might harm the privacy of the udarorder to
resolve the problem, a privacy-preserving LBS isdsal. For
building a privacy-preserving LB, security and aeqy are
the two major challenges (in k-NN search). Theme tao
major types of research works dealing with the psedbed
challenges in the -NN search of LBS which can lassified
into 3-tier and 2-tier LBS architectures. The 3-techitecture

mobile network and the soaring trends of cloud cating,
people can enjoy the convenient life experiencésred by
the mobile devices and remote servers. One of tplpr
services is LBS (e.g., Google Latitude), in whicters can
utilize the geographical information for gainingtemainment
services. This action will disclose the user’s entrlocation
which might harm the privacy of the user. A perfarme
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disadvantage of the Paillier cryptosystem is the oeeds to C.

compute rn mod n2. The distribution of their kegsnot the
same as that of the original one. The reduced nuthieeretic
problems are different from the original schemewwer,
they did not prove the one-wayness/semantic sgcimitthe
distribution.

V. SYSTEMDESIGN& IMPLEMENTATION

A. Design Network model

In that module using java create and contieettwo
file named as Client and database server. If usguast to
register or send query to server through the cligimdow
send the process

B. H-index generation

H-Index versus H-Value: Observing the Hilbertvaione
can find that the starting and the ending cellsadioneighbor
to each other. In this case, if the query posiiomear to the
starting or ending cell of the curve, then the ceiag
directions will be reduced from two to one, whislopposite
to the starting or ending cell. Besides, one caa fihd that
those H-values in DB are only used to string al BOIs
together in a locality-preserving order and behava tool for
addressing all POls in DB. As long as those H-vahatain
their numerical order, altering those H-values waiffect the
result of query because only the order of H-valsex
concern in retrieving k-NN search results.

Initialization

Results for the Query

¥~ User'sPOL
> Lookup table
generation Search K
< ;
7 Generate Moore
Curve

/" Process User
Request

Query
Processor

Decryption Request

Decrypted Query
RSA Decryption
Mechanism

Figure 1 System Architecture

Paillier Cryptosystem

The public-key characteristics of Paillier cryptstgm, one
of the key components of our protocol, can eadilgpa to the
multiuser environment. The protocol only requiresens to
keep their private keys on the client side and sémal
corresponding public keys to the server side, wiiebouples
the relation among users. The key management cfsuewly
joined user can be intuitively solved by the proigsrof the
adopted public-key cryptosystem.

Public-key cryptography based on the decisionalpusite
residuosity problem to guarantee its security. Hs@n) to
denote the encryption of a message and D(Er(m)ilehote
the corresponding decryption, where r a random raunib
belongs to and is a product of two large primeke
inherent random number r in the Paillier cryptosgstwill
prevent from generating the same ciphertext of shene
plaintext message m, that is, the ciphertext Erl(wi)l be
totally different to the ciphertext Er2(m).

In the field of secure computation, Paillier cryptstem is
famous for its Additive Homomorphism. That means, &
given public-key kp and the ciphertexts Erl(ml)nda
Er2(m2), one can directly compute the addition lafiniexts
m1+m2 in the encryption domain as:

D(Erl(ml1)* Er2(m2) mod n2) = ml+m2

Paillier also supports Homomorphic Multiplicatiofi @ne
cyphertext and one plaintext, that is, for the givep ,
Erl(ml) and m2, one can directly compute the mlidfion
of in the encryption domain by:

D((Eri(m1))m2 mod n2) = m1*m2

D. Secret circular shift

Due to the characteristics of Moore curve, the Psdsed
in H-table’s first and last rows are very closeetch other,
geographically. That is, despite whatever the Heindistance
between the first and the last row would be, the ®Dls
neighbor to each other in the 2-D space. Followhe same
inference, the first and the last rows of H-tabteuld be
thought of as linking together just like an edgd baen added
to connect the two ending points of the correspumdiioore
curve.

Let's define an entry (or a row) of H-table as thesic
accessible unit; obviously, every entry (includbagh the first
and the last one) has a neighboring relationshipvden its
two adjacent entries. Now, if circularly shift tH&OI-info
column of H-table two units downward but keep théntiex
column intact and then make a k-NN query at Q.dnegal, if
want to get the same k-NN query results after isigifthe
POl-info column units downward circularly, just etk to
change our querying H-index, H-index (Q), to shifte
querying H-index, shifted-H-index (Q), as shiftedirtdiex (Q)
= H-index (Q) + (d * t) and then send shifted-Heéxd(Q) to
server as the new querying index. Notice that, ugvghifting
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the POI-info column is equivalent to set a negaiiteger to k-NN search, is chosen to be the minimum positiveger
t. satisfying:

. : (2*D+1)2 = k
E. K-NN Search Algorithms in PCQP

k-Adaptive Search Window: In a k-NN problem, the Step 2: Connected-Path Based k-NN Search: Within a k-

ground truth with respect to a query location Qligtributed adaptive search window, the Moore curve is dividetb
on the map and could be covered by a sufficieratigd 2-D many disjoint connected paths. And based on thie Isaarch_
search window. In order to find the exact k-NN tesudefine Eg?]%%istééheataegir?ﬁg MPoCc)>|rSe Lfr':?e a k-NN search sbrasi
a —adaptive search window of size (2*D+1)2, wherethie P '

distance between the querying (or center) cellthrdnearest

cell on the borders of the search window. Thus,ajmplying . . : )
PCQP to k-NN search, is chosen to be the minimusitige by a k-adaptive search window, issue k-NN queriesach
connected path to achieve the full coverage.

integer satisfying (2*D+1)2> k to guarantee that there are

more than or equal to k POIs close to the quergtion in the Algorithm 2: Modified Paillier cryptosystem
search window, under the condition that (POIl)/{cellf the
full coverage of the predescribed k-adaptive seavitdow Step 1: Key Generation: The key is generated using the
could be searched, one would get the exact k-Nhltregice following RSA modulus.
the coverage of -adaptive search window centergdchtdes . n = pg, the RSA modulus
more than or equal to k PQOls. . A=lem((p-1,9-1)

Conr_1ected—Path Based k-NN Search Algorithm: Wit@in . geZ/(n"2 Z)xs.t gA=1+n mod n"2
k-adaptive search window, the Moore curve can héded
into many disjoint connected paths. And based enbsic
search process, the returned POIs from a k-NN Beanasist
a connected path on the Moore curve. For findirg hlest
neighbors which are covered by a k-adaptive seaindow,

Step 3: For finding the best neighbors which are covered

. Public-key: (n, g), Secret key:

Step 2: Encryption: The message is encrypted usieg th
following steps.

issue k-NN queries at each connected path to aghievfull  * me {0, 1, ..., n — 1}, a message
coverage. . hezinZ
F.  Modified Paillier cryptosystem . ¢ = gmhn mod n2, a ciphertext.

The main differences of the M-Paillier cryptosysténom Step 3: Decryption: The message is decrypted usieg
the original one are the choice of the key g amddécryption following step.

algorithm. The public key g is chosen from the set. m = L(ch mod n2)
GM-Paillier = {g
The set GM-Paillier is a subset of all public keysf the
original Paillier cryptosystem ,i.e., GM-Paillidaillier. Then V. EXPERIMENTAL EVALVATION
the computation L@g mod n2 ) in the Paillier decryption is
equal to 1, due toigmod n2 = 1+n. The proposed PCQP is implemented by Java. The
performance evaluation of client side is simulateda PC
G.  Algorithm equipped with Win7 OS, Intel i5-2400 3.1 GHz pramesand

. _ . . 8 GB RAM. The LBS is conducted on a server with i2ab
Algorithms used for Privacy Preserving Location-8&s 64bit OS, 2 Intel Xeon E5420 processor (8 corewtal) and

Service Protocol with Secret Circular Shift arda®ws 32 GB RAM.
. Heuristic Cross-Like -NN Search Algorithm In the experiments, the value of is gradually iasesl and
. Modified Paillier cryptosystem the size of -adaptive search window, i.e., (2D+1)ds

progressively increased according to , so thatetierm little

Algorithm 1. Heuristic Cross-Like -NN Search Algorithm variation in accuracy performance when the winddze ss
changed. This phenomenon is particularly obviougmwthe

Step 1: k-Adaptive Search Window: define a —adaptivaumber of additional queries is one since the dallerage of
search window of size (2*D+1)2, where is the distanthe window cannot be reached well, in this case ddcuracy

between the querying (or center) cell and the mtarell on of the various methods are plotted in a graph asvshin
the borders of the search window. Thus, for apglf#€QP to Figure 2.
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for clustering and optimization algorithms can tsed for

Accuracy of the Algorithms identifying the user location more accurately.
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