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files from external devices onto the system andtindy/

Abstract— Android is an open source software developed by downloading files from the internet, it checks the
Google. Itis a mobile application software used nmaly in touch  yylnerabilities of the system and infects the gysié the
screen devices such as mobiles, tablets, etc.. ksvfound under system is highly vulnerable. The concern for the cd spread

the Google play store where the all android applidions are . s
available. The users and popularity of android apptation of malware today is a global phenomenon, especelyt

enables the attackers to cause threats in stealinge data and SPreading double over the internet which is a meégtobal
termination of services, etc. Previous work has beedesigned to communication. Today's malware is capable of deiamy
improve the sensitivity data but fails to satisfy he user things, such as: stealing and transmitting theamiriist and
requir_ements. In this paper, we have propos_ed an éanced gther data, locking the device completely, givirempte
machine learning model to prevent and predict the mlware access to criminals, sending SMS and MMS messagfes,

applications.In order to find the malware app fromthe normal Mobil | . bli th
app, data flow API features are extracted. The dataflow obile malware causes serious public concern as the

analysis is used to check whether the sensible ddéaves out the pOpU|at?0n of mobile phones is much larger than the
system.The sensible data flow path is used to pretlithe population of PCs [2].

behavior of the others. The k nearest algorithm is sed to People use smartphones for many of the same mspos
differe_ntiate the malicious apps from the _normal aps. as desktop computers: web browsing, social netwgrki
Experimental results have shown the effectiveness dhe online banking, and more. Smartphones also prdeitires

tems. ) . . .
systems that are unique to mobile phones, like SMS mesgagin
Index Terms— Android, Google playstore, Machine learming constantly-updated location data, and ubiquitogess: As a

model, k nearest neighbor algorithm, malicious app. result of their popularity and functionality, smairtbnes are a
burgeoning target for malicious activities [4]. ¢mder to
I. INTRODUCTION understand the motives of real mobile malware, lassify

Since 2008, the rate of smartphone adoptionrtasased the malware in our data set by behavior. We firad the most
tremendously. Smartphones provide different corivigct COmMMoN mahmoys actmﬂes are collecting useomiaﬂpn
options such as Wi-Fi, GSM, GPS, CDMA and Bluetaaith  (61%) and sending premium-rate SMS messages (52%),
which make them a ubiquitous device. Google say3, 1addition to malwarg that was written for novelty or
million Android devices are being activated eacly fif. amusement, credential theft, SMS spam, search engin
Android operating system left its competitors fahimd by optimization fraud, and ransom. We descnbg thentives
capturing more than 78% of total market share ih32[p]. that promote each type of malicious behavior aresent
Gartner report 2013 of smartphone sales showsttibae is defenses that disincentivize some of the behavisfsin
42.3% increase in sales of smartphones in compesigth ~ Particular, malware that abuses SMS messages dueild
2012. According to International data corporatiddC| Prevented with small changes to the Android and t8gm
Android OS dominates with 82.8% of total marketrsgan Platforms. We also discuss incentives that we beligill
2Q 2015 [3]. It could be observed that Android hasome Motivate future mobile malware. .
the most widely used operating system over thesyear The rest of the paper is organized as followstiSe II

The malware are termed as malicious softwaae i d€scribes the related work; Section Ill presergspitoposed

designed specifically to target a mobile deviceesys such as Work; Section 1V depicts the experimental analysisthe

a tablet or smartphone to damage or disrupt thizdeMost Proposed work and concludes in Section V.

mobile malware is designed to disable a mobileae\allow

a malicious user to remotely control the devicewmisteal Il LITERATURE SURVEY

personal information stored on the device [3]. Omedware Malware, in this case created a new process wugxs

gets itself into the system by different media ldapying of malicious code and compromise the cell phone. iBlascase
where user operations are required, for examplenvaheser
downloads software on an internet or opens a redeiv
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message from another user [6]. The newly createdegs
contains a program descriptor, which describesatidress
content, execution state and security context, lwhi

different from that of the invoked parent proce3#is

technique is widely adopted by the most existingyaee one
to its simplicity. In this technique, the cell promalware
launch an attack through legally installed appiarathaving

realized that the Symbian and windows programsstegi
themselves within a platform and use their systemises
within their API framework. A good example is a ahllock

Trojan, which is a cracked version of a legitim&gmbian

application called instansis. It allows a user teate SIS
archive. Cardblock blocks the MMC memory card aatédt

the subdirectories under system(SDI attack)[6].

The author in [9] evaluated Android malware talfout
botnet behavior. The purpose of identifying botoehavior
was to find specific trends and characteristiceesehtrends
had extracted from android code and structure. Assalt,
Author identified characteristics and explored thanterms
of Android botnet invention process. This procasdudes
infection, propagation and execution of malwaraahy this
process lead to botnet maturity model for Andrdide author
in [10] Focused on the Android platform and chazeze
existing Android malware in 49 distinct malware fies. An
Android botnet is a network consisting of compraedis
Android smartphones controlled by a botmaster thinoa
command and control (C&C) network [12].
sophistication of Android botnets is increasingyvepidly.
Traditional botnets communicate to the C&C servsing
IRC (Internet Relay Chat) protocol or
(Peer-to-Peer) overlays.

The

UBICOMM named Permission Tracking in Android. Insth
paper, they have a closer look at permissionsubats grant
to apps in Android, a wide-spread operating system
mobile devices like smart phones. They developed tteat

allows users to administer permissions of theirliapfions.

They enable users to allow or deny permissionsyatime.

. PROPOSEDNORK

This section explains about the general flow of
proposed k nearest neighboring algorithm. It inekidour
steps which are explained as follows:

A. Application Security

Application security is the major part of android
application. It is used to protect the mobile apggiions from
the intruders. In this step, the user has to regisind
password verification has been done for securityp@ses.
The application does not contain antivirus, wherns fault
analysis application by injecting fault files intthe
applications.

B. Fault Injection

Fault injection is a technique used to improve the
coverage of a test by injecting the fault filesointhe
application. It is used for error handling.In tetep the user
have to login with E-MADAM applications, the apdoals
the user to inject the faulty files into the molaleplication. It
leads the user to inject the virus file into thehile app,it
contains malfunction.

using P2P C. Fault detection and analysis
Popular botnet malward® i

As the faulty files are injected into the mobileg virus

Geinimi, Pjapps, DroidDream and RootSmart exhibifie start to malfunction inside the mobile applion. The

traditional communication behaviour. The C&C servey;rs can be detected and analyzed by using mataneing
address is generally encrypted and stored sottba@ isurpass model. This application is used to predict the edifhce

detection mechanism. A malware Geinimi applies DEBepyeen the original application and malfunctiopligation.

encryption scheme to encrypt its communicatioméoserver.
Geng, Guining et al. [13] has proposed a new att@ckor
leveraging SMS structures for creating a heterogese
mobile botnet model. Botnets can generally be ufeed
various types of attacks such as spam delivery, ®attacks
and for stealing personal data. A full blown botwét have
safety measures that cause bots to abort the miasib erase
all traces of their existence if they are compraaisin this
way, they can protect the botmaster and the C&@eser

The author in [12] presented a paper in proceading
ACM named Apex: Extending Android Permission Model

and Enforcement with User-defined Runtime Constsailm

this paper, Apex provides framework for Androidttakows

a user to selectively grant permissions to apptinatas well
as impose constraints on the usage of resources: dlko
describe an extended package installer that allbevsiser to
set these constraints through an easy-to-use astrfThe
author in [13] presented a paper in proceedings A@ined
Android Permissions: A Perspective Combining Riaksl

Benefits. In this paper, they investigate the teifigi of using

both the permissions an app requests, the categting app,
and what permissions are requested by other apghe same
category to better inform users whether the rigkagialling

an app is commensurate with its expected benefjt [1

D. Report generation

In this step, the report can be generated usikg th
machine learning model. This developed machineniegr
model is applied over the apps presented in theoahd
systems. By using the results graph can be gemketate
understand the application results.

Idamiﬂmli\nn Phase
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Fig.1. Proposed architecture

The author in [15] presented a paper in proceading
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Fig.2. Activity diagram for detecting the malicioapps.

IV. EXPERIMENTALRESULTS

This section presents the validation of the predos
machine learning model using Android Systems.
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Fig.5. User’s sign in with their android systems
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Fig.é'. Outcome of the scanned apps

V. CONCLUSION

This study presented techniques to effectivelyectethe
malicious apps which are easy to install and useit®n
Android based commercial mobile device environmént.
also presented the algorithm to discriminate thdicioas
apps using the algorithm of frequency and simifaaitalysis
of occurring events. The use of techniques predeint¢his
study made it possible to analyze the charactesisti system
call events occurring upon executing malicious apps can
be applied for a way to discriminate whether thieiteary
mobile apps are malicious or not through this. Waeh
implemented a static analysis framework to previet
applications from malfunctions using machine le=gni
model. One aim is to improve the framework by addierad
code detection to reduce the false positives. Theraim is
to integrate it with dynamic analysis for verifyisgspicious
apps automatically. Experiemental results have shtve
effectiveness of the proposed systems.
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