International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353Volume 25 Issue 3 — MARCH 2018.

ENHANCED MESSAGE
AUTHENTICATION USING HOP-B¥HOP
ROUTING ALGORITHM

RAJAPRIYA.J'and KALAISELVI.G™
#M.Phil. Scholar, Dept. of Computer Science, Krassamy College of Science, Arts & Management for &viom
Cuddalore, India

" Asst. Prof. & HOD, Dept. of Computer Science, Kmssamy College of Science, Arts & Management for
Women, Cuddalore.

Abstract— Message authentication plays a vital part in
thwarting unauthorized and tainted messages from beg sent in
mobile nodes to spare the valuable energy. Therefqreumerous
authentication plans have been proposed in literate to give
message authenticity and trustworthiness check fomobile
computing systems. But, the greater part of them H&a the
restrictions of high computational and communicatio
overhead, in addition to absence of scalability andtrength to
node compromise attacks. This study introduced a meage
authentication model under key pre-distribution scteme using
hop-by-hop algorithm. Since, routing path is an esntial activity
in the field of computing systems. We have used $jie path
routing and any path routing process which specifially
employed to pick the optimal route from set of diférent routes.
The role of single path routing algorithm is to optimize the path
between the sender and receiver node. Similarly, ¢hrole of any
path routing algorithm is to select the best path btween the
sender and receiver node. Both the routing procedsiled to
solve the issue of security in the network layer fih.
Authentication is one of the security parameters tat need to be
upgraded in the message processing systems. Curresgcurity
processes are lined up by symmetric key cryptosyste or public
key cryptosystems. The objective of the proposed melis to
reduce the computational cost and communication ovieead. A
verification model is introduced between sender andeceiver
node which contain infinite number of messages. Expenental
results have shown the efficiency of the proposed assage
authentication model in terms of cost minimizationrmodel.

Index Terms— Message authentication, Mobile computing,
Attackers, Hop-by-hop algorithm, Network layer, Cog
minimization and communication overhead.

I. INTRODUCTION

the field of network security. Message Authentaatis

defined as the secure transfer of message betwémmled
sender and intended receiver. This data transmigsincess
involves the key management systems. Confidetytiatid

security to the data is actually provided by arhentication.
Authentication involves the confident identificati@f one
party by another party or a process of confirmingdentity.

But nowadays there are various methods for autteidgn

such as Message Authentication Code, Signcrypaiod Key
Aggregate System are emerged very rapidly for besteurity
precaution [2].

The benefits of the key management systems inagess
authentication process are presented as follows:

Scalability: the total number N of nodes accommedadiy
the key management technique. In KPSs this paranste
typically limited by the memory available on WAHNdes to
store keying material.

Resource Performance: computational and commuaicati
efficiency level and storage requirements on nodes.

Feasibility for mobile ad hoc networking: ability énable
performance-aware (scalable as well as energy end t
efficient) key establishment (and, thus, secuiilyylynamic
WAHNs, where WAHN membership and size is a priori
unknown.

Connectivity properties: measures the probabiligt two
nodes can establish a pairwise key. A key managemen
technique with perfect connectivity enables dirnpairwise
key establishment [3].

In this paper, we have proposed a novel message
authentication scheme using key management systems.
order to securely transfer the message via pubhowel, the

Key management is an important part of the neétwor, yhentication should be incorporated. A key Hoolkey
security systems. T_O securely access the deylcégtar key pre-distribution schemes that is built based onrsgtric
should be effectively managed and prioritized.  KeX ni4qraphy concepts contains secret pairwise. Reys size

Management is d(_efined as “the set of techniqL_Jes aBfthe key pool in addition to the key ring sizeedily affects
procedures supporting key establishment and thetev@nce .o qraphic connectivity of a network. In ordeibe able to

of keying relationships between authorized partiexey establish a secure communication path, a source hasl to
management is the set of cryptographic methodeéhatre iy 5 network layer path to a destination nodst f4]. Then,
the sec_urity parame@e_rs Iik_e data confidentialibtegrity, two adjacent nodes forming a network layer hop khec
authentication, and digital signatures [1]. _ whether or not they have at least one key in comrtfcso,
Message authentication is an importamicept in they can communicate securely. Otherwise, they tadiad
a cryptographic path amongst themselves [5].
The rest of the paper is organized dkvis:
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Section Il describes the related work; Sectiomptdsents the
proposed work; Section 1V presents the experimemtalysis
and concludes in section V.

. RELATEDWORK

through polynomial evaluation. However, when thenber

of messages transmitted is larger than the thrdstibe
polynomial can be fully recovered and the system is
completely broken. To increase the threshold and th
complexity for the intruder to reconstruct the sécr

This section reveals the prior works on the messag@lynomial, arandom noise, also called a pertishaactor,

authentication schemes of the routing systemsyimmetric
key and hash based authentication schemes weregawfor
WSNSs. In these schemes, each symmetric authentickely

was added to the polynomial in [9] to thwart theverdary
from computing the coefficient of the polynomialowever,
the added perturbation factor can be completelyoxemuh

is shared by a group of sensor nodes. An intrudar cusing error-correcting code techniques [10]. Foe th

compromise the key by capturing a single sensoeriéil

public-key based approach, each message is traedralong

Therefore, these schemes are not resilient to noWdh the digital signature of the message generasily the

compromise attacks. Another type of symmetric-kelyeme

sender’s private key. Every intermediate forwarded the

requires synchronization among nodes. These schem@%al receiver can authenticate the message usagender’s

including TESLA and its variants, can also providessage
sender authentication. However, this scheme regjimigal
time synchronization, which is not easy to be impdated in
large scale WSNs. In addition, they also introddetay in
message authentication, and the delay increasetheas

network scales up. A secret polynomial based messag

authentication scheme was introduced in. This seheiffers
information- theoretic security with ideas simildo a
threshold secret sharing, where the thresholdtesaéned by
the degree of the polynomial. When the number cfsages
transmitted is below the threshold, the scheme leaahe
intermediate node to verify the authenticity of thessage
through polynomial evaluation. However, when thenbar
of messages transmitted is larger than the thrdshbke
polynomial can be fully recovered and the system
completely broken [6]. To increase the threshold #me

public key. The recent progress on ECC shows that t
public-key schemes can be more advantageous irstefm
memory usage, message complexity, and securitljeress,
since public-key based approaches have a simplelead
key management [11].

In public-key based technique [12] each message
contains digital signature of message which is tecedy
using private key of sender. Each of mediatory sazewell

as destination node can authenticate the messagg us
public-key of sender. A drawback of this methodarge
computational overhead. Recently, process on igllqtrve
cryptography [13] resulted that public-key methads more
beneficial in case of computational difficulty, lisation of
memory and flexible security. It is possible when
ianagement of public-key is easier and eleganhaxil4]
introduced a Statistical Encourse Filtering (SEF)

complexity for the intruder to reconstruct the sécr methodology to find and eliminate the corrupt mgesaSEF

polynomial, a random noise, also called a pertishdactor,
was added to the polynomial in to thwart the adagrérom
computing the coefficient of the polynomial.

have need of every message is authenticated olmagtie of
message authentication codes (MACs) as well as@aelted
by a node identifies the similar event. A message i

However, the added perturbation factor can bauthenticated by each node as well as observeactheacy

completely removed using error-correcting code rieplkes.

and drops corrupt messages by MACs [15]. Furtlirk,reode

transmitted along with the digital signature of thessage
generated using the sender’s private key. Evegrimtdiate
forwarder and the final receiver can authenticagerhessage
using the sender’s public key [7]. The recent pesgron ECC
shows that the public-key schemes can be more tabyeous
in terms of memory usage, message complexity, aodriy
resilience, since public-key based approaches hasimple
and clean key management.
communication protocols are largely stemmed frothegi
mixnet or DC-net. A mixnet provides anonymity viacget
re-shuffling through a set of mix servers (withledst one
being trusted). In a mixnet, a sender encrypts w@going
message, and the ID of the recipient, using thdiplby of
the mix.

all performance of system to find out the integofyevery
message by total selection creating by variousgmizing
nodes and collect false-message-location by vaseusling
nodes. Author’'s examination shows with an overhéad
every message SEF is capable to eliminate injexbedipt
messages by exchange node within sending bounaks an
decrease energy utilization.

The existing anonymous

[ll. PROPOSEDVORK

This section describes the proposethotkof our
study. In this work, we have proposed message atithgon
model under key pre-distribution management oves th
overlay routing process. Though, variety of routpaghs has
been explored to find the optimum one in orderaagmit the

A secret polynomial based message authenticatibheSsages in the network layer. We have framed rlinea
scheme was introduced in [8]. This scheme offeldistance optimization model that make use of Sirgth

information-theoretic security with ideas similap ta
threshold secret sharing, where the thresholdtesaéned by
the degree of the polynomial. When the number cfsages
transmitted is below the threshold, the scheme leaahe
intermediate node to verify the authenticity of thessage

routing and any path routing systems. Prior workggested
two sorts of routing protocols, namely Single paitiiting and
any path routing systems. The role of single pathting
algorithm is to optimize the path between the seratel
receiver node. Similarly, the role of any path hogt
algorithm is to select the best path between tineleyeand
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receiver node. Both the routing process faileddtve the protocol (e.g., DSR, our SASR algorithm calculathe
issue of security in the network layer path. Autitation is  spatial reusability aware path cost of it. Therg gath with
one of the security parameters that need to beadedrin the the smallest cost can be selected. Here, we usexapation
message processing systems. Current security pexese algorithm for finding the path delivery time mininmg
lined up by symmetric key cryptosystems or publey k collection of non-interfering sets, namely SASR-MIN
cryptosystems. The objective of the proposed mdsléb algorithm, when the collection of all the maximabnn
reduce the computational cost and communicatiomheaal. interfering sets on path P can be calculated efiity.

A verification model is introduced between sended a .

receiver node which contain infinite number of neggs. The SouceNode & T -

project aims to develop in Java that provides nuEssa ; s L |

authentication model between sender and intendeeiver -

under key pre-distribution schemes. Privacy is thajor ~ ) P‘“““KEY l
concern that has to devise from any public channel. Ed |

Henceforth, hop-by-hop routing process is initiatedthe MES e i

network k layer. The working principle of this easch study PRy
is presented as follows: MES S\gnam.re : —

A. Routing path: I

This module depicts the prediction of the routing '
path between the sender and receiver. The receode r Destination Node
should properly select from the set of receiverghovit
compromising the security and performance of treesys.
The sc_heme shou!d be modeled frpm_ th_e enc_ryptlah an IV. EXPERIMENTAL RESULTS
decryption steps. Linear distance optimization nhiglesed
as the objectives function between overlay and wage This section depicts theazipental analysis
distance. In order to evaluate the performance saudirity ~Of our proposed work.
strength of the proposed algorithm, we apply & tumber of
asymmetric and symmetric key pre-distribution sckem

Fig.1 Proposed architecture

B. Key Pre-Distribution process:

Key pre-distribution process is a sigfit process in
our proposed model. On-demand routing protocolg xeen
initiated for symmetric and asymmetric key modess.
weighted directed graph is modeled between senddr a
receiver nodes. Here, G (V, E) is a static grapfere all
nodes can be pre-loaded with the lookup table at th
initialization of the network. The pre-loaded &loloes not Fig. 2. Creation of three nodes
contain the cost of edges at this stage. At thevorét The above fig.2 represents the wi®lenode
operation phase, each node finds the underlay lpatith creation. It indicates the setup process of oumpgsed
associated with its overlay neighbors by sendingpk route  method. We initialized set of static nodes befdoing the
requests. message authentication system via pre-distributey k
management system.

C. Cost minimization model:

This model is used for users for minimizing thatco
of file transferring process from sender to recofath cost
minimizing collection reflects the best possiblefpanance
of the path. SASR algorithm calculates the spagiasability
aware path cost of it. Then, the path with the fsatost can
be selected. In a spatial reusability-aware pasheealuation
for single-path routing a given each of the pathsfl by an
existing source routing protocol (e.g., DSR), oUukSR
algorithm calculates the spatial reusability awzaith cost of
it. Then, the path with the smallest cost can hected.

D. Formation of shortest paths

The shortest path is formed from the singlth pauting
and any path routing process. A pairwise key isegated
from the Message Authentication model. We have used
spatial reusability aware single-path routing amy @ath
routing process. SASR-MIN tends to exploit the tbes
performance of the paths; the other category (SNB&)
evaluates the performance of the paths in the wease.
Given each of the paths found by an existing sounaéing
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a) Node’s creation using distance b) Nede’
creation using range

Fig. 3 (a) & (b). Node’s creation using range aislashce model
The above fig. 3 depicts the creation of statiderousing
range and distance metrics. In this process, waalehe
range i.e communication range between sender and
destination node and distance i.e how long the siadeto be
placed.

Fig.7. Creation of the routing path
The above fig.7 presents the routing path. Once the
destination node is finalized, the routing pathfasmed.
Depending on the distance value, the source node,
intermediate node and destination node are declared

Fig.4. Finding the nearest neighboring nodes ftin peeation

The above fig.4 represents the discovery of nearest
neighboring nodes. Efficient path creation is thaim
attribute of our proposed scheme. The intent ifinid the
nearest nodes between sender and destinationmodgsr to
create efficient routing path based on the rangedistance
metric.

Fig. 8. Once path is created, the data is forwatdélde intended destination
The above fig. 8 depicts the data transmissiongeg@cOnce
the routes are declared, the packets are trandniitten
source node to the intended destination node.

Fig.5. Selecting the destination node from its hbiing node’s
information

The above fig.5 represents the selpaifaestination
node. In this step, an appropriate destination n®delected
using the neighboring node’s information. The intehthis
step is to discover the accurate destination nodwddicate
the misuse of packets.

Fig.9. Cost of the selected path is estimated
The above fig. 9 indicates the cost analysis ofsblected
path. Since, cost analysis is one of our proposstdaenin this
step, we have analyzed the cost value for the tegleouting
path. It is purely based on the size and length@fimessage
packets and no.of intermediate nodes used for #ta d

e

The above fig. 6 represents the finalization ofdkstination
node from the set of destination node. Relied upus
neighboring node’s information, the destination @oid
selected.

Fig.10.Selecting the optimal path i.e cost-wiséfft
The above fig.10 depicts the selection of optinathp The
cost analysis is done for the set of possible mitethe
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wireless environment. For each routing path, ttst factor is
estimated. Depending upon the estimated cost, fftoéent

route is selected. Here, we have declared lowecdkevalue
will depicts the efficient routing process. Henadfp the
efficient routing system implicates the lower ciasitor.

Fig.11. Successful transmission of message toténded receiver
The above fig.11 presents the transmission of myeskaits
correct destination node. Once the routes areifiedl the
message is initiated by the sender node to théngpiath.
Along with the message, the destination addres®igioned
and finally, the message is received by the ddstimaode.

Fig.12 Creation of the multipath for securely traiting message
The above fig.12 depicts the creation of multipdtin
message transmission process. Initially, we haaé/aed for
the single path routing protocols which consumghdii time.
To resolve this issue, in addition, we have alsalyzed
multipath routing system. The objective of the gtisl to
securely transmit the message using efficient ngusiystem.
In this step, we have collectively analyzed thesfie routes
for generating multiple paths to avoid the misukeates as
well as message from the adversary’s.

Fig.13. Similarly, the calculation of the cost &l nodes in the networks
The above fig.13 depicts the cost calculation lfier possible
multiple paths. Between the sender and destinatoie, the
intermediate nodes are the backbone for achiewingent
routing systems. Similarly, we have analyzed thst dor
each possible route to eliminate the time conswngind for
speedier message transmission.

Fig. 14. Selecting the optimal path from set ofetént paths.
The above fig.14 depicts the optimal path fronoéanultiple
paths. Once the cost is analyzed for possible soeféicient
routes are picked for further process.

Fig.15. Destination viewing the file
The above fig.15 depicts the destination node vigvthe
received message. Once the message is securelyectty
the destination node, acknowledgments send bacthdo
source node. It proves that the message authéatigabcess
is successfully achieved.

COST CALCULATION

Value
= — I w -+ w

A
@
\?t\‘
level

M Existing ™ Proposed

Fig.16. Different levels of cost calculation betwesxisting and proposed
system

The above fig. 16 depicts the cost comparison lerwe
existing and proposed system. The cost valuedioh eoute is
calculated. Based on the estimated cost valuespptimal
route is determined.

V. CONCLUSION

Due to the limited availabiliy the energy, it is
extremely important to carefully select the optimmalte
which can increase the end-to-end throughput, édpen
hop-by-hop routing process. Message authenticéione of
the most effective ways to thwart unauthorized emdupted
messages from being forwarded between mobile nddes.
this work, we have enhanced message authenticatoatel
under key pre-distribution scheme using hop-by-hop
algorithm. Since, routing path is an essentialvégtin the
field of computing systems. We have used Singlk paiting
and any path routing process which specifically leygd to
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pick the optimal route from set of different rout@he role of
single path routing algorithm is to optimize thatphetween
the sender and receiver node. Similarly, the rélany path
routing algorithm is to select the best path betwtbe sender
and receiver node. Both the routing process fadesblve the
issue of security in the network layer path. Autieation is
one of the security parameters that need to beadpegrin the
message processing systems. Current security sexese
lined up by symmetric key cryptosystems or publiy k
cryptosystems. The objective of the proposed mdsldb
reduce the computational cost and communicatiomheae.
A verification model is introduced between sended a
receiver node which contain infinite number of nagss.
Experimental results have shown the efficiency bé t
proposed message authentication model in termsosf c
minimization model.
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