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Abstract— Patient Health Records (PHR) consists of the
patient’s personal data and their diagnosis information. It should
be maintained in the centralized server. The patient’s records
maintained with full security and privacy in the centralized
server. In this privacy mechanism protects the sensitive
attributes of the patients and in security schemes are used to
protect the data from the public access. Patient Health Record is
an emerging model for the patient’s health information
exchange. And it is outsourced to be stored at third parties in the
cloud service providers. It could be exposed to the third party
servers and to unauthorized parties or persons. So that the
problems will rise in the following ways: risk in the privacy
exposure, scalability in key management, flexible access and
efficient user revocation. The most important challenges in the
service as achieving the fine-grained cryptographically enforced
data access control. In this paper, we proposed the novel
approach of patient-centric framework and it mechanisms are
used for the data access control and data of the patient’s are
stored in the semi trusted servers. To achieve the fine-grained
and scalable data access control for PHR’s by using the leverage
attributes based encryption techniques. It is used to encrypt the
data of the patients in the files. If we compared to the previous
security data, this technique leads to the PHR system in the
multiple security level or domains and consists of the multiple
data owner and users. This key management reduces much more
complexity when compared to the other system. Our scheme also
enables dynamic modification of access policies or file attributes,
supports efficient on-demand user/attribute revocation and
break-glass access under emergency scenarios. Extensive
analytical and experimental results are presented which show the
security, scalability and efficiency of our proposed scheme.

Index Terms— Personal health records, cloud computing, data
privacy, fine-grained access control, attribute-based encryption.

I. INTRODUCTION

Cloud computing [39], is an emerging paradigm in the
computer industry where the computing is moved to a cloud
of computers. The cloud computing core concept is, simply,
that the vast computing resources that we need will reside
somewhere out there in the cloud of computers and we’ll
connect to them and use them as and when needed. Cloud
computing is the next general step in the evolution of on
demand information technology services and products. Cloud
computing is a means by which highly scalable and fully

technology based services can be easily consumed over the
internet on an as-needed basis. To a large extent, cloud
computing will be based on virtualized resources. The
convenience and efficiency of this approach, however, comes
with security risks and data privacy. A significant barrier to
the adoption of cloud services is thus user fear of confidential
data leakage and loss of privacy in the cloud. Privacy is a
important and fundamental human right that encompasses the
right to be left alone, many techniques are proposed under
different systems and security models. In all these works,
great efforts are made to design solutions that meet various
requirements; high scheme efficiency, stateless verification
etc.

In recent years, Patient Health Record (PHR) is an
emerged technique in a cloud services provider. It is a patient-
centric model for the patient health information exchange,
control, storage and sharing the patient’s personal data and
their diagnosis information from one to other place through
the web. Each patient is promised for the full control of their
medical records and to share their health data with a wide
range of users. Many PHR services are outsourced or provide
due to the data or shared through the third parties in the cloud
services provider.

There are many existing PHR services with many security
and privacy risks which could be implode into wide adoption.
Main concern of the services is to sharing the sensitive
information of the patient’s personal health records but the
people don’t trust fully the third party server. On the one hand,
the existing healthcare regulations such as HIPAA is recently
amended top the incorporate business associates. In this
HIPAA, the cloud providers are usually not covered entities.
On the other hand, due to the high value of the sensitive
personal health information, the third-party storage servers are
often the targets of various malicious behaviours which may
lead to exposure. The PHR service provides to encrypt their
files and to allow which set of users to obtain access to each
file.

The goal of the exiting PHR system is the privacy is often
in conflict. The authorized users may either need to access the
PHR for personal use or professional purposes. The latter has
potentially large scale; should each owner herself be directly
responsible for managing all the professional users, she will
easily be overwhelmed by the key management overhead. On
the other hand, the existing PHR system, consist of the
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multiple owners who may encrypt according to their ways. An
alternative is to employ a central authority (CA) to do the key
management on behalf of all PHR owners, but this requires
too much trust on a single authority i.e., it cause the key
escrow problem in the data’s of the patients or in the services.

In this paper, we propose the patient-centric model for

secure sharing of PHRs and it is stored on semi-trusted servers.

The main focus of the proposing system is to address the
complicated and challenging key management issues. In order
to protect the personal health data from the untrusted server,
we assume the attribute-based encryption (ABE) as the main
encryption technique for the system. Using ABE policies are
expressed based on the attributes of users or data, which
enables a patient to selectively share her PHR among a set of
users by encrypting the file under a set of attributes, without
the need to know a complete list of users. The complexities
per encryption, key generation and decryption are only linear
with the number of attributes involved. However, to integrate
ABE into a large-scale PHR system, important issues such as
key management scalability, dynamic policy updates, and
efficient on-demand revocation are non-trivial to solve, and
remain largely open up-to-date. We also introduce ABE (MA-
ABE) in the public domain to improve the security level and
in order to avoid the key escrow problem.

The rest of the paper is organized as follows. In Section I,
we discuss about the related work of the PHR system. In
Section 1l formally introduces our proposed system of the
paper. In Section IV we summarize about the algorithm used
in the PHR system. In Section V, we present the full
simulation study of the proposed scheme. Finally, we
conclude the paper and discuss future work in Section VI.

Il. RELATED WORKS

In this section, we briefly discuss the works which is
similar techniques as our approach but serve for different
purposes.

Shilpa elsa abraham [40] in this paper Cloud computing
environment supports storage spaces for patient health record
management process. Data owners update the patient data into
third party cloud data centers. The attribute based encryption
(ABE) scheme is used to secure the patient records for
selected sensitive attributes. Multiple owners can access the
same data values. The Multi Authority Attribute Based
Encryption (MA-ABE) scheme is used to provide multiple
authority based access control mechanism. The MA-ABE
model is not tuned to provide identity based access
mechanism. Distributed storage model is not supported in the
MA-ABE model. The proposed system is designed to provide
identity based encryption facility. The attribute based
encryption scheme is enhanced to handle distributed attribute
based encryption process. Data update and key management
operations are tuned for multi user access environment.

Ming Li, Shucheng Yu, Kui Ren, and Wenjing Lou [41] In
this paper, we propose a novel framework for access control

to PHRs within cloud computing environment. To enable fine-
grained and scalable access control for PHRs, we leverage
attribute based encryption (ABE) techniques to encrypt each
patients’ PHR data. To reduce the key distribution complexity,
we divide the system into multiple security domains, where
each domain manages only a subset of the users. In this way,
each patient has full control over her own privacy, and the key
management complexity is reduced dramatically. Our
proposed scheme is also flexible, in that it supports efficient
and on-demand revocation of user access rights, and break-
glass access under emergency scenarios.

Ayad F. Barsoum and M. Anwar Hasan [42] in the
proposed system, a pairing based provable multi-copy data
possession (PB-PMDP) scheme, which provides evidence to
the customers that all outsourced copies are actually stored
and remain intact. Moreover, it allows authorized users (i.e.,
those who have the right to access the owner’s file) to
seamlessly access the file copies stored by the CSP, and
supports public verifiability. The proposed scheme is proved
to be secure against colluding servers. We illustrate the
performance of the PB-PMDP scheme through theoretical
analysis, which is validated by experimental results. The
verification time of our scheme is practically independent of
the number of file copies. Additionally, we discuss how to
identify corrupted copies by slightly modifying the proposed
PB-PMDP scheme.

This paper is mostly related to works in cryptographically
enforced access control for outsourced data and attribute
based encryption. To realize fine-grained access control, the
traditional public key encryption (PKE) based schemes [8],
[10] either incur high key management overhead, or require
encrypting multiple copies of a file using different users’ keys.
To improve upon the scalability of the above solutions, one-
to-many encryption methods such as ABE can be used. In
Goyal et. al’s seminal paper on ABE [11], data is encrypted
under a set of attributes so that multiple users who possess
proper keys can decrypt. This potentially makes encryption
and key management more efficient [12]. A fundamental
property of ABE is preventing against user collusion. In
addition, the encryptor is not required to know the ACL.

ABE based on the Fine-grained Data Access Control: A
number of works used ABE to realize fine-grained access
control for outsourced data [13], [14], [9], [15]. Especially,
there has been an increasing interest in applying ABE to
secure electronic healthcare records (EHRS). Recently,
Narayan et al. proposed an attribute-based infrastructure for
EHR systems, where each patient’s EHR files are encrypted
using a broadcast variant of CP-ABE [16] that allows direct
revocation. However, the cipher text length grows linearly
with the number of unrevoked users. In [17], a variant of ABE
that allows delegation of access rights is proposed for
encrypted.

EHRs. Ibraimi etal. [18] applied cipher text policy
ABE(CP-ABE) [19] to manage the sharing of PHRs, and
introduced the concept of social/professional domains. In [20],
Akinyele et al. investigated using ABE to generate self-
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protecting EMRs, which can either be stored on cloud servers
or cell phones so that EMR could be accessed when the health
provider is offline. However, there are several common
drawbacks of the above works. First, they usually assume the
use of a single trusted authority (TA) in the system. This not
only may create a load bottleneck, but also suffers from the
key escrow problem since the TA can access all the encrypted
files, opening the door for potential privacy exposure. In
addition, it is not practical to delegate all attribute
management tasks to one TA, including certifying all users’
attributes or roles and generating secret keys. In fact, different
organizations usually form their own (sub) domains and
become suitable authorities to define and certify different sets
of attributes belonging to their (sub) domains (i.e., divide and
rule). Second, there still lacks an efficient and on-demand user
revocation mechanism for ABE with the support for dynamic
policy updates/changes, which are essential parts of secure
PHR sharing. Finally, most of the existing works do not
differentiate between the personal and public domains, which
have different attribute definitions, key management
requirements and scalability issues. Our idea of conceptually
dividing the system into two types of domains is similar with
that in [18], however a key difference is in [18] a single TA is
still assumed to govern the whole professional domain

Chow [21] proposed a multiple-authority ABE (CC
MAABE) solution in which multiple TAs, each governing a
different subset of the system’s users’ attributes, generate user
secret keys collectively. A user needs to obtain one part of her
key from each TA. This scheme prevents against collusion
among at most N — 2 TAs, in addition to user collusion
resistance. However, it is not clear how to realize efficient
user revocation. In addition, since CC MA-ABE embeds the
access policy in users’ keys rather than the cipher text, a direct
application of it to a PHR system is non-intuitive, as it is not
clear how to allow data owners to specify their file access
policies. We give detailed overviews to the YWRL scheme
and CC MAABE scheme in the supplementary material.

In addition, Ruj et al. [25] proposed an alternative solution
for the same problem in our paper using Lewko and Waters’s
(LW) decentralized ABE scheme [26]. The main advantage of
their solution is, each user can obtain secret keys from any
subset of the TAs in the system, in contrast to the CC MA-
ABE. The LW ABE scheme enjoys better policy
expressiveness, and it is extended by [25] to support user
revocation. On the downside, the communication overhead of
key revocation is still high, as it requires a data owner to
transmit an updated cipher text component to every non-
revoked user. They also do not differentiate personal and
public domains. In this paper, we bridge the above gaps by
proposing a unified security framework for patient-centric
sharing of PHRs in a multi-domain, multi-authority PHR
system with many users. The framework captures application
level requirements of both public and personal use of a
patient’s PHRs, and distributes users’ trust to multiple
authorities that better reflects reality. We also propose a suite
of access control mechanisms by uniquely combining the
technical strengths of both CC MA-ABE [21] and the YWRL

ABE scheme [9]. Using our scheme, patients can choose and
enforce their own access policy for each PHR file, and can
revoke a user without involving high overhead. We also
implement part of our solution in a prototype PHR system.

I11. PROPOSED WORK

In this paper, we propose the patient-centric model for
secure sharing of PHRs and it is stored on semi-trusted servers.
The main focus of the proposing system is to address the
complicated and challenging key management issues. In order
to protect the personal health data from the untrusted server,
we assume the attribute-based encryption (ABE) as the main
encryption technique for the system. Using ABE policies are
expressed based on the attributes of users or data, which
enables a patient to selectively share her PHR among a set of
users by encrypting the file under a set of attributes, without
the need to know a complete list of users. The complexities
per encryption, key generation and decryption are only linear
with the number of attributes involved. However, to integrate
ABE into a large-scale PHR system, important issues such as
key management scalability, dynamic policy updates, and
efficient on-demand revocation are non-trivial to solve, and
remain largely open up-to-date. The main contributions of this
paper as follows:

Our first contribution of this paper is to propose the novel
ABE-based framework for patient-centric secure sharing of
PHRs in cloud computing environments. It works under the
multi-owner settings. In this propose we address the key
management challenges and security issues mainly. The two
domains are used to handle for different types of PHR sharing
personal data. The two domains are public and personal
domains. Many of the patient’s information sharing through
the professional way by using managed distributively by
attribute authorities in the former, while each owner only
needs to manage the keys of a small number of users in her
personal domain.

We also introduce ABE (MA-ABE) in the public domain to
improve the security level and in order to avoid the key
escrow problem. We introduce the mechanism for the key
distribution and encryption algorithms are used for the fine
grained role based access policies during the file encryption.
We augment the system into the MA-ABE by putting forward
an efficient and its security. In this way, the patients have full
privacy control over their personal, data and diagnosis
information.

We also provides the analysis of the complexity and
scalability of the proposed secure PHR sharing solution , in
terms of computation, communication, storage and key
management. We also compare our scheme to several
previous ones in complexity, scalability and security.
Furthermore, we demonstrate the efficiency of our scheme by
implementing it on a modern workstation and performing
experiments/simulations.
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IV.CONCLUSION

In this paper, we proposed the effective novel framework
for secure sharing of the personal data and patient’s details in
the cloud computing. The proposed framework addresses and
overcome the problems are brought by the PHR owners and
users. So, we greatly reduce the complexity in the key
management and given the privacy guarantees to the users.
This framework greatly reduces the issues and complexity in
the data sharing when it is compared to the previous works.
We utilize ABE to encrypt the PHR data, so that patients can
allow access not only by personal users, but also various users
from public domains with different professional roles,
qualifications and affiliations. Last but not least, we increase
an existing MA-ABE scheme to handle efficient and on-
demand user revocation and proved it security in high.
Through implementation and simulation, we show that our
solution is both scalable and efficient.
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