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Abstract— Due to the advancements made in the Information
and Communication Technologies (ICT), security plays major
role in today’s environment. Cryptography was creaéd as a
technique for securing the secrecy of communicatioand many
different methods have been developed to encrypt drdecrypt
data in order to keep the message secret. Unfortately it is
sometimes not enough to keep the contents of a mags secret, it
may also be necessary to keep the existence of tmessage
secret. Steganography is the art of hiding informigon and an
effort to conceal the existence of the embedded arfnation. In
this paper, we have proposed a novel security modehat
suggests a way for steganography utilizing the press of texture
synthesis. First, the process of synthesizing anlatrary size of
texture image can offer good embedding capacity thais
proportional to the size of the stego texture imageSecond, as the
stego texture is composed of source texture, our gposed
method is not vulnerable to any steganalytic algotthm. Third,
the proposed method is able to provide the recovergf source
texture back. With these advantages, the propose thed will
completely synthesize the source texture image anidhpose
security over it by embedding the secret message evvto it.
Experimental analysis has shown the efficacy of oysroposed
security model.

Index Terms—Steganogrpahy, hiding information, texture
back

I. INTRODUCTION

The widespread use of internet for communicatias
increased the attacks to users. The security ofrimdtion is
an important issue related to privacy and safetindistorage
and communication [1]. Cryptography and Stegandyrajpe
two popular ways of sending vital information isecret way.
Cryptography is the method of converting plaintéxto
cipher text. The messages are converted into arymed
format using a key and then this cipher text iglbidinto an
image, audio or video file according to the usehsice. The
encryption is done using Advanced Encryption Altfori and
the key is hashed using Secure Hash Algorithm [2].

The Steganography,
Watermarking techniques can be used to obtain $geund
privacy of data. The steganography is the art dinlgi data

cipher thus cryptography is scrambling of mess&@és
Whereas the steganography results in exploitatfdmman
awareness so it remains unobserved and undeteciect.
It is possible to use all file medium, digital data files as a
cover medium in steganography. Generally, stegapbyr
technique is applied where the cryptography isautive [4].

The rest of the paper is organized as followstiGed|
presents the prior work; Section Ill presents theppsed
model; Section IV depicts the experimental analysisl
finalizes in Section V.

. PRIORWORK

This section depicts the prior works processedther
researchers.
synthesis with multi-frame LBP-TOP and diffeomoiphi
growth model. Two key factors, such as frame reprdion
and blending artifacts that affects the synthesigpmance.
To improve the synthesis performance from two fiesstu
First, effective frame representation is used fotwa both
the longitudinal information in temporal domain atfe
image appearance information in spatial domain.oSe&c
artifacts that reduce the synthesis quality araigntly
suppressed on the basis of a diffeomorphic growddeh It
aims to set up a diffeomorphic growth model to eateulocal
dynamics around stitched frames. In [6] L.-Y. WedaM.
Levoy present an efficient algorithm that can dédfintly
synthesize a wide variety of textures. The algarith easy to
use and it generates textures with perceived gueitial to or
better than those produced by previous technidugstuns
two orders of magnitude faster.

In[7] A. A. Efros proposed a non-parametric mekiar
texture synthesis. The texture synthesis processgya new
image outward from an initial seed, consider onelpat a
time. First, chose a single pixel so that the madgitures
high frequency information as possible. All prestu
synthesized pixels in a square window around sipijlel are
used as the context. Using the probability tables the

Cryptography and Digitaqiistribution of single pixel, synthesis is precedgiven all

possible contexts. In [8] C. Han develops a mulis¢exture
synthesis algorithm. A novel example-based reptasien,

inside another data such as cover medium by apmplyi§@/led an exemplar graph is proposed that simpiyires a
different steganographictechniques. While cryptphya few low-resolution input exemplars at different Issa

results in making the data human unreadable follaccas
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Exemplar graph is an input representation bettiéector the
multiscale setting. The nodes in the graph are plas and
they are connected by directed and weighted edges.

In [5] YimoGuo proposed video texture
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In [9] H. Otori and S. Kuriyama propose a new tygfe texture, making possible a second round of texdun¢hesis if

image coding method using texture image synthasikgital
camera mounted on a mobile phone is utilized asta idput
device to obtain embedded data by analysing therpatf an

image code such as a 2D bar code. Regularly amange

dotted-pattern is first painted with colors pickeat from a
texture sample, for having features corresponding
embedded data. This improved the quality of datbezided
textures. In [10] M. F. Cohen proposed a simpletsistic
algorithm for non-periodically tile the plane wighsmall set
of Wang Tiles for image and texture generationuatime.
Wang Tiles are squares in which each edge is ag$ign
color. The generation of large textures is very.fas

In [11] K. Xu et al. explore the use of salientvas in
synthesizing intuitive, shape-revealing texturessarfaces.
The texture synthesis is guided by two principlastching
the direction of the texture patterns to thosehaf salient
curves, and aligning the prominent feature linehatexture
to the salient curves exactly. In [12] Liang etiatroduced
the patch-based sampling strategy. The algoritmthegizes
textures from an input sample. This patch-basedpbam
algorithm is very fast and it creates high-qualiexture
image. This algorithm works well for a wide variggxtures
like regular to stochastic textures. The texturielpas in the
sampling scheme provide implicit constraints to idvo
garbage found in some textures.

In [13] Efros and Freeman proposed a method that

generates a new texture by stitching together gmaathes of
existing textures. This process is known as imagkirg. It
is very fast and simple texture synthesis algoritirhe
generalization of the method is used to perforntutex
transfer. This method is extended to perform textransfer.
In [14] Ni et al. proposed a novel reversible dhtding
algorithm, which can recover the original imagehwiit any
distortion from the marked image after the hiddatachave
been extracted for embedding the data into the énape

needed. The system to be developed will be easibyedded
into the different application where security isimeoncern.

B. Enhanced reverse texture synthesis model

The proposed approach steganography using releersib
fexture synthesis offers three advantages. Firstesthe
texture synthesis can synthesize an arbitrary Gizexture
images, the embedding capacity is proportionahéosize of
the stego texture image. Secondly, a steganalgiarithm is
not likely to defeat this steganographic sincestiego texture
image is composed of a source texture rather thadifying
the existing image contents. Third, the reversidapability
inherited provides the functionality to recover theurce
texture. Since the recovered source texture istigyxae same
as the original source texture, it can be empldypegroceed
onto the second round of secret messages for stgeggohy if
needed.Fig.1 presents the overall system architectu

Steganography using
Reversible Texture Synthesis
Card Secret Fud
details . data Transfe
Payment || Embedding process o Merchant | ‘P
process System
Secret data
Duh'.]e Extraction process |« Customer’s
shopping Bank
x Authenticate
Customer
0
j\
N
Customer

Dispatching
Fig.1. System Architecture
The proposed model is explained as follows:
1) Customer registration and login module:
In this module, a new customer can register innték portal

algorithm applicable to a wide range of images sash with their details such as name, address, emaiplane
commonly used images, medical images, texture imag@&umber, etc. The data entered by user is beingpgdssough
aerial images and all of the 1096 images in ComlDr necessary validation checking. The customer detdilshe

database.

. PROPOSEDMODEL

A. Problem Satement

This study proposes an implementation
steganography using reversible texture synthesas ianline
shopping system using credit cards. The secretwdaitzh is
the credit card details is hidden into the textimage at
sender side. It is done by generating patches &ource
texture and index table and composite image is rgsee:
Message is embedded and correct data can be reddvem
the cover image with no change at receiver sidgoiMzart of
system will include Texture synthesis, message enibg
and source texture recovery, message extractiomasdage
authentication. Given an original source texturst fve have
to produce a large stego synthetic texture hidiveg gecret
messages. By using a conventional patch-based théiieo
textures are synthesized. The studywill providesrsibility
to retrieve the original source texture from thegstsynthetic
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stored in the database. The users once registareldgin to
the system with their user id and password. Proper
authentication and user verification is being dah¢he time
of login process.
2) Shopping module:

offhe customer can view the items in the shoppingahoFhe

details of the product such as product name, price,
description, etc will be displayed. The user cad @ items
which they want to buy to their cart. The custooser add any
number of items to their cart. Each item in the can have a
product id, quantity, cost of the item, etc. Eashris cart will
have a cart id and the total cost of the item$iéndart.

3) Customer payment module;

Once the customer done with their shopping, thay ¢
proceed with the payment process. For this, theéomey
needs to provide their credit/ debit card detailshsas the
card number, name on the card, etc. These detdilbav
hidden from the merchant system with the process of
Steganography using reversible texture synthesis.



International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353Volume 24 Issue 9 — JUNE 2017.

4) Seganography using reversible texture synthesis
module: Secret Index Table N Index
This module is divided into four sections: 1) Geatieig key | generation — Tk
Patches 2) message embedding procedure 3) Capa
determination 4) Message extracting procedure.

: Source Composttion  |«—! Compositio
C. Generation of patches Textone mage o o image

The basic unit used for the steganographic textu Generation —
synthesis is referred to as a patch. A patch reptesan image
block of a source texture where its size is useciied. We Pixel Orieated
can denote the size of a patch by its width (Pvg leight Bcrypted | | Tegmee  |e | Sweo Synthetic
(Ph). A patch contains the central part and anrquatg where Data Texture
the central part is referred to as the kernel regiith size of
KwxKh, and the part surrounding the kernel regioe a
referred to as the boundary region with the depth).(Fig.2
represents the generation of patches.

Synthesis

Fig.4 Flowchart of Message Embedding Procedure

This index table allows us to access the synthesittire and
retrieve the source texture completely. This rdiées
embedding style is the major advantage of the mego

P, K. Py system. The dimension of the index table (Tpw x)Tiglfirst
i ol nal determined. Given the parameters Tw and Th, whiehttze
P, § |Boundary region * width and the height of the synthetic texture weerid to
o : synthesize, the number of entries in this indexetaian be
I Kermnel ! determined using equation (1) where TPn denotesuber
K : region : F of patches in the stego synthetic texture.
I T,—P, I,-P
:. I TP,;Z T;}L«XTf)fi:L{ " yJ‘F[JX\‘( i !})+1J
P._g‘ [ (Pw_Pd) (PI!_Pd) (1)
™ P, = Second step of message embedding procedure ist® the
source patches into a workbench to produce a catigpos
Fig.2. Generation of patches image. For that a blank image has to establishhas t

A source texture with size of,S S, can be subdivided into a workbench where its size is equal to the synthigticure.
number of non-overlapped kernel blocks, each otiias Then paste the source patches into the workbensédban
the size of i, x Ky, as in Figure 4.4. Let KB represent theine source patch ID stored in the index table tdpce a
collection of all kernel blocks thus generated, angdomposition image. If no overlapping of the soysatches is
IKBIrepresent the number of elements in this set. Thgund, then patches can be attached directly ifite t
indexing for each source patchi&employed as KB{ kyi|i  workbench. If pasting locations cause the sourdehea to

= 0 tolKBI- 1} . We can expand a kernel block with the deptf@venap each other, then an image quilting tecrmidg
Pqat each side to produce a source patch. Figureligaites  employed to reduce the visual artefact on the apped area.
the source patctspobtained when kernel block kbs  Next step is to encrypt the secret message. Addance

expanded. Encryption Standard (AES) is used for encrypting $ecret
(=1 P, message. AES is based on substitution and combmaiid it
K, is fast in both software and hardware. After thergption of
= [t the message, the message can embedded pixel bylwivey
| the texture synthesis process to produce synttestiare.
Fa ! kbﬂ kD1 2) Capacity Determination
Ku;i 5P ch:r. The embedding capacity is important for data emivedd
=3 X scheme. Embedding capacity of the algorithm dementhe
T b kha kbg capacity of bits that can be concealed in eacrp@eP, bit

per patch), and the number of patches which is dodwgbin

the stego_synthetic textur&R,). Every patch can hide at

Fig.3. Source patch _ least 1 bit of the secret data; thus, the lowenbaf BPP will
1) Message embedding procedure be one, and the maximal capacity in bits that eaadmncealed

Message embedding procedure contains the followir}g each patch is the upper bound of BPP, as dernted

modules_ 1) Index Table Ge_neration_, 2) Cpmposit'ma_ge BPP The total capacity that the proposed scheme ffan o
Generation, 3) Data Encryption 4) Pixel Orientededting is shown in equation (2) which is the multiplicatiof BPP

with Texture Synthesis. Fig.4 shows the flowcharttie and EP,. The number of the embeddable patches is the

message embedding procedure. difference between the number of patches in thehstic
texture TP,) and the number of source patches subdivided in
the source texturesP,,).
TC = BPP xER=BPP x (TR- SR,) (2
1) Message extraction Process:
The message extracting for the receiver side Vsl
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generating the index table, retrieving the soureeture, | B Figure2 = O %
performing the texture synthesis, and extractingd an
authenticating the secret message concealed irstdgo

synthetic texture. Fig.5. shows the flowchart & thessage

File Edit View Insert Tools Desktop Window Help ~

DEade k| AKRODEL-|2|0”

embedding procedure. Composition Image
Secret Index Table o Index
Key ¥ (Generation "l Table
Stego Source Source
Synthetic ¥ Texture >  Texture
Texture Recovery —
Message | Compositio
Extraction and nlmage
Authentication Generation
Fig.6. Composition of generated images
=
Y v File Edit View Inset Teools Desktop Window Help =
Encrypted || Compositio e WS | b [RRDE £ a0 "
message n image
Fig.5. Flowchart of message extraction procedure
To extract the original message, appropriate patektracted
from the composition image. The patch contains ygried
data. The extraction of patch is done byreferrimg index Embedding message during texture synthesis
table. The index table tells where the patch inithage is
pasted and based on this information the patcixtmaed
from the composed image. Once the patch is exttathe
next task is to decrypt the encrypted message. niaim =3 - i
reason behind encrypting the message is to prohige please wait_._.
security to the confidential data. So with the gpted

message, the third person is not able to detectdhéents Fig 7. Message Embedding process
inside the message body unless and until they hiage pyrqes - O x
corresponding decryption key with them.

3) Transaction and dispatch module : - ]
The )details provided by fﬁe customer are being doded to Jcde |08 EA-8]0"
their bank. The bank server uses the message #xrac Stego Synthetic Texturs
procedure of steganography using reversible texymthesis 2 TF ;‘ eo]
to extract the details provided the customer. Udimese :
details, the bank checks whether the card holdeutisorized
or not. If the credit/debit card holder is authedzthe bank
checks whether there is enough fund in the custemel
account to buy the selected items in the shoppémg i so,
the amount required to buy the items selected &g tistomer
is being transferred to the merchant’'s account friwm
customer’s bank account. Upon receiving the paynthet
merchant system dispatches the items selected by
customer.

File Edit View Insert Tools Desktop Window Help ¥

Fig.8. Stego Synthetic Texture
IV. EXPERIMENTALANALYSIS AND RESULTS

The proposed method steganography using reversible
texture synthesis is demonstrated by a texture emesing
MATLAB tool. The example demonstrates the message
embedding and message extraction.
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u Figure 1

Fil Ed Vie Inst Toc Desk Wind He ~ |
DEede | kR L7

Extracted Source Texture

] X

Fig. 9 Extracted Source Texture

Synthetic Texture Size : 1008 x1008; Patch Size: 48
x48

Sy XS No of source Embedding

patches Capacity
SP, in bits

96 x 96 I. 4 II. 1006848

128 x . 9 IV. 995328
128

192 x V. 16 VI. 979200
192

Synthetic Texture Size : 1024 x1024 ; Patch Size:
24 x24

96 x 96 VII. 16 VIII. 1039360

128 x IX. 25 X. 1034176
128

192 x XIl. 64 XI1l.1011712
192

TABLE 1. ANALYSIS OVER EMBEDDING CAPACITY

1006848

1010000 20

oy

§ 1000000 995328 16 45 3
S 990000 2
& 9 979200 10 o
S 980000 - 5
4 970000 =
i

960000 0

96*96 128%128192%192

Source Texture Size

B Embedding Capacity —@— No:of Patches

Fig. 10. Chart showing Embedding capacity and hpatches when source
texture size is 1008 x 1008
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o] ]
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=] - =]
o 0 o
5 I N 5
® % Yy
NN
Source Texture Size

mmm Proposed Approach —@—Previous Approach

Fig.11. Chart showing comparison of Embedding Ciypac

Then the image quality is analyzed by estimatingNRS
values. The higher the PSNR, the better the qualfty
compressed or reconstructed image. Fig.12shows st of
the PSNR value calculated between the originatexand
extracted texture. It shows that the PSNR valugfisity. It
means that quality of the image is very high, the source
texture has been recovered successfully.

Command Window

Mean Square Error = 0.000000
psnr = Inf
)‘{ Source Texture Recovered Successfully

Fig.12. PSNR calculation

V. CONCLUSION

The approach Steganography using Reversible Texture

Synthesis isweaved into an Online Shopping Appbcethat
uses credit cards as the mode of payment. It pes\décurity
to the confidential details of the customer. Byrgpting the
confidential data of the customer, double secucdy be

provided to the system. This Steganography method

minimizes the distortions during embedding processl
produce visually plausible texture to reduce trabpbility of
discovering the confidential data from unauthorizesérs.
When comparing with the previous approach, thisr@ggh
provides good embedding capacity. The proposecsys
much more robust against any kind of attack andiiges
high degree of security to the confidential datédkn inside
the texture. With this system, the confidentialade&nnot be
accessed by any person except the authorized pansomho
is having a secret key with him/her. The proposexdhod
Steganography using reversible texture synthesapjdied
onto an online shopping system that uses credifscas their
mode of payment.Performance analysis is experirdeinte
terms of efficiency of embedding capacity and imqgality.



International Journal of Emerging Technology in Conputer Science & Electronics (IJETCSE)
ISSN: 0976-1353Volume 24 Issue 9 — JUNE 2017.

REFERENCES

[1] N. F. Johnson and S. Jajodia, “Exploring stegarpigraSeeing the
unseen,” Computer, vol. 31, no. 2, pp. 26-34, 1998.

[2] N. Provos and P. Honeyman, “Hide and seek: An dhtetion to
steganography,” IEEE Security Privacy,vol. 1, no.pp. 32-44,
May/Jun. 2003.

[3] Y. Guo, G. Zhao, Z. Zhou, and M. Pietikdinen, “Vidéexture
synthesis with multi-frame LBP-TOP and diffeomomphgrowth
model,” IEEE Trans. Image Process., vol. 22, ng.pj0 3879-3891,
Oct. 2013.

[4] L.-Y.Wei and M. Levoy, “Fast texture synthesisngsiree-structured
vector quantization,” in Proc. 27th Annu. Conf. Garmh Graph.
Interact.Techn., 2000, pp. 479-488.

[5] A. A. Efros and T. K. Leung, “Texture synthesis tgn-parametric
sampling,” in Proc. 7th IEEE Int. Conf. Comput. ViSep. 1999, pp.
1033-1038.

[6] C. Han, E. Risser, R. Ramamoorthi, and E. GrinspNhltiscale
texture synthesis,” ACM Trans. Graph., vol. 27, 802008, Art. ID
51.

[71 H. Otori and S. Kuriyama, “Texture synthesis for bi® data
communications,”IEEEComput. Graph. Appl., vol. 28. 6, pp.
74-81, Nov./Dec. 2009.

[8] M. F. Cohen, J. Shade, S. Hiller, and O. Deuss@rany tiles for
image and texture generation,” ACM Trans. Grapbl.,22, no. 3, pp.
287-294, 2003.

[9] K. Xuet al., “Feature-aligned shape texturing,” ACvans. Graph.,
vol. 28, no. 5, 2009, Art. ID 108.

[10] L. Liang, C. Liu, Y.-Q. Xu, B. Guo, and H.-Y. ShurfReal-time
texture synthesis by patch-based sampling,” ACMWh3r&raph., vol.
20, no. 3,pp. 127-150, 2001.

[11] A. A. Efros and W. T. Freeman, “Image quilting fexture synthesis
and transfer,” in Proc. 28th Annu. Conf. Computa@r. Interact.
Techn., 2001, pp. 341-346.

[12] Z. Ni, Y.-Q. Shi, N. Ansari, and W. Su, “Reversibata hiding,"|EEE
Trans. Circuits Syst. Video Technol., vol. 16, Bppp. 354-362,Mar.
2006.

[13] R. Rejani,D. Murugan and Deepu V. KrishaRixel pattern based
steganography on imadgsurnal on image and video processing, feb
2015, volume: 05, issue: 03

[14] [14] Kuo- Chen Wu and Chung-Ming Wang, “Steganobsapsing
Reversible Texture Synthesis”, IEEE Transactiorir@mge Processing
,vol.24,no.1, January.2015.

90



