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Abstract— The paper presents an enhanced CASHMA
architecture. The existing works exploited the novepossibility
introduced by the biometrics to define a protocol ér continuous
authentication that improves security and usability of user
session. The protocol computes adaptive timeouts time basis of
the trust posed in the user activity and in the quity and kind of
biometric data acquired transparently through monitoring in
background of user’s actions. But there is a lackfosecurity in
the Biometric Templates. To overcome this drawback Bhwfish
algorithm is used for encryption and decryption andit provides
more security. Blowfish algorithm works on variablekey length.
It works on bit length ranges from 64-448 becausef avhich it
takes less execution time. The objective of blowfisdgorithm is
to encrypt the data in a short execution time withminimum cost.
The biometric templates are encrypted which are altonverted
from the multimedia file before transferring to the buyer. It
improves the efficiency of the process.

Index Terms— Security, Web servers, Authentication, Mobile
Environments.

I. INTRODUCTION

Session management for Internet services aréitnaally
based on username and password, and sessionggrated
by explicit logouts or by the expiration of sesstimeouts.
One single verification point is applied but may deemed
insufficient or not satisfactory as the identity afuser is
considered immutable during the entire sessionti@aously
authenticating internet users has become a signifigriority
because, there has been a tremendous surge imthmeof
personal data and sensitive information stored coessed
[1]. Login-time pins and textual and graphical pewsls are
by far the most popular mechanisms for authentigathe
users.

However, these mechanisms suffer from at
drawbacks: (1) they are static, i.e., they autlcati the user
once — at the beginning of a session — and do ffiet any
protection against unauthorized access post laadl, (2)
passwords and pins require user’s attention far &émgry and
therefore are not suitable for continuous authatito.
Hence biometrics was used to define a protocol
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continuous authentication that improves securityasability
of a user session [2].

Security of web-based applications is a seriouseon due
to the recent increase in the frequency and coriplex
cyber-attacks; biometric techniques offer emergintution
for secure and trusted authentication, where ussgnand
password are replaced by biometric data. Howewealigl to
the spreading usage of biometric systems, the fiveein
their misuse is also growing, especially considgrtheir
possible application in the financial and bankiaegters [3].
Implicit or “active” authentication is an emergiragea in
smart phone domain, which aims to continuously entibate
users without interrupting them. There is also dngw
evidence that users tend to choose simple texgeahical
passwords, making them relatively easy to guesaddrby
harnessing the users’ natural interactions wittsthart phone
[4]. Lately, behavioural modalities that have bered for
active authentication include on-screen touch asstuges,
hand or smart phone movement and orientation, geatibn
patterns and combinations of these. Among
aforementioned modalities for active authenticattbsmart
phone users, touch has been gaining popularityusecgl)
there is growing evidence that touch patterns @anded to
create reliable signatures for user authenticaéiod,(2) most
interactions with smart phone applications happenags,
touch strokes and gestures, so these patterns agmily e
available for enrolment and subsequent autherdicd].

A basic solution is to use very short session tute@nd
periodically request the user to input his/her erdils again
and again. To timely detect misuses of computesuress
and prevent that an unauthorized user malicioggliaces an
authorized one, solutions based on multi-modalnbétric
continuous authentication are proposed,
verification into a continuous process instead oétone

least twRFcurrence. To avoid that a single biometric timiforged,

biometrics authentication can rely on multiple beairits
traits, new approach for user’'s verification andsssen
management are discussed in this paper that inedefind
implemented in the context of the multi-modal bidrioe
authentication system CASHMA-(Context Aware Seguvit

sdfierarchical Multilevel Architecture). The CASHMA/stem

realizes a secure biometric authentication serdnethe
Internet, in this users need to remember only aename

turning r use
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and use their biometric data rather than passwaods advantages of biometrics-based personal authdoticat
authenticate in multiple web services. CASHMA opera systems over traditional security systems basetbken or
securely with any kind of web service for examptdire knowledge, they are vulnerable to attacks thatdmerease
banking, military zones, and airport zone whichuieg high their security considerably. In this paper, we wralthese
security services [6]. attacks in the realm of a fingerprint biometric teys. We
propose an attack system that uses a hill climpnogedure
to synthesize the target minutia templates anduatalits
feasibility with extensive experimental results doated on a

system to verify the identity of users by relying their large fingerprint database. Several measures that be
distinctive traits, like fingerprint, face, irisigeature, voice, Utilized to decrease the probability of such atsaakd their
etc. Biometrics is commonly perceived as a strongiMifications are also presented.

authentication method; in practice several welldmo Sheyneretal., [10] presented Anintegral parhofleling the
vulnerabilities exist, and security aspects shdanddarefully —9lobal view of network security is constructingeak graphs.
considered, especially when it is adopted to sethieraccess Manual attack graph construction is tedious, eprore, and
to applications controlling critical  systems andmpractical for attack graphs larger than a hundredes. In
infrastructures. In this paper we perform a quattie this paper we present an automated technique fugrgeng
security evaluation of the CASHMA multi-biometric @hd analyzing attack graphs. We base our technajue
authentication system, assessing the security gedvioy SYmbolic model checking algorithms, letting us dount
different system configurations against attackerith w attack graphs automatically and efficiently. Weoadescribe
different capabilities. The analysis is performesing the WO analyses to help decide which attacks wouldrimest
ADVISE modeling formalism, a formalism for securitycost-effective to guard against. We implemented our

II. LITERATURE SURVEY
Bondavalli, et al., [7] presented a Biometric auatigation

evaluation that extends attack graphs; it allowsdmbine
information on the system, the attacker, and thé&ioseof

interest to produce quantitative results. The oletiresults
provide useful insight on the security offered bg different
system configurations, and demonstrate the feagibil the

approach to model security threats and countermessno
real scenarios.

Montecchi, et al., [8] showed that Current ICT asfiructures
are characterized by increasing requirements ddhidity,

security, performance, availability, adaptabilify.relevant
issue is represented by the scalability of theesgswith

respect to the increasing number of users and catigns,
thus requiring a careful dimensioning of
Furthermore, new security issues to be faced drizm

exposing applications and data to the Internes tequiring
an attentive analysis of potential threats anddbatification

of stronger security mechanisms to be implementédch

may produce a negative impact on system performande
scalability properties. The paper presents a mbdséd
evaluation of scalability and security tradeoffs af
multi-service web-based platform, by evaluating hthe

introduction of security mechanisms may lead to

technique in a tool suite and tested it on a smetivork
example, which includes models of a firewall andrarusion
detection system.

S. Evans and J. Wallner [11] showed that secunigyresering
for complex systems is typically done as an ad frocess.
Taking a risk-based security engineering approagaces
today's ad hoc methods with a more rigorous andgdiised
approach that uses a multi-criterion decision modaiis
approach builds on existing techniques for integgatisk
analysis with classical systems engineering. A ltiesu
security metric can be compared with cost and peidoce
metrics in making engineering trade-off decisions.

resources.

lll. EXISTING SYSTEM

The existing protocol requires a sequential mubiiciad
biometric system composed of n modal biometric gstiesns
that are able to decide independently on the atitiigrof a
user. Once the user’s identity has been verified, system
resources are available for a fixed period of tiomeuntil
explicit logout from the user. This approach assuthat a
single verification (at the beginning of the ses}ids
aufficient, and that the identity of the user iss@nt during

degradation of performance properties. The evalpati the whole sessionln existing, a multi-modal biometric

focuses on the OPENNESS platform, a web-basedophatf
providing different kind of services, to differecdategories of
users. The evaluations aim at identifying the batcks of
the system, under different configurations, andessshe
impact of security countermeasures which were ifiedtby
a thorough threat analysis activity previously ieafrout on
the target system. The modeling activity has beeried out
using the Stochastic Activity Networks (SANSs) foliam,
making full use of its characteristics of modularénd
reusability. The analysis model is realized throutie
composition of a set of predefined template modetsch
facilitates the construction of the overall systeradel and
the evaluation of different configuration by comimgsthem
in different ways.

verification system is designed and developed tealehe
physical presence of the user logged in a computer work
in another existing paper, proposes a multi-modainbtric
continuous authentication solution for local access
high-security systems as ATMs, where the raw detmiged
are weighted in the user verification process, thase the
type of biometric traits and time, since differsensors are
able to provide raw data with different timings. tdne
constraint introduces the need of a temporal iatgn
method which depends on
observations: based on the assumption that aptisees, the
confidence in the acquired (aging) values decreabhs
paper applies a degeneracy function that measures t
uncertainty of the score computed by the verifarafunction

Uludag et al.,, [9] showed that, in spite of numerou[13, 14].
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A. DISADVANTAGES OF EXISTING SYSTEM

1. None of existing approaches supports continuous
authentication [1, 17]. Users Biometric N BlowFish
2. Emerging biometric solutions allow substituting Inputs Algorithm
username and password with biometric data during
session establishment, but in such an approath stil
single verification is deemed sufficient, and the
identity of a user is considered immutable durhm t
entire session. Biometric Monitor
Templates >

IV. PROPOSELBYSTEM

This paper presents a new approach for user \egidit and
session management that is applied in the contesrea
security by hierarchical multilevel architectur€ASHMA) —
system for secure biometric authentication on titerhet. Certificate
CASHMA is able to operate securely with any kindwafb Authority
service, including services with high security dedw as
online banking services, and it is intended to bedufrom
different client devices, e.g., smart phones, DgsiRCs or Destination node
even biometric kiosks placed at the entrance afreecareas.

Depending on the preferences and requirementseafwimer

of the web service, the CASHMA authentication seevian 9.1 Block Diagram
complement a traditional authentication service, can B. SYSTEM MODEL

replace it. Our continuous authentication approdash  The yser (the client) communicates with the webiserfor
grounded on transparent acquisition of biometria@ad on 5 seryice request; the web service replies a \eitificate
adaptive timeout management on the basis of ts¢ pased fom the CASHMA authentication service is requirked
in the user and in the different subsystems used fghentication. The first step is sending the datathe
authentication. The user session is open and sel@sgite ifferent biometric traits, specifically selecteal perform a
possible idle activity of the user, while potentiaikuses are strong  authentication  procedure. The CASHMA
detected by continuously confirming the presenceth& ,thentication server checks the biometric dataived and
proper user. performs an authentication procedure. There aralifferent
A. ADVANTAGES OF PROPOSED SYSTEM possibilities arises. If the user identity is netified, new or
» Our approach does not require that the reacticm toadd|t|.onal blomgtrlc mformatmq are regqested forestep
); this process is repeated until the minimumtttiiseshold

user verification mismatch is executed by the usélr

device (e.g., the logout procedure), but it idS reached. If the user identity is successfullyifieal, the

transparently  handled by  the CASHMACASHMA authe_rytica?ion server authenticates_ theT ,;user
authentication service and the web services, whic':hOmpUtes an initial timeout ofllength T1 at timestamt
. . timestampl for the user session. Creates the CASHMA

apply their own reaction procedures. o . ) ;

» Provides a tradeoff between usability and security. certificate and -s.ends itto the client. - The dlliarnwarq§ the
CASHMA certificate to the web service. The certfie is

read by web server and authorizes the client to thee
requested service until time timestamp.
The web service demands the authentication of usettse
CASHMA authentication server. These services ayekard
of Internet service. Finally, by clients we meae tlsers’
devices like (laptops, Desktop PCs, tablets, etthjch
acquire the biometric data corresponding to theouar
biometric traits from the users, and transmit thds to the
CASHMA authentication server towards a target wavise.
A client contains .i) sensors - acquire the rawaddj the
CASHMA application - transmits the raw data to the
authentication server. The CASHMA authenticatiorvee
applies user authentication and verification proced that
compare the raw data with the biometric templateed.

C. AUTHENTICATION PROTOCOL
In the following we have given the information cained in
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the body of the CASHMA certificate transmitted lhe tclient
by the CASHMA authentication server, which is nseesg to
understand details of the protocol. Time stampseglence
number identify each certificate, and protect froeplay
attacks. the outcome of the verification is decisarried out
on the server side. It consists of the expiratiaretof the
session that is assigned by the CASHMA authentinati
server. The global trust level and the sessiondirmeare
usually computed considering the time instant irictvithe
CASHMA application acquires the biometric data.

V. IMPLEMENTATION

The proposed system of this paper is divided iaoto fnajor
modules and described as below.

1. System Model

2. Authentication Server

3. CASHMA Certificate

4., Continuous Authentication

A. SYSTEM MODEL

In this module, we create the System model to exaland
implement our proposed system. CASHMA can authatgic
to web services, ranging from services with stseturity
requirements as online banking services to serwvititls
reduced security requirements as forums or soei@larks.
Additionally, it can grant access to physical secareas as a
restricted zone in an airport, or a military zoimeguch cases
the authentication system can be supported by lrankéosk
placed at the entrance of the secure area). Waiaxile
usage of the CASHMA authentication service by disog
the sample application scenario, where a user uswarog
into an online banking service.

"User Id" refers to the identity of the user obtalrfrom the
Bank for the purpose of logging into the InternetnBing
facility provided by the Bank. "Login Password"asunique

and randomly generated password known only to the
customer, which can be changed by the user to dnis/h

convenience. This is a means of authenticatingisee ID for
logging into Internet Banking. "Transaction PassWds a
unique and randomly generated password known ortyet
customer, which can be changed to his/her conveeiérhis
is a means of authentication required to be praviol the
customer for putting through the transaction

his/her/their/its accounts with Bank through InttrBanking.
While User ID and Password are for valid access the
internet application, giving valid Transaction Resdl is for
authentication of transaction/requests made thrintghnet.

B. AUTHENTICATION SERVER

In Internet banking as with traditional banking huats,
security is a primary concern. Server will take rgve
precaution necessary to be sure your information
transmitted safely and securely. The latest metholigernet
banking system security are used to increase amitandhe
integrity and security of the system.
The Server maintains the functionality:

» Customer Details

» Activation of Beneficiary

» Transaction Details

» Activate Blocked Account

85

C. CASHMA CERTIFICATE

In this module, we present the information contdiie the
body of the CASHMA certificate transmitted to tHent by
the CASHMA authentication server, necessary to stded
details of the protocol. Decision represents theaue of the
verification procedure carried out on the servatesilt
includes the expiration time of the session, dywcafhi
assigned by the CASHMA authentication server. b, fthe
global trust level and the session timeout are ygwamputed
considering the time instant in which the CASHMA
application acquires the biometric data, to avoadeptial
problems related to unknown delays in communicatiod
computation.

D. CONTINUOUSAUTHENTICATION

A secure protocol is defined for perpetual auttoetibn
through continuous user verification. The protabetermines
adaptive timeouts based on the quality, frequendytgpe of
biometric data transparently acquired from the .uEbe use
of biometric authentication allows credentials ®drquired
transparently, i.e., without explicitly notifyindhe user or
requiring his/her interaction, which is essent@alguarantee
better service usability. The idea behind the etieawof the
protocol is that the client continuously and trarsmtly
acquires and transmits evidence of the user igentit
maintain access to a web service. The main taskhef
proposed protocol is to create and then maintaénuber
session adjusting the session timeout on the hdsibe
confidence that the identity of the user in theteysis
genuine.
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could strongly depend on the surroundings. Ourréutuork
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VI. CONCLUSION

Session management system is fully dase
username and password, and sessions are termibgted
explicit logouts or by the expiration of sessiandbuts. One
single verification point is applied but may be reeeot
sufficient or not satisfactory because the iderdity user is
supposed immutable during the entire session. phjser
presents a protocol for continuous authenticatiomclv
improves security and usability of a user sesditwe.protocol
computes adaptive timeouts which is based on tisé put on
the activity of user and in the quality as wellths kind of
biometric data user is providing. The transparequésition
of biometric data, realized through monitoring ackground
the user's actions, allows maintaining the sessipen
without explicit interactions with the user, thusproving
usability.

The proposed protocol performs only some check$aoa
recognition, where only one face is consideredidentity
verification and the others deleted. Also when dagecquired
in an uncontrolled environment, the quality of baint data

86

(1]
(2]

(3]

(4]
(5]

(6]

(71

(8]

(9]
[10]

[11]

will be set to eradicate these limitations.
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