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Abstract— The major advancement in technologies
results in security and energy efficiency issues ifarge
wireless sensor networks. To solve those issues ratpcol
known as Energy Optimized Secure Routing (EOSER) is
designed which uses two adjustable parameters: (EBC
Energy Balanced Consumption and (PRW) Probabilistic
Random Walk routing. The energy consumption of deves
are directly proportional to the uniform energy
deployment of given topology, this problem is solkin
this work using scattered energy deployment stratggto
increase message delivery ratio and lifetime of the
topology. From our experiment and simulation resuls the
proposed (EOSER) protocol can provide a great tradeff
between routing efficiency and energy consumptionThe
proposed protocol can also be used to increase mags
delivery ratio by preventing trace back attacks.

Index Terms— Energy Optimization, Security, Delivey
Ratio, Non-uniform Energy Deployment, Source Locabtn
Privacy

[. INTRODUCTION

to perform jamming and routing trace backttacks.
Aggravated by the fact that WSNs routing is often
topographybased, we propose a topography-based secure and
efficient Energy Optimized Secure Routing (EOSER) protocol
for WSNs without depending on flooding. EOSER allows
messages to béransmitting using two routing strategies,
random walking and deterministic routing, in the same
framework. The sharingf these two strategies is determined
by the specificsecurity necessities. The protoeddo provides

a secure message delivery option to make the miogteo
message delivery ratio under adversarial attacks.

The paper is organized as follows. In section Il
related works are discussed. Section Il describedules of
the proposed work. Section IV shows the simple itgcture
of the system. In Section V, performance and ttsilte of
proposed scheme are discussed and finally sectibn V
concludes the proposed system.

Il. RELATED WORK

Routing the message is a tricky task in WSNs duthéo
narrow resources. Geographic routing has been kroad

The recent technical advances make wireless sencviewed as one of the most gifted approaches foeless

networks (WSNs) technically and inexpensively fblsto be
widely used in both armed and civilian applicatiosisch as
keeping eye on ambient conditions related toettnronment,

precious species and critical desigichese nodes often have
very limited and non-recoverablenergy resources, which
makes energy an importadesign issue for these networks.

Routing is another very tricky design issue Yé6Ns for that
a correctly designed routing protocol should ooty ensure
high message delivery ratio and low enecgywsumption for
message delivery, but also balance ¢hére sensor network

energy utilization, and therebgxtend the sensor network

sensor network [1]. In the Geographic routing pcots
information is routed hop-by-hop from the source the
destination. The source node chooses the immediate
neighboring node to forward the message basedtberghe
routing path or the distance. The distance betwéan
neighboring nodes can be calculated by signal gtihsnor
using GPS equipments. The relative location infdimmacan

be exchanged between neighboring nodes.

A. Geographical Routing Based
In [5], a geographic adaptive fidelity (GAF) rouin

lifetime. In addition to the abovementioned issues, WSNs rely scheme was proposed for sensor networks equippiéd wi

on wireless communications, which is by nature a bcaatl
medium. It is more susceptible to security attatian its
wired equivalent due to lack of a physical limit.garticular,
in the wireless sensor domain, anybody with srtable
wireless receiver can monitor and interrupt thessenetwork
communications. The hackers may us&pensive radio
transceivers, powerful workstations amdteract with the
network from a distance since they are wonhstrained to
using sensor network hardware. It is possfblethe hackers

low power GPS receivers. In GAF, the network arga i
divided into predetermined size virtual grids. bcle grid,
only one node is selected as the active node, whie
remaining will sleep for a period to save energheT
sensor for-wards the messages based on greedyagbamr
routing strategy. A query based geographic andgsner
aware routing (GEAR) was proposed in [6]. In GEAlRe
sink node sends requests with geographic informatioo
the target region instead of using flooding. EacHenpass
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the messages to its neighboring nodes based orcterpe destination with less delay. Even hackers can roorttie
cost and learning cost. The expected cost consiusts  traffic of entire WSN.

the distance to the destination and the remainieggy of

the sensor nodes. The learning cost provides tidatag

information to handle local minimum problem.

B. Privacy Based Source Location B. Designed Goals

In this scenario the source location privacy isvjated
by broadcasting that mixture of valid messages with The goals to be achieved by proposed system are as
dummy messages. The main proposal is that each no@§llows:
needs to transmit messages consistently. If tiseme valid 1) Increasing the lifetime of the wireless Sensetwork by
message to transmit, the node should transmit dummysing non uniform energy deployment scheme.
messages. The broadcast of dummy messages not orly Source location privacy is achieved by usingisecandom
consumes significant amount of sensor energy, Bt a walk routing strategy.
overload the network and increases the packetsmmils 3) Increase the message delivery ratio by avoiding
and decreases the packet delivery ratio. In phantoting ~ collision by eliminating dummy messages and redydine
protocol [22], each message is routed from theemuitr  traffic on the network.
source to a dummy source along a premeditated walk
through either sector-based approach or hop-based C. Proposed System
approach. The routing information is stored in tieader

of the message. Then every forwarder on the randati A novel and secure energy optimized secure routing
path forwards this message to a random neighbatbas (EOSER) protocol is proposed which optimizes thergy of
the route determined by the source node. the nodes and enhances the security of the netWbskentire

network is divided into different regions and eaelgion is
known as a grid, each grid consist of n no of nodlss of
IIl. SYSTEM MODEL which one node is selected as active node or thd hede ,

The proposed scheme has the following systendll remaining nodes are in the sleep mode to saeeehergy

assumptions those are following in proposed schamgiven  Of the grid. A non-uniform energy deployment schesnesed
below: to save the energy of the network and along with security

is also a major concern for that a source locaparacy
scheme is used. The source location of sender isobdiled
from the advisors by sending messages through narvdalk
routing. Deterministic routing is used to send maskhrough

Several assumptions has to be made before going ﬁportest path which is predefined.

A. System Model Assumption

proposed the system that is we consider the_ vv_ixetemsor IV. ARCHITECTURE
network consist of large no nodes with limited eyer ] ) )
resources, Hence nodes are wireless they canaailyiplaced The simple architecture of the proposed protocol is
in the domain. shown below:
Here we have only one sink node the information of Energy Optimized Secure
the sink node is made public and the sink nodéésdnly Routing(EOSER)
destination for all the source nodes. Each nodessigned by - \
node ID for security issues to know the initialinat of the el
message. Each message may be encrypted to seeudatth ‘ etermnEne rovtng ‘ | S ‘
malfunction from the hackers. We also assume eaxde n
knows its relative location in the grid and it igdated by its -
Use shortest path | | select random path |

intermediate nodes time to time.

The source location privacy is major concern with
reference to the security issues, the hackerotrettieve the
source of message by jamming the sink node whilasseme
hackers might have major advantage over sensocegvihey \ /
may have highly equipped devices huge energy ssutigh -
computational capability and high storage devidéackers ‘ Sink node |

may directly know the location of the sender byckiag the Fig-1: Architecture of Energy Optimized Secure Rugt
signal strength and direction of the message andeazch the (EOSER) protocol.

‘ send data through N nods ‘ | Senddata through N node ‘
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The Energy Optimized Secure Routing protocol usesiode. Hence they save energy to optimize the fifetof the

two routing strategies to forward the message te thnetwork. Here E denotes the energy of the grid.dsiaotes
destination based on the type of routing is setkittperform neighboring node.

the operations. If the random walk routing is seddcthe

. The second algorithm finds the next hop node to the
proposed protocol hide the source from hackers o tige N . .
information of the source and send the data todfstination ~ destination by calculating the energy left in a@anid closest

through a randomly selected node through the adiizad node to the receiver. Er denotes the remainingggnier the

node. If deterministic routing is selected themses shortest grid. The algorithm tries to determine the relativeation of

path first routing strategy to send the data todisgtination. the grid which is closest to the dink node by ranfo
selecting a grid the set A.

Energy Optimized Secure Routing (EOSER) protocol

This section provides the details of EOSER. @
A. Algorithms used

We majorly perform computation of energy of thedgaind | Create network |

next hop routing grid based on the energy balaacarpeter E 1
which is illustrated in the algorithm | Show the network |
Algorithm 1: Node A finds the next hop routing grid based on +

the EBC Select routing type either EBC or
Input: All nodes in the nodes in the wireless sensor agtw Random walk type routing
Output: Node with highest energy level. +

Stal‘t Start routing |
Stepl Compute the average remaining energy of thecadja +

ne|ghb0r|ng gl’IdS | Wiew received data |
Determine the candidate grids for the next routiog. +

1 — 1 __ | View energy levels |
na __‘___d___“na T +

T P | | Wiew energy consumption graph |

Step2 Determine the candidate grids for the next rautiop. l

step3 Send the message to the node in the grid closdbe

sink node based on its relative location.
Stop Fig- 2: Flow Diadram of EOSER algorithm.

Algorithm 2: Finding the next hop routing grid based on theThe above figure shows the step by step executfothe
giver parameters. simulation model designed for the proposed systé&hmne
Input: All nodes in the nodes in the wireless sensor agtw  above mentioned flow diagram shows the energy sevkthe
Output: node with highest energy level and close to sinknode and the energy consuption of each node ugethdo
node. simulation. It also depicts the enire process aretation of
Start the simulation used to show the practical implinagion of
Stepl Compute the average remaining energy of the adfac the proposed schemes and techniques.

neighboring grids

Step2 Determine the candidate grids for the next rajtiop. B. Non-Uniform Energy Deployment

Step3 Select the random numbsg (0, 1). . L

Step4 Send the message to the grid closest to thensidé. This scheme leads to minimize the energy
Step6 Route the message to a randomly selected grilein  Onsumption of the nodes and increase the lifetohehe
set A, wireless sensor network. As described by previgscsudsions
Stop the grid close to the sink node has high energswmption

then the nodes away from sink node. This non-umifenergy
In Algorithm1 we try to compute energy of each grid deploymept scheme is used to conserve the _energjneof
in a wireless sensor networks. And elect one nedba head nodes which are closer to the sink node. Redeheeznergy

. consumption scenario and energy remaining calaulato
node based on closest to the receiver and thestaéd have avoid the maximum usage of nodes closer to the sode.

highest energy level. The remaining nodes in a vl  \yith this energy deployment, we maintained the sawezall
became inactive till they receive the message filoenactive amount of energy deployment units, in the nonamif
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energy deployment. However, under our assumptitme, t energy levels at 100% depending on the usage itegktced
energy consumption should be 100% before the senstw depict that energy level tab is used, hence dh& is

network runs out of energy and dies. In the unif@nergy
deployment scenario, the sensor network dies whgnadbout
17.86% of the energy is consumed. Therefore, umder
uniform deployment, the efficiency of a sensor rwtis
energy usage can be roughly 5:6 times compareetariform
energy deployment. The efficiency can be measusethbé
total number of messages that can be delivereithedifetime
of the sensor network under the same transmissiguéncy.

V. PERFORMANCE AND RESULTS

In order to measure the performance of the algorith
we use java, AWT, swings to design and describe th

simulation and compare the energy graph of the siau¢he
grid. As described in previous discussion both émergy
optimization and security issues are resolved yyuEOSER
protocol in wireless sensor network.

The information enlisted in information table-1 is

given in detail below:

Table 1: Network Information Table.

NodeID Directions Energylevels in | Generated Data | Decrypted Data
percentage| (Encrypted)

N1 Upper 1.0% Mcdq 0.0
N2 Upper 10.0% Mcdq 0.0
N3 Upper 12.0% McexdMa 310
N4 Downward 70.9% Medg 0.0
N5 Backward 100.0% Mxmad 41
NG Backward 100.0% Medg 0.0
N7 Forward 15.0% Medq 0.0
N8 Forward 56.0% Medq 0.0
N9 Forward 80.0% Medq 0.0
N10 Downward 100.0% Medq 0.0

The energy level table consists of the node ID,

direction, energy level, encrypted data, and deerydata.
The node ID is a dynamic identification number gissd to
each node in a grid to know the initialization afcget. The
direction tab shows the direction taken by routimgtocol to
reach the destination. Here we use four directtbesupward,
downward, backwards and forward direction. Depegdin
situation the routing protocol uses the direction.

encrypted by using some encryption and decryption
algorithms to provide security and confidentialifpom
hackers so the next tab is used as encryption iaatlyf the
decryption tab to decrypt the data. Considering teating
strategies one is deterministic routing and anotbiee is
random walk routing, in deterministic routing slestt path is
searched to teach the destination and in the randaik
routing a random node is selected to send datah&o t
destination. Here in the simulation scenario theirc®
location privacy is preserved in the random walltiry so it
does not show the source node address, it forwthelslata
'éhrough intermediate node.

C. Energy Graph

ENERGY LEVELS
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Fig -3 :shows remaining energy in each node.

The above graph shows the energy remaining indkh e
node. Here each node is named with node id N1,N2.n...N
Depending on the number of node considered in eseel
network and energy remaining is shown in each Adde.
protocol monitors the energy levels of each node etwork
and selects the node close to the sink node andhwiksi
having highest level of energy and elect it asvactiode to
increase the lifetime of the network.

VI. CONCLUSION

The Energy Optimized Secure Routing (EOSER) prdtoco
for WSNs is proposed to balance the energy utibmatnd
increase network lifetime. The energy balance conion
(EBC) and Probabilistic random Walk (PRW) strategige
used to module these proposed system. It hasdkibifity to

Initially it is assumed that all the nodes have theSUPPOt multiple routing strategies in message éodmg to
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extend the lifetime while increasing routing seguriAs we
know that advancement in technologies is a neveingrtask,
we may have further advancements in the energylegions
procedures and the algorithms used. Both theotetitaysis
and experimental results show that EOSER has aellert
routing performance in terms of energy balance rending

path distribution for routing path security. It @lproposed a

non-uniform energy deployment scheme to maximize th

sensor network lifetime. Our analysis and simutatiesults
show that we can increase the lifetime and the runab
messages that can be delivered under the non-omgoergy
deployment by more than four times.
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