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Abstract— The major advancement in technologies 
results in security and energy efficiency issues in large 
wireless sensor networks. To solve those issues a protocol 
known as Energy Optimized Secure Routing (EOSER) is 
designed which uses two adjustable parameters: (EBC) 
Energy Balanced Consumption and (PRW) Probabilistic 
Random Walk routing. The energy consumption of devices 
are directly proportional to the uniform energy 
deployment of given topology, this problem is solved in 
this work using scattered energy deployment strategy to 
increase message delivery ratio and lifetime of the 
topology. From our experiment and simulation results the 
proposed (EOSER) protocol can provide a great tradeoff 
between routing efficiency and energy consumption. The 
proposed protocol can also be used to increase message 
delivery ratio by preventing trace back attacks. 

Index Terms— Energy Optimization, Security, Delivery 
Ratio, Non-uniform Energy Deployment, Source Location 
Privacy 

I. INTRODUCTION 

The recent technical advances make wireless sensor 
networks (WSNs) technically and inexpensively feasible to be 
widely used in both armed and civilian applications, such as 
keeping eye on ambient conditions related to the environment, 
precious species and critical designs.  These nodes often have 
very limited and non-recoverable energy resources, which 
makes energy an important design issue for these networks. 
Routing is another very tricky design issue for WSNs for that 
a correctly designed routing protocol should not only ensure 
high message delivery ratio and low energy consumption for 
message delivery, but also balance the entire sensor network 
energy utilization, and thereby extend the sensor network 
lifetime. In addition to the abovementioned issues, WSNs rely 
on wireless communications, which is by nature a broadcast 
medium. It is more susceptible to security attacks than its 
wired equivalent due to lack of a physical limit. In particular, 
in the wireless sensor domain, anybody with an suitable 
wireless receiver can monitor and interrupt the sensor network 
communications. The hackers may use expensive radio 
transceivers, powerful workstations and interact with the 
network from a distance since they are not constrained to 
using sensor network hardware. It is possible for the hackers 

to perform jamming and routing trace back attacks. 
Aggravated by the fact that WSNs routing is often 
topography- based, we propose a topography-based secure and 
efficient Energy Optimized Secure Routing (EOSER) protocol 
for WSNs without depending on flooding. EOSER allows 
messages to be transmitting using two routing strategies, 
random walking and deterministic routing, in the same 
framework. The sharing of these two strategies is determined 
by the specific security necessities. The protocol also provides 
a secure message delivery option to make the most of the 
message delivery ratio under adversarial attacks. 

The paper is organized as follows. In section II 
related works are discussed. Section III describes modules of 
the proposed work. Section IV shows the simple architecture 
of the system. In Section V, performance and the results of 
proposed scheme are discussed and finally section VI 
concludes the proposed system. 

II. RELATED WORK 

Routing the message is a tricky task in WSNs due to the 
narrow resources. Geographic routing has been broadly 
viewed as one of the most gifted approaches for wireless 
sensor network [1]. In the Geographic routing protocols 
information is routed hop-by-hop from the source to the 
destination. The source node chooses the immediate 
neighboring node to forward the message based on either the 
routing path or the distance. The distance between the 
neighboring nodes can be calculated by signal strengths or 
using GPS equipments. The relative location information can 
be exchanged between neighboring nodes. 

A. Geographical Routing Based 

In [5], a geographic adaptive fidelity (GAF) routing 
scheme was proposed for sensor networks equipped with 
low power GPS receivers. In GAF, the network area is 
divided into predetermined size virtual grids. In each grid, 
only one node is selected as the active node, while the 
remaining will sleep for a period to save energy. The 
sensor for-wards the messages based on greedy geographic 
routing strategy. A query based geographic and energy 
aware routing (GEAR) was proposed in [6]. In GEAR, the 
sink node sends requests with geographic information to 
the target region instead of using flooding. Each node pass 
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the messages to its neighboring nodes based on expected 
cost and learning cost. The expected cost considers both 
the distance to the destination and the remaining energy of 
the sensor nodes. The learning cost provides the updated 
information to handle local minimum problem. 

B.  Privacy Based Source Location 

In this scenario the source location privacy is provided 
by broadcasting that mixture of valid messages with 
dummy messages. The main proposal is that each node 
needs to transmit messages consistently. If there is no valid 
message to transmit, the node should transmit dummy 
messages. The broadcast of dummy messages not only 
consumes significant amount of sensor energy, but also 
overload the network and increases the packet collisions 
and decreases the packet delivery ratio. In phantom routing 
protocol [22], each message is routed from the authentic 
source to a dummy source along a premeditated walk 
through either sector-based approach or hop-based 
approach. The routing information is stored in the header 
of the message. Then every forwarder on the random walk 
path forwards this message to a random neighbor based on 
the route determined by the source node.  

 
 

III. SYSTEM MODEL 
The proposed scheme has the following system 

assumptions those are following in proposed scheme are given 
below: 
 

A. System Model Assumption 

 
Several assumptions has to be made before going to 

proposed the system that is we consider the wireless sensor 
network consist of large no nodes with limited energy 
resources, Hence nodes are wireless they can arbitrarily placed 
in the domain. 

Here we have only one sink node the information of 
the sink node is made public and the sink node is the only 
destination for all the source nodes. Each node is assigned by 
node ID for security issues to know the initialization of the 
message. Each message may be encrypted to secure the data 
malfunction from the hackers. We also assume each node 
knows its relative location in the grid and it is updated by its 
intermediate nodes time to time. 

The source location privacy is major concern with 
reference to the security issues, the hackers try to retrieve the 
source of message by jamming the sink node while we assume 
hackers might have major advantage over sensor devices, they 
may have highly equipped devices huge energy sources, high 
computational capability and high storage devices. Hackers 
may directly know the location of the sender by tracking the 
signal strength and direction of the message and can reach the 

destination with less delay. Even hackers can monitor the 
traffic of entire WSN. 
 
 
 
 

B. Designed Goals 

The goals to be achieved by proposed system are as 
follows: 
1) Increasing the lifetime of the wireless Sensor network by 
using non uniform energy deployment scheme. 
2) Source location privacy is achieved by using secure random 
walk routing strategy. 
3) Increase the message delivery ratio by avoiding the 
collision by eliminating dummy messages and reducing the 
traffic on the network. 
 

C.  Proposed System 

 A novel and secure energy optimized secure routing 
(EOSER) protocol is proposed which optimizes the energy of 
the nodes and enhances the security of the network. The entire 
network is divided into different regions and each region is 
known as a grid, each grid consist of n no of nodes out of 
which one node is selected as active node or the head node , 
all remaining nodes are in the sleep mode to save the energy 
of the grid. A non-uniform energy deployment scheme is used 
to save the energy of the network and along with that security 
is also a major concern for that a source location privacy 
scheme is used. The source location of sender node is hided 
from the advisors by sending messages through random walk 
routing. Deterministic routing is used to send packets through 
shortest path which is predefined. 

IV . ARCHITECTURE 

The simple architecture of the proposed protocol is 
shown below: 

 
Fig-1: Architecture of Energy Optimized Secure Routing   
(EOSER) protocol. 
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 The Energy Optimized Secure Routing protocol uses 
two routing strategies to forward the message to the 
destination based on the type of routing is selected it perform 
the operations. If the random walk routing is selected the 
proposed protocol hide the source from hackers to get the 
information of the source and send the data to the destination 
through a randomly selected node through the active head 
node. If deterministic routing is selected then it uses shortest 
path first routing strategy to send the data to the destination. 
 

Energy Optimized Secure Routing (EOSER) protocol 

This section provides the details of EOSER.  

A.  Algorithms used 

We majorly perform computation of energy of the grid and 
next hop routing grid based on the energy balance parameter E 
which is illustrated in the algorithm 

Algorithm 1 : Node A finds the next hop routing grid based on 
the EBC. 
Input:  All nodes in the nodes in the wireless sensor network. 
Output:   Node with highest energy level. 
Start 
Step1.  Compute the average remaining energy of the adjacent      
neighboring grids  
Determine the candidate grids for the next routing hop. 

 
Step2. Determine the candidate grids for the next routing hop. 
 
step3. Send the message to the node in the grid closest to the 
sink node based on its relative location. 
Stop 
 
Algorithm 2 :  Finding the next hop routing grid based on the 
giver parameters.  
Input:  All nodes in the nodes in the wireless sensor network. 
Output:  node with highest energy level and close to sink 
node. 
Start 
Step1. Compute the average remaining energy of the adjacent     
neighboring grids          .  
Step2. Determine the candidate grids for the next routing hop.  
Step3. Select the random number ɤ€ (0, 1). 
Step4. Send the message to the grid closest to the sink node.       
Step6. Route the message to a randomly selected grid in the 
set A.    
Stop 
 

In Algorithm1 we try to compute energy of each grid 
in a wireless sensor networks. And elect one node as the head 
node based on closest to the receiver and the node should have 
highest energy level. The remaining nodes in a grid will 
became inactive till they receive the message from the active 

node. Hence they save energy to optimize the lifetime of the 
network. Here E denotes the energy of the grid. Na denotes 
neighboring node. 

The second algorithm finds the next hop node to the 
destination by calculating the energy left in a node and closest 
node to the receiver. Er denotes the remaining energy in the 
grid. The algorithm tries to determine the relative location of 
the grid which is closest to the dink node by randomly 
selecting a grid the set A. 

 

Fig- 2: Flow Diadram of EOSER algorithm. 

The above figure shows the step by step execution of the 
simulation model designed for the proposed system. The 
above mentioned flow diagram shows the energy levels of the 
node and the energy consuption of each node used for the 
simulation. It also depicts the enire process and execution of 
the simulation used to show the practical implimentation of 
the proposed schemes and techniques. 

B.  Non-Uniform Energy Deployment 

 This scheme leads to minimize the energy 
consumption of the nodes and increase the lifetime of the 
wireless sensor network. As described by previous discussions 
the grid close to the sink node has high energy consumption 
then the nodes away from sink node. This non-uniform energy 
deployment scheme is used to conserve the energy of the 
nodes which are closer to the sink node. Redefine the energy 
consumption scenario and energy remaining calculation to 
avoid the maximum usage of nodes closer to the sink node. 
With this energy deployment, we maintained the same overall 
amount of energy deployment units,  in the non-uniform 
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energy deployment. However, under our assumption, the 
energy consumption should be 100% before the sensor 
network runs out of energy and dies. In the uniform energy 
deployment scenario, the sensor network dies when only about 
17.86% of the energy is consumed. Therefore, under non-
uniform deployment, the efficiency of a sensor network’s 
energy usage can be roughly 5:6 times compare to the uniform 
energy deployment. The efficiency can be measured by the 
total number of messages that can be delivered, or the lifetime 
of the sensor network under the same transmission frequency. 

 
V.  PERFORMANCE AND RESULTS 

In order to measure the performance of the algorithm 
we use java, AWT, swings to design and describe the 
simulation and compare the energy graph of the nodes in the 
grid. As described in previous discussion both the energy 
optimization and security issues are resolved by using EOSER 
protocol in wireless sensor network. 

The information enlisted in information table-1 is 
given in detail below: 

 
Table 1: Network Information Table. 

 

 
   

The energy level table consists of the node ID, 
direction, energy level, encrypted data, and decrypted data. 
The node ID is a dynamic identification number assigned to 
each node in a grid to know the initialization of packet. The 
direction tab shows the direction taken by routing protocol to 
reach the destination. Here we use four directions the upward, 
downward, backwards and forward direction. Depending on 
situation the routing protocol uses the direction. 

Initially it is assumed that all the nodes have the 

energy levels at 100% depending on the usage it get reduced 
to depict that energy level tab is used, hence the data is 
encrypted by using some encryption and decryption 
algorithms to provide security and confidentiality from 
hackers so the next tab is used as encryption and finally the 
decryption tab to decrypt the data. Considering two routing 
strategies one is deterministic routing and another one is 
random walk routing, in deterministic routing shortest path is 
searched to teach the destination and in the random walk 
routing a random node is selected to send data to the 
destination. Here in the simulation scenario the source 
location privacy is preserved in the random walk routing so it 
does not show the source node address, it forwards the data 
through intermediate node. 

 
C. Energy Graph 

 

 

Fig -3 :shows remaining energy in each node. 

The above graph shows the energy remaining in the each 
node. Here each node is named with node id N1,N2……Nn 
Depending on the number of node considered in wireless 
network and energy remaining is shown in each node.The 
protocol monitors the energy levels of each node in a network 
and selects the node close to the sink node and which is 
having highest level of energy and elect it as active node to 
increase the lifetime of the network. 

 

VI. CONCLUSION 

The Energy Optimized Secure Routing (EOSER) protocol 
for WSNs is proposed to balance the energy utilization and 
increase network lifetime. The energy balance consumption 
(EBC) and Probabilistic random Walk (PRW) strategies are 
used to module these proposed system. It has the flexibility to 
support multiple routing strategies in message forwarding to 
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extend the lifetime while increasing routing security. As we 
know that advancement in technologies is a never ending task, 
we may have further advancements in the energy calculations 
procedures and the algorithms used. Both theoretical analysis 
and experimental results show that EOSER has an excellent 
routing performance in terms of energy balance and routing 
path distribution for routing path security. It also proposed a 
non-uniform energy deployment scheme to maximize the 
sensor network lifetime. Our analysis and simulation results 
show that we can increase the lifetime and the number of 
messages that can be delivered under the non-uniform energy 
deployment by more than four times. 
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