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Abstract— In mobile ad hoc networks (MANETS), data items
can be retrieved effectively by using topk query pocessing
method. The environment which contains malicious nags
cannot provide an accurate result. This paper assursethat the
malicious node tries to attempt an attack called da
replacement attack in which the necessary data sedse replaced
by unnecessary data sets. The proposed work includemde
grouping method in top-k query processing for deteiing the
malicious node. The accuracy of the query result carbe
maintained by forwarding the data sets along multife routes
and based on the information attached to the replynessage the
query-issuing node can detect the attack. By exchgimg the
message, single malicious node can be identified. Taentify
multiple malicious nodes, it's necessary to shardé¢ information
of identified malicious node to other nodes. In tls method, nodes
are grouped based on the similarity of the identitd malicious
node. Simulation experiments are conducted by using network
simulator, NS2, to verify that this method provides high
accuracy and identifies multiple malicious nodes

Index Terms— Mobile ad hoc networks, query processing,
routing, traffic, data replacement attack, node graiping.

I. INTRODUCTION

A self-configuring and infrastructure- less mebilode
with wireless link is called mobile ad hoc netwolach node
can move independently and capable of routing itrat
other nodes in the network and these network d@ve fixed
infrastructure. To route the packet each node tmugintain
the routing information and it has to be updatednvthe
topology changes. In a MANET, nodes with
communication range can communicate directly witheo
node, if a node is outside the communication rahbas to

moves form one node to another node based on thmgo
algorithm, and each node will contribute their assand the
items are ordered according to their attribute s@nd the
guery-issuing node will get the date with the kigigt score in
the network. In this environment some node will &e
malicious tries to confuse and disrupt the nornperation of

the network. The malicious activity can be of twtifthe first

case the malicious nodes will deploy Data Replac¢me

Attack (DRA), the second one is False Notificatidttack
(FNA) .The network with malicious nodes will conim to
operate normally the user of the network will coné to
operate without the knowledge of the presence @f
malicious node. The malicious node will try to imwlent
Denial of Service attack and blocks the query pseitg
inside the network. In the case of top-k query pssing the
some scoring function is used to identify the topblect the
object score depend on the object characteridte pirice,
color of a product, and cost of the product inakshopping
database. The Data objects manipulated based atdhiag
predicates that contributes to the total scoreevalue to
increase in research activity in the area of toptery
processing, the impact of efficient top-k procegsiis
becoming evident in an increasing number of apfitioa [1].
The malicious node tries to disrupt the query isguiode by
denying the global top-k query result for long pdriwith
being noticed this is called as denial of servittack. The
DoS attack is being studied by many researchdofay time
so it has many techniques as counter measuresathn
replacement attack (DRA) the query issuing nodéenwit get
the global top-k query score earlier so the malisinode will

inreplaces high-score value with its own low scorieaThe

query issuing node will believe that the data tteiige is a
correct global top-k query result and it is difficio detect the

relay on some other nodes to forward the date. Thatack. DRAs attack are stronger than any othatlitioaal
implementation of MANETs is more relabel because nattacks so some specified type of mechanism is need

infrastructure is needed, the network can be deployn
emergency situation.
MANET enters the area like distribute computingmgay

overcome the DRA attack and more difficult to detiban

Due to technology improvementither traditional types of attack, so some speaifichanism

for defending DRAs are required. In this paper,psepose

etc. The mobile ad hoc network has gained momentummp-k query processing along with the method t@cdeDRA
attack in MANETSs. In the query processing to mainta

recently due the nature of self-distribution of asavithout a
base station. In MANETS, each node has limiteduesolike
communication bandwidth, batter life so they depemdther
nodes for effective query processing. The nodekusi¢ a
top-k query processing method to get the knowleafgthe
entire network. A node will issue a query this querill
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accuracy of the top-k query score and detect taeks, the
replay data item contains results and also inchhdepath
information using which the query issuing node datermine
the replay path and assure that results are froffmeatic
nodes. The query issuing node can narrow down ¢o
malicious node using the received path informatiod can
request to send down the data item again. In tlag, \the

th
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guery-issuing node can identify the malicious nfgdeBut in

typical network there will be more number of maligs nodes
are available in the network it is difficult to idkfy them

using a single query message. But the proposedoahéth
designed to identify the malicious node in an éffit way in
which if a node find its nearby node to be an nialis one
and this inform is shared with all other normal esdvith in
the network in this way all the nodes will havelgbpicture
about the malicious nodes. In this case, sometimeraal
node can send false information for this type ¢tdck we
proposed a new method that finds false notificatttack
(FNA). Each nodes in the network shares the inftiona
about the malicious node they have classified basethe
path and data information with this information thermal
nodes can identify the attackes even if the mali€inodes
mixes the information as that of normal node

II. LITERATURESURVEY

25 Issue 4 — APRIL 2018.

with high accuracy of the query result, each nodesend a
histogram data [4] based on the query to quenjrigsnode
with this histogram it's easy to find the highesbie value. A
routing table based method is proposed in [5] toea@ high
accuracy in query processing using top-k query. fbipe-k
query processing is performed in two phase[6] ingghone
the query issuing node will collect all the queegult and in
second phase it will find out the result with highacore
based on threshold calculation. In two-tier sem&twork [7]
master slave architecture is used. In which thetenawde
collects data from sensor node and answers thg §oen the
network owner in this method the master node shoeld
trusted node. In co-operative Peer-to-peer (P28%etls a
possibility that one peer may cheat the other pae
propagate malicious code or some they don't codpd8].
The client server model of security in not suffitiéor P2P so
they use a cryptographic protocol along with the
selfcertification In this segment, we survey exigtstudies on
secure directing, top-k inquiry handling strategiesd
notoriety frameworks.

In MANET, secure routing protocols protect against

attacks and false data. In these protocols datertrssion
from source to destination occurs in multiple reytes], [8],
[11] and public keys are symmetric keys are useddfda
encryption [6], [9], [13]. In [15], the authors grosed a
method where every sensor nodes forwards data iising

Message Authenticate Code (MAC). MAC uses symmetri

key for encryption. Whenever the node receives ssage, it
checks the validity of message. Even if the infdioma
encrypted data replacement attack cannot be avdid§tl],

authors proposed a method in which multiple routes
determined. The route request messages are ertnygiteg
hash functions. Top-k query is effectively usedhia field of

distributed and database systems to retrieve ohly t

necessary data items from huge amount of data]Jf?], [4]
and [10], authors proposed methods which adaptetulity,
provides high accuracy and reduces congestion.6]n
authors proposed secured query processing methoal
network which contains malicious node. In [5], atimoel
proposed to detect false data injection attack hickv new
and false data are generated by malicious nodg])7],
[12] and [14], methods for many reputation systesns
proposed. In [19] and [20], each mobile node masdge

A. Secure Routing Methods

In the field of MANET, secure directing conventions
ensure against falsification of information and DaiBacks
ave been all around concentrated on. Secure idigect
conventions generally utilize information transriossalong
various courses (from the source hub to the degimaub)
[6], [8], [9], and information encryption utilizingymmetric
or open keys [6], [9], [7]. In [6], the creatorsviegoroposed a
strategy in which the source hub decides numeroekesed
courses (from the source hub to the destination) fyb
encoding the course ask message utilizing a haghcita
before sending information things.

[ B. Top-k Query Processing Methods
in

In the field of database frameworks and conveyed
frameworks, top-k inquiry is viable to recover jute
required information things in a extensive measofe
information things. In [2], [5], [10], the creatorsave
proposed strategies to decrease vitality consumpdiod

neighboring nodes reputation values. By analyzihg t traffic in unstructured P2P systems or remote Sesysiems,
messages of neighbor node, each node determines Eyeempowering hubs to Iter pointless informatioimgs. In

reputation value. In [17] and [18], authors progbaanethod
in reputation system which is against the falsefination
attack. This method exchanges a cryptographic lkedyden
sender and receiver in advance. Also, sends theiith past
and present reputation scores in encrypted forra.rébeiver
node can decode and confirm the received reputatiores.
So that false reputation scores can discard n mk$nwehere
aggregation is used to get the result on sensevonetthe
main objective is to classify those node that asstéd node
that contribute to the aggregation calculation[2ha secure
hierarchical innetwork aggregation in used to idgnthe
misbehave node and prevent them from participatingdpe
aggregation calculation. In ad hoc networks [3plttain only
the needed data items effectively each mobile metieeves
data items using a top-k query. In order to redheetraffic

any case, these techniques don't ensure against &$0h are
unsatisfactory for use in MANETS, since they arénitely
not adjusted to hub portability. In our proposedhud, the
query issuing mobile node forwards the query tootitier
nodes in the network. When the neighbor node resetive
query it stores the detailed information in all @bt routes.
Then k highest score values will be forwarded to heighbor
mobile nodes as a reply message. This informasoalso
stored in forwarding routes which contains the sembde
and receiver node IDs. This helps to detect artlatta the
medium. In MANETS, there occurs a dynamic topology
change due to mobility. When a link between two ieob
nodes gets disconnected then the reply messageniarfled
in an alternative route. The query issuing nodeaves down
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the malicious node after detecting DRA based oryre
messages. The malicious nodes which are far cateh#fied
by sharing the information of identified maliciousde
candidates. The nodes in the network can be divided

penvironment so each node has to exchange morariafimm
with the nearby node so they exchange data paciaidntly
so to avoid intermediate nodes not to modify tha dantent
public key encryption method is used. Each nodenknihe

some groups based on the similarity of the receivgulblic key of other nodes so data are send by ptingywith

information

Ill.  PROPOSEDMODEL

The query-issuing node which issues a query fiistlthe
network sends a message for constructing routiolg,tand
then nodes that receive the message reply themattn on
scores of data items held by them. The receiveestthe
information in the received ranking table into ovauting
table. The receiver sets query addresses for rlifsran own
routing table as the identifier of the node thait ke ranking
table to it. The receiver updates query addresseshks to
its own identifier if it holds the correspondingtaldems. In
our proposed method, the query issuing mobile hoateards
the query to all other nodes in the network. Wienrteighbor
node receives the query it stores the detailearmdtion in all
possible routes. Then k highest score values wifbbwarded

to two neighbor mobile nodes as a reply messagés T

information is also stored in forwarding routes ethcontains
the sender node and receiver node IDs. This helgstect an
attack in the medium. In MANETS, there occurs aaigit
topology change due to mobility. When a link betwéwo
mobile nodes gets disconnected then the reply messa
forwarded in an alternative route. The query isguiode
narrows down the malicious node after detecting DiRéed
on reply messages. The malicious nodes which amafabe
identified by sharing the information of identifiedalicious
node candidates. The nodes in the network canvidediinto
some groups based on the similarity of the receiv
information.

IV. METHODOLOGY

A. Network Creation

The Network is constructed with 60 mobile nodesuouiit
any base station as self-distributed nodes. Eaale ris
assigned with a unique identification number andbitity
pattern is random. The node can exchange data {sazke
control packets as defined by the protocol.

B. System Model

The network consists of mobile node is represehjeN=
{N1,N2,.....Nn} where n is the total number of nodaghe
network and they are identified using the idendifion
number NID={NID1,NID2,..NIDm}, Where m=n. The data
in the network is denoted as D={D1,D2,...Dk}, wheris khe
total number of data and each data is identifiedsigg data
identifier Di, where i=k. The algorithm works instiibuted
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the public key of the receiving node. In order ¢éouce the
computation the query message are not encrypted.

C. Data Replacement Attack

The node in the network can generate a query andlist®
the all the nodes to get a desired value. Let sisras a node
need the person detail with a particular blood greith high
blood pressure, low vision, this requirement isegated as
query and propagated towards the network. Let usider
Mr be the query issuing node and Mq be the noderépay
for the query with its own score value this is thermal
situation, the case will not remain for long tima. some
situation a malicious node may capture the nodeirahace
its own low score value to make the aggregatidretgvalid.
The query form query issuing node have a querydthe id
of the query issuing node (Qid, Nid) the query gmesearby
node and this node will include its score value atsd
ri]dentification (SVi,, Nid).There will be two listne is to store
the replay Score Value List (SVL) and the seconReglay
Path Value (RPV) which store the path of the query
propagation message or replay message. The quibtake
multiple path in the network. The query path ismed as the
number of hop count which is calculated based eméiwork
size and the radio range between nodes.

The waiting time for the replay is defined asftlnection of
number of hop count between the source node ancfitay
rapde and the maximum size of the network along with

%aiting time of query at each node. Replay WT=(1$&te —
D_SR)* WaitTime Where Replay_WT is the replay waiti
time for a query issuing node and Net_Size is the af the
network and D_SR the number of hops between theceou
node and current replay node, the waiting timaéstime that
a query takes to be processed at every node. Tdesnaill
sends back the replay with its own identifier ($®unode
ID), and replay route (Dest node ID), a list ofad@ems that
containing the score values. The replay messagedies two
lists, Score Value List (Contains all the collectedore
values) and the second list is Replay Path Valaai@ns all
the nodes that as called forward nodes id).If tepl& Path
Value has a node id but there is no date in theeScalue List
this states that some replacement is done thatata D
Replacement Attack is taken place.

The nodes will compare the score with the neightioor
detect the attacks.

Algorithm 1:

Detection of Attack
[* After the query-issuing node receives all replgssages

1: INPUT: Top-k Result, Relpay_Message
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2: OUTPUT: Route Information

3: Route Informatior— @

4. for each Relpay_Message do

5: for each Top-k Result do

6: if Replay_path_Vale includes the node ID of al@o
processing a data item in Top-k Result and Scorkievaist
does not include the data item then

7: Insert a route from the node with the missingdfsm

8. the query-issuing node into SendRoute

9: end if

10: end for

11: end for

12: if Route Information= then

13: Detect Attack

14: end if

D. False Notification Attack

The nodes are grouped with some similar properiash
group will have a group in-charge which is eledbgdNodes
highest ID. If some node inside any group iderdifi@ attack
based on the algorithm 1 it will report the maliganode id to
is group in-charge and this information is sharét all other
group in- charge inside the network. Each groupharge
will try to conform weather the node is maliciouxde or lire
node (LN) .Where LN are normal node which will adlmiite
a false value , No value to top-K query. The LN e®dvill
update the score value in Score_Value_List so itak a
malicious node, to verify this the query issuinglaavill send
a request to this LN node to send its score valben the
values are compared with the values collected freptay
messages if the values are of in greater varidtie.N nodes
are categorized.

Query accuracy Rate

ate

Query accurac

Figure 1. Query Result Accuracy

Figure.1l shows the accuracy of query result acdulng
query-issuing node. The X-axis denotes the numder
requested data items and Y-axis denotes the agcurae
proposed top-k query method increases the accueraen
when the number of requested data items is larigguré-=2
shows the traffic occurred when query results are/drded

in multiple routes. The X-axis denotes the numbér o

requested data items and Y-axis denotes the tréfijuire.3
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shows the malicious node identification ratio theyiresents
maximum number of identified malicious node by isguess

number of queries. The X-axis denotes the quenyrigdime

and misidentification.

The propose method shows the query result imprates
the malicious nodes are identified and removedsdsmwhen
the malicious nodes are present the query resaitracy is
low as shown in figure 2. The figure 3 shows ttadfic flow
when the queries are issued inside the network il
compared with the attack and without attack. Tladfitr is
high when there is a malicious nodes inside thevordt since
they contribute false information inside the netwihis lead
the normal node to send more query to settle doweoorect
result.

Figure 2. Traffic Flow Analysis

V. CONCLUSION

In this paper, we proposed node grouping methods fo
top-k query processing to identify multiple malicgonode.
To maintain high accuracy of reply message anetea data
replacement attack, k data items are transmittexhgal
multiple routes. When query issuing node detectattatk it
narrows down the malicious node candidates. Thditimas
node identified by exchanging message with otheteso
Single query is not sufficient to identify multiptealicious
nodes. So the information about identified malisiowode
shared with other nodes in network. In node gragpin
technique, nodes are divided into some group basethe
similarity of the received information. Then, madigs nodes
are identified based on group information. Sincelye
messages are transmitted along multiple routeffictia the
network gets high. As a part of future work, a roetlsan be
proposed to reduce traffic and to provide message

authentication.
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