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Abstract— This paper is to propose a new efficient reinforag
model for Privacy preserving issue in Location basesgervices. In
the existing model the system used a centralized citecture
model on which an entity with trusted anonymity sever is
deployed and used, which was named as Certificateuthority.
The approach fails on few aspects and also makes arisus
security issue and efficiency drop. To overcome anditigate the
issue in this model we introduce a reinforced moddbased on
similar structure of Peer-to-Peer System model. Th#ust model
provides the user to protect their location informaion without
transmitting those details to anonymous server or @thority. A
user location is checked and given proof in the Sgier protocol
model. So a malicious/attacker user cannot have austed
connection with the System. The implementation restd prove
that the proposed model is more efficient and secar by
providing both a venue centric and a decentralizedolution to
the LBS model.

Index Terms— Location based service, location proof, location
privacy.

I. INTRODUCTION

A Location-Based Service (LBS) takes advantagehef
position of its users to deliver a service tailotedtheir
current or past geolocated context. In practice, ghsition
that a user transmits to an LBS is often computtdrdhined
by his own device. Thus, a malicious user can lieua his
position by having his device transmitting a locatof his

doctors or nurses can prove that they are in acp&at room
of the hospital [19]. Another class of location-sitine
applications require users to provide past locapooofs
[26], such as auto insurance quote in which ausorance
companies offer discounts to drivers who can ptboaethey
take safe routes during their daily commutes, polic
investigations in which detectives are interestefihding out

if a person was at a murder scene at some time, and

location-based social networking in which a userask for a
location proof from the service requester and atscéipe
request only if the sender is able to present & Vatation
proof. The common theme across these location tsensi
applications is that they offer a reward or bengfitusers
located in a certain geographical location at dagertime.
Thus, users have the incentive to cheat on thedtions.
However, relying on a dedicated architecture tdifyethe
position of users raises important privacy concefirst, the
location privacy of users can be breached duestio thgular
interactions with the infrastructure (traceabilitgsue).
Another issue is for a malicious user to collectgiion behalf
of another user with whom he colludes. This problesm
known as the terrorist fraud in the literature a$tance
bounding protocols. Furthermore, since often ad &ctually
mainly a time stamped signature of a position, ghisrno
mean for a user to change the granularity of thsitioo
endorsed by a LP without risking tampering withittegrity.
This property would be particularly interestinghwespect to
data minimization as it would enable a user to akwaly the

choice. This type of attack can have a severe impac granularity of his position (street, district, town) needed by

applications such as real-time traffic
location-based access control, discount tied tovisi¢ of a
particular shop or local electronic election, toneea few. To
counter this threat, LBS should require its usensrove their

actual or past position before granting them acdess

resources. This notion has been formalized throtrgh
concept of location proof (LP), which is a digitdrtificate
attesting the position of a user at a specific mutrivetime. A

location proof architecture is a trusted architextihat users

can interact with to acquire LPs in a secure manner

There are many kinds of location-sensitive applicest One
category is location-based access control. For plana
hospital may allow patient information access owlyen
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monitoring

the LBS to ensure its functionality. Finally, in stcof the
current architectures [16], [27], [24], LPs arerstb on
centralized servers (although sometimes encrypted]) [
resulting in users losing control of their own lboa data. As
a result, their location privacy might be compraedisby
hackers or simply abused by the LBS provider. Iditash,
the replication of storage servers is classicadlgydito ensure
the reliability of the system, but this increasetha same time
both the risk of leakage and the deployment cost.
Location-sensitive applications require users tovprthat
they really are (or were) at the claimed locatiohishough
most mobile users have devices capable of disauydhieir
locations, some users may cheat on their locatiodghere is
a lack of secure mechanism to provide their curcenpast
locations to applications and services. One possiblution
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[15] is to build a trusted computing module on eadbbile privacy-preserving distance bounding protocol, gstream
device to make sure trusted GPS data is generatdd a&ipher. However, their protocol relies on a prersHasecret
transmitted. For example, Lenders et al. [15] pssolbsuch a key to initialize, and is subject to dictionaryaatt [14], [15].

solution which can be used to generate unforgettgbbtags In [16], Mascetti et al. proposed proximity deteatschemes
for mobile content such as photos and video; howeite based on service provider filtering, in which pdya
relies on the expensive trusted computing modulenohile  protection is achieved by user-chosen locationesgmtation
devices to generate proofs. Although cellular servi that controls its granularity. However, their proab leaks

providers have tracking services that can helpfywdhe
locations of mobile users in real time, the accyranot good
enough and the location history cannot be verifikecently,
several systems have been designed to let end ps®re
their locations through WiFi infrastructures. Fotample,
Saroiu and Wolman [26] proposed a solution suitdbte
third-party attestation, but it relies on PKI arfke twide
deployment of WiFi infrastructure.

A. CONTRIBUTION AND PLAN OF THIS PAPER

In this paper, we propose Reinforced Location Rgiva |, [17], Lin et al.

System(RLPS), which does not rely on the wide dgpknt
of network infrastructure or the expensive trustechputing
module. In RLPS, Bluetooth enabled mobile devicesinge
mutually generate location proofs, which are upéahtb an
untrusted location proof server that can verify st level
of each location proof. An authorized verifier cqurery and
retrieve location proofs from the server. Moreoveur
location proof system guarantees user locatiorapyivfrom
every party. More specifically, we use statistigalpdated
pseudonyms at each mobile device to protectlocatiMacy
from each other, and from the untrusted locati@mopserver.
We develop a user-centric location privacy modewhich
individual users evaluate their location privacydls in real
time and decide whether and when to accept a totatioof
request. In order to defend against colluding &tase also
present betweenness rankingbased and
clustering-based approaches for outlier detectiensive
experimental and simulation results based on nieltijata
sets show that RLPS can effectively provide locapooofs,
significantly preserve the source location privagnd
effectively detect colluding attacks.

II. LITERATURE SURVEY

correlatio

coarse-grained location information to the servar[1],

Narayanan et al. proposed a suite of private pribxitest
protocols. The possibility of constructing locatitags from
environmental signals was noted; however, theitquals
either require a pre-shared secret key betwees,useaare not

scalable and efficient enough to handle one-to-many

proximity test as studied in our paper. Anothengrity test
scheme was proposed in [9], where users can alstvoto
their privacy levels via leveled publishing. Theofarcol is
based on keyed hashing which suffers from dictipa#tacks.
proposed a proximity test scleerny
applying shingling technique [18] to GSM cellulaessages.
However, they did not thoroughly analyze its sdgutin our
previous work [19], we designed a two-step priyatximity
test protocol using unforgettable location tagsweleer, the
original protocol cannot detect fine-grained logatcheating
in the second step. In this paper, we provide goroned
protocol that can be robust against fine-grainechtion
cheating using an additional peer-to-peer locatoof
mechanism. We carry out a systematic study of gefibable
location tags, and their usage in proximity tessdohon a
more thorough analysis, realistic simulations, andre
comprehensive real-world experiments.

. PROBLEMSTATEMENT

nA LP is generated from a collection of LPSs, and be
manipulated to disclose the location informatiordidfierent
levels of granularity. A user corresponds to aitgosing the
location proof system. It typically refers to bdtie device
carried out by an individual and the individual Bif.

A user can take one or several of the followingesol
prover, witness or verifier. A prover is a mobilgeu of the
system that periodically collects LPs. In contrastsome

previous works, we do not assume that the proverqgaired

Most previous works have been focusing on privaty i, know in advance the LBS he will interact with avh

location queries, i.e., a model in which users reploeir
“encrypted” location data to a central databaseeseto
perform range or k nearest neighbour (KNN) quefied,
[12]. Note that in this model the database stonetthié server

collecting LPs. The prover stores all LPs collectad a
personal device (e.g., his smartphone) under ms@do use
them at a later time. A witness is located in thenity of a
prover and accepts to participate to the generatfan LPS

is assumed to be public. In contrast, the receemerged (o this prover. The identity of a withess mustkest secret
proximity test is a different model where locatibased .o the other users of the system, with the esoapif the
matching is done only between users, while the sUsefynonymity Lifter (defined later). A verifier checkthe
locations are private information. Here we briefgscribe the validity of the position claimed by a prover thréug (e.g.,

concepts of proximity test and private matching. bank, store, social networking site, police autlyprLBS
Proximity test is a special form of location shgr[6], where provider) or another user.

the information being shared is whether or not tisers are  Thea Certification Authority (CA) is a trusted thigarty

within a certain range orin the same ge_ographi’tnregThe responsible for issuing the credentials to newlgistered
main privacy concern in proximity test is that Useactual cers. These credentials can be considered as bsing

location may be inyoluntarily rgvealed to eit_heelthlarver O sidentity” of these users. This authority is onlsed to register
other users. To this end, a privacy-preserving ipmitx test  ,o\v users and is not involved in the generatiooRof

solution is proposed in [8], using a grid-basedrgpiton The Anonymity Lifter (AL) is a trusted third partigat has
algorithm. In [13], Rasmussen et al. devised a
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the capacity to lift the anonymity of a particulaser when
needed (for instance upon request from a judgejerdJare
mobile entities capable of positioning themselveée space.
For instance, a user might be able to localize ity using
his GPS or through the help of a dedicated positgpn
infrastructure. We assume the imprecision of theation
computed to be negligible.Each user possessesahdmck
on his device that is synchronized with the clooksther
users. Thus, when two users communicate togethey,rely
on the same time referential. In practice, users use the
clocks of their GPS or GSM device.

in a bandwidth complexity of OpNg and a computailon
complexity of OpNq at Alice’s side. Our goal isdesign an
efficient protocol where Alice and each participanily
submit their information once to the server. Tleads to a
communication complexity of Oplq at the user’s sitleis
represents a significant efficiency improvement pamad to
the existing schemes.

V. PROPOSELBYSTEM
The proposed system explored two possible sourEes o

Provers can broadcast message to neighboring é8es|ocation tags: (1) Using 802.11 MAC headers in WiFi

without disclosing identifying information (e.g.,AC or IP

addresses). C. Adversary Models When reasoningtdabheu
security and privacy of the architecture, we wilhsider the
following types of adversary. Each of these adwégsais

assumed to be computationallybounded (i.e., heatémeak
the cryptographic assumptions on which the secuity
cryptographic primitives rest).

network. MAC frame headers are a family of 34-l@ttors
that contain control, duration, address, and secpienntrol
information of the frame. In our assessment, wesictan the
most common 802.11 MAC headers as shown in Fig(2A.
Using radio network temporary identifiers (RNTIg) LTE

networks. RNTIs are a family of 16-bit vectors theg used to
differentiate a radio channel or a user from oth&here are

This adversary has the capacity to wiretap on thgyrious types of RNTIs being used in a LTE netwdmkEig.

communications exchanged between users in hisityickis
main objective is to break their anonymity. A malics
prover aims at obtaining LPs without physicallyrgepresent
at a location. For instance, he can try to modify time and
position information endorsed in a LPS alreadyéslsby a
witness, or lie to a verifier about the positioclesed in a LP.
A malicious verifier may want to extract the idgnof the
prover out of one of his LP, to breach his locatioivacy by
obtaining more precise information than the oneldsed by
the prover or even impersonate him in front of heoverifier
by pretending to be the owner of the LP. This vamenay
fool an honest prover by endorsing different sptimporal
information than the one requested by the proverodlude
with a prover by generating more than one LPS iior. h

IV. MOTIVATION

The main security goal for proximity test is to idg@san
unforgettable location proof so that the protoslrdbust
against location cheating. Location cheating happ&hen
one party is able to deceive the other party witluatruthful
location. In our case, if Bob can trick Alice irtielieving that
he is within her vicinity region while he actuai$ynot, he has
successfully launched a location cheating
Unforgettable location proofs are extremely impottéor
location based services. To the best of our knoydede are
among the first to address location unforgettabilib
proximity test.

The privacy goal of the protocol is to maintainteaser’s
location privacy. Specifically, through the proxiyntest, the
server cannot learn any users’ locations. Aliceugkhanly
learn the identities of the candidates who are iwitter
vicinity region but not the exact locations of ta@andidates.
Alice should not learn anything about the candislabo are
outside of her vicinity region. The candidates stiowt learn
whether they pass Alice’s proximity test or anythithat
reveals Alice’s location or the location of heriwity region.

Existing private proximity test protocols operatepairs of
users. If Alice wants to test a group of N usehg, Isas to run
the protocol N times with every user in the grolipis results
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1B, we list the ones that can be captured by commaloile
devices. Both 802.11 MAC headers and LTE RNTIs are
time-varying and location-specific, i.e., users wiane
observing similar sets of 802.11 MAC headers or IRNH Is

are likely within the same region at the same tifrteere are
two additional reasons for our choices. First, tlaeg the
result of a compromise between unpredictability and
reproducibility. In our early design, we experimezhtusing
full frames as location tag sources. The resulticgtion tags
contain abundant entropy and are highly unpredietab
However, they are difficult to reproduce even
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Figure 1. Architecture of the proposed system

A location tag can be regarded as a token of proof
associated with a point in space and time. It Iiections of
signals presented at a certain location at a cetitae. Let X
be a set of environmental signals captured at iat jioispace
and time. A location tag Y is a subset of X , sedddy a filter
function : X N 'Y D X . Each element, y, of Y is an
observation of the location tag. From the functliypgoint
of view, a good location tag should at least hake t
reproducibility property. That is, if two measurentgeat the
same space and time yield tags Y1 and Y2, thenndlY&
match with high probability. On the other hand,nirdahe
security point of view, in order to be cheat-proafgood
location tag must have the unpredictability propefthat is,
an adversary not at a specific place and time &blento
produce a tag that matches the tag constructédliocation
at that time. We can quantitatively measure a lonatag'’s
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unpredictability through its entropy.

A. CORRECTNESS

The completeness property is trivial. Once an LBS
received by the prover, he can verify that theisgaimporal
information contained within it is valid. The sptiand
temporal soundness are ensured because
geolocated context that does not match the oneirmat in
the LP will be detected during the Step 4 of thefieation
process. Thus, a malicious prover cannot alteintiegrity of
a LPS and fool the verifier by claiming a differdatation
than the one contained in the LPS. In the followivg give
more details about how PROPS ensures the spatiatiness
property (cf. Section Ill) by proving its resistanto the
distance fraud and mafia fraud.

B. RESSTANCE TO DISTANCE FRAUD.

In a distance fraud, a malicious prover tries tovixace an
honest witness that he is closer than in realityaBsumption
in PROPS, the distance fraud is prevented by tkeofishe
Proximity Testing§, C1) protocol. Let P be an honest prove
located at position Lp and W an honest witnesstéutat
position Lw such that dist(Lp, Lw) & Consider Wand P,
which are two different colluding users or the sanadicious
user playing two different roles. In the mafia flaithe
objective of an adversary is to replay a sessianittvolved a
honest prover P to fool W and make him believe thas
closer than he really is. Thus, two sessions ne&e trun, the

n Conputer Science & Electronics (IJETCSE)
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same as the one that computes the commitment @tefbine,
such an attack will be detected by W and the gather
process will be aborted before the malicious praeeeives

the LPS, thus avoiding the possibility of hijacking
i
E. ANONYMITY OF PROVER AND WITNESSES

Due to the use of commitments and zero-knowledgefpr

revealingn RLPS, users can remain anonymous in the syssdomg as

they behave honestly. Furthermore, the prover eseat
periodically nonces to generate new pseudonyms.efdre,
the pseudonyms are unlinkable provided the nonces a
chosen at random and independently. Moreover dubeo
hiding property of the commitments, the pseudongmsot
disclose any information that can be used to thaas to the
identity of the prover. In addition, the anonymignd
unlinkability of witnesses are ensured by the ukgroup
signature. Finally, the use of a zero-knowledgepemables
the prover to anonymously authenticate himselh&werifier
as the owner of a LP.

F. WITNESSLOCATION PRIVACY

r When establishing a LP, a withess never disclosesdact
position but rather checks that the position clainbg the
prover is in the vicinity using the proximity tesi protocol.
Therefore, a local eavesdropper can only infertth@tvitness
is in the proximity of the prover but does not leais exact
position. The location information is first encodiedo the
hash chains before being endorsed by the witnebs T
information cannot be modified later by the proaed it does

first one involving W and P with the objective to get not appear in clear in the LP.
commitments from P followed by a second one peréam G. LOCATION SOVEREIGNTY

between Pand W in which the commitments of the first o
Within PROPS, the LPs gathered by a user are saved

protocol are replayed in order to obtain a locasbare on
behalf of P. In the second sessidm##l need to compute a

locally on his device in contrast with other schermewhich

fresh zero-knowledge proof using r from W to provéhe proofs are stored and controlled by remote essrv

knowledge of the identity,®f P, which is impossible without
the knowledge of s Proof of ownership and
non-transferability. During the verification phatiee verifier
checks that the current prover is effectively thgitimate
owner of the LP by running a zero-knowledge protas@r
the pseudonym C1 included in the proof. Within PROfe
non-transferability property is equivalent to tlesistance to
the collusion P - P. The resilience to the collosi® - P
follows directly from the resilience to the tersiriraud of the
DB protocol used.

C. UNFORGEABILITY

The unforgeability is ensured partially by the w@gess
property provided by unique group signature, witickvents
the adversary controlling a collusion of m maligaisers to
gather enough LPSs as long as the size of thesgmtlus less
than the number of shares needed (i.e., k>m).

D. RESSTANCE TO DISTANCE HIJACKING.

In a distance hijacking attack, a malicious usetrigls to
hijack the gathering session of an honest proveMére
precisely, M waits until P has successfully protieat he is in
the vicinity of an honest withess W and then hig@adéKs
session to collect its LPS. However in PROPS, mesi
verifies that the entity who ran ProximityTestiBgC1), is the
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Finally, due to the use of hash chains the proarardzcide the
granularity of the information he wants to disclose

VI. IMPLEMENTATION

Group signature schemerelies on a single publification
key for the group but a different private key fach signer
(i.e., member of the group). Each member of theigroan
issue a signature on a message using his privatara the
authenticity of the signature is checked using ¢neup
verification key. Thus, for any computationally-lmoied
adversary, it is impossible to identify the acta@ner of a
message. The main operations of a group signatlense
with optional anonymity lifting are the followingnes.
Init(1)). This procedure generates the parameters ofthgg
(A is a security parameter). It outputs the followkays: gpk
the public verification key of the group signatuok the
opening key needed to lift the anonymity of a wsed ik the
issuing key needed to dynamically add user to tioeig of
signers.

Join(useri, ik). This procedure takes as inputsbeing key ik
and a user’s identity useri. At the end of the pthoe, useri
receives gsk[i], his private group signature kegt hBrcomes
officially a member of the group.

GroupSign(m, gsk[i]). This procedure takes as input
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message m and a signature key gsk[i], and thenupesda Over the years, zero-knowledge proofs have beeelyiged
group signaturei of the message m. to develop anonymous credentials systems. The popstiar
GroupVerif(m,ci, gpk). This operation enables to check thef these systems include the Direct Anonymous fdtem
authenticity of a group signature. It requiresmgmit the group (DAA) protocol, the identity mixer anonymous cretieh

verification key gpk, a message m and a group sigaan

system and the CL-signhature. In our context, werdegested

this messagei. GroupVerif returns either accept or rejectin a zero-knowledge proof to convince that two Pseie

depending on the validity of the signature.

commitments are commitments to the same value.alVéhes

LiftAnonymity(m, oi, ok). This procedure retrieves theprocedure EqualityCommitment, and it is run inté&xety

identity of a particular signer from a signatuse This
operation takes as input a message m, a grouptsignan

between the prover and a witness.
In the following, we give the intuition of how thgrocedure

this messagei, the opening key ok and produces as outpuvorks. Without loss of generality, consider C1 =girl and

the identity useri of the signer. As explained akogroup
signhature schemes are designed to ensure the aitphyra
signer of the message and multipleshow unlinkgbilitdeed,

C2 = gx x hr2 the commitments that the prover ndeds
convince that they correspond the same value x.pFbeer
picks randomlypl, p2 € Zq and computes® = gol x Ip2

it is impossible to distinguish if two signaturegyinate from before sending it to the witness. The witness chsos
the same member. In the context of location prgstesn, we challenge e Zq and forwards it to the prover. Then, the
would like to avoid potential abuses such as thprover sends back slpt +e x x,s2 2 +e xrl and s3 =
unforgettability property and the possibility fan@witness to p2+exr2. If gslxhs2 mxCe 1 and gsl1xhs3@xCe 2 , then
provide more than one LPS per request of a prdves.issue the procedure EqualityCommitment returns accept thed
can be solved by relying on unique group signaseteeme. witness accepts the proof, otherwise it returnsctegnd the
More precisely in a unique group signature schéfmesigner  witness rejects the proof.

produces two signatures on the same messagewioelPSs In RLPS, we assume the availability of a proxintiggting
for the same location information), then there tsxian procedure that is used by a prover to convincetaess that
efficient algorithm to detect this: he is close to him. The success of this procedsra i
Detect(m,s, ¢ ). This procedure is a detection algorithm thaprerequisite to the issuance of a LPS using a pakdidonym.
can tell if two signatures andoc are signatures on the sameln practice in PROPS, the pseudonym is a commitroeet
message m by the same user. If this situation ecebis the long term secret of the prover. A proximity ties
procedure returns true while otherwise it retuadsd. Unique procedure from distance-bounding (DB) protocols easily
group signature scheme can be implemented forriosta be adapted for our needs but our architecture tisaby
using CL-signature. This efficient group signateseheme agnostic to the DB protocol used. In the followinge
relies on bilinear maps and its security is sobslged on the describe the execution of the proximity testinggedure that
LRSW assumptions. is inspired from the Bussard-Bagga protocol.

A commitment scheme is a cryptographic primitival@ing a The proximity testing procedure consists of threases. The
prover to hide a value of his choice such that de decide first phase is the preparation one, in which tlewer encrypts
later to reveal it. In a nutshell, a commitmentesok consists his private key SU with a random symmetric key K gets
of two algorithms. First, the Commit algorithm tales input the corresponding encrypted message e. Then, theermpr
a value m and a random string r, and then outputs cammits individually to each bit of e and k, whigsults in
commitment C. Second, the opening algorithm Verifytnit  two sequences of bit commitments RO and R1. Thas@lean
takes as input C, m and r, and then outputs adteépt=  be performed offline by the prover to save timeribgi the
Commit(m, r) and reject otherwise. A cryptograplica second phase, the prover sends RO and R1 to thessijt
secure commitment scheme is hiding in the sengeitti  which then starts a multi-round fast-bit-exchangéh whe
computationally hard to infer m given C and bindinganing prover. In each round i, the witness sends a agaléit bie
that it is hard to find m = m such that C = Commit(r). {0, 1}, to which the prover replies with the i-thtof Rb.
The Pedersen commitment works in the following nesnn Since the witness never learns both bit valuesyiliealso
Given a group G of prime order q with generatoend h, a never learn the secret SU After the multi-round
commitment to »xe Zq is formed by choosing a randore Zq  fast-bit-exchange, the witness verifies the comesing bit
and setting the commitment C = gx x hr. This commaitt commitments of RO and R1 (only for the received)bity
scheme is information-theoretically hiding, andbisding asking the prover to provide the opening informafir these
under the discrete logarithm assumption, whichcialy commitments.

directly implied by the LRSW assumption. During the third phase, the values RO and R1 azd by the
Zero-knowledge Proof A Zero-knowledge proofis atpcol  witness to derive a pseudonym C2. Finally, the erov
(interactive or non-interactive) that enables avproto convinces the witness that C2 and C1 correspoR@tiersen
convince a verifier that he possesses a proofeovéiacity of commitments on the same value through a zero-kmigele
a mathematical statement without leaking any infdfom proof. For more details about how the pseudonymisC2
about the proof itself. Using the notation a zeakledge constructed, we refer the reader to. In contraghecoriginal
protocol can be written as ZKProof{(w) : F(w) = ihwhich  protocol from and its implementation in STAMP, ihigness
F denotes a mathematical statement (a language)wandand the verifier do not need to have a public key t
represents a proof of this statement. Zero-knovdepigpof authenticate the prover. Instead the authenticati®n
can be used to prove various properties such dsthwledge performed using pseudonyms and zero-knowledge primof
of a discrete logarithm or of quadratic residues.
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preserve the privacy of the prover. Revealing tilaes k and
e to a colluder also disclose the long-term sexfriéte prover,
thus ensuring that the proximity testing procedsnesistant
to terrorist frauds. Thereafter, we denote the jpnay testing
procedure by ProximityTesting(C1), in whichd represents
the distance threshold used to verify the proxinafythe
prover and C1 is the current pseudonym used bpritneer at
the initialization of the protocol.

As mentioned previously, the user of a locatioropsystem
should have the possibility to reveal differentrgrarities of
the positions contained in the LPSs he collecteareM
precisely when creating an LPS, each witness gtsefive
different granularities of the location of the peov The
granularities are then encrypted with different kesging a
symmetric encryption algorithm such as AES.

The encrypted values are then endorsed by thesgitaed put
in the LPS. When a prover reveals his location apat
particular granularity to a verifier, he simply senthe
decryption key corresponding to the granularityighes to
disclose (this method is used for instance in STAMiPthis
approach, the digits of a GPS coordinates are hidde hash
chains. Then, revealing the leftmost digits carnegate a new
granularity of the position. Without loss of geriya we
assume that each GPS coordinates pos, such asldéatind
longitude, is represented by d digits in decima. (ixi = xi
dxi d-1 ...xi 1). The hash chain is composed offttiewing
operations.

Hide(pos, seed). This procedure is run by the pramd takes
as input his precise position pos, a secret stsegd and
outputs Kpos, which is the encoding of pos undersicret
string seed. In practice, Kpos is the last valua bsh chain
and corresponds to the information that will beified by the
witness and included in the LPS instead of pos.
Reveal(pos, p, seed). This procedure is calletiéptover in
order to partially reveal his position at grandiap of his
choice. Reveal takes as input the previous posios, a

granularity p such thatg d and the same secret seed used to

encode pos with the algorithm Hide(pos, seed) arntguts
the pair (Lpos, auxpos) in which Lpos represergspibsition
pos revealed up to the granularity p and auxpas suxiliary
information needed to prove that Lpos is well fodme

Check(Kpos, auxpos, Lpos). This procedure is usethé
verifier to check that the pair (Lpos, auxpos) aded by the
prover corresponds to the location information aorgd in
Kpos. This procedure takes as input Kpos, auxpdsLaos
and returns accept if the location information roladl by the
prover is verified, and reject otherwise. To encdte
temporal information, the prover format the currémie into
five values (i.e., {x 1,...,x 5}) that correspond the time
(hh:mm:ss), period of the day (morning, afternoomight),
day, month and year. Then, he also relies on a tiaain to

encode the temporal information in the LPS. A GPS

coordinate relies on seven digits for the precistbas the
prover can hide a maximum of six digits.

VIl. CONCLUSION
In this paper, we introduced RLPS, a novel privaegprving
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location proof system based on a collaborative itacture.
The main strengths of this location proof systera #re
following: (1) the LP collected by a prover are andis
control and does not reveal any information abdgidentity,
(2) the prover has the ability to remain anonymaen when
presenting a proof to a verifier, (3) the privadyusers is
preserved with respect to a man-in-the-middle ashrgr (4) a
verifier can detect abuses of a malicious user ties to
produce fake LPs, and finally (5) the prover caledee
disclose the spatial and temporal information tce th
granularity of his choice..

In the future, we would like to extend RLPS to dedh the
collusion in which a witness systematically repdaise LPS
for a colluder even though one or both of themranteat the
location claimed in the LPS. Indeed, unless trusted
infrastructures are deployed at each possible itmtaft
seems quite difficult to detect that a particul®.is a result
of such collusion. A line of research that we wolike to
pursue in the future is the use of anonymous peeeer
reputation system as a countermeasure to frautisimobile
environment. Finally, another research avenueeislésign of
a secure multiparty computation version of the qoot
involving a joint interaction with the prover andultiple
witnesses rather than relying on pair wise intéoast
between the prover and each witness.
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