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Abstract— A Wireless Sensor Networks consists of sensor
nodes that capture information from an environment
processing data and transmitting them via radio sigals, for this
communication among node is an important aspect ghce the
primary requirement for the establishment of commurcation
among nodes is that each node should cooperate kvieach
other, but in the presence of malevolent nodes, threquirement
may lead to serious security concerns; for instanceuch node
may disrupt the routing process. In this context peventing or
detecting malicious nodes launching denial of seré attack or
collaborative black hole attack is a challenge. Thispaper
attempts to resolve this issue by using various agthms in
order to provide security in terms of confidentialty, integrity
and reliability in terms of transmission of data.

The final output shows simulating results of varioumetwork
parameters like Throughput, Average delay, Probabily of
bandwidth utilization, Network failure rate in NS2 simulator.

Index Terms— WSN, DOS attack, Black hole attack,
throughput,Average delay, Bandwidth, Network failure rate,
NS2

I. INTRODUCTION

Dynamic WSNs are adapted in monitoring applicatjo
battle field surveillance, health care, vehicle tusta
monitoring, dairy cattle, health monitoring andficaflow, as
dynamic WSN provides wider network coverage andigte
services than static WSNs. As sensory devicestdnigharisk
of malicious attacks due to careless operativerenmients
and lapses of connectivity in wireless communiagtio

limited energy and processing capability. CL-EKM
(certificate less effective key management) schdoes not
provide support for node mobility, not resilientatst attacks
and it is not secure. In asymmetric key encryptiegthod
public key cryptography (PKC) is used such as &tlipurve
cryptography (ECC) or ID-PKC (Identity based puliiey
cryptography), as it simplifies key establishment alata
authentication between sensory nodes. PKC basesinssh
are more reliable and scalable but its computatioost are
more. ECC based schemes does not provide moreitgecur
they are vulnerable to attacks and gets easily comiged.
ECC based scheme are not practical for large 4@\
applications, as they suffer from certificate maragnt
overhead. In CL-EKM the user’s private key is a bomation
of a partial private key generated by a key ger@ratenter
and the users own secret value. From CL-HSC (et less
hybrid singryption scheme), node authentication aad
wise key establishment between nodes can be damet®
CL-HSC, sharing can be efficiently done withoutrpray and
exchanging of certificates.CL-EKM is more reliabdad
scalable and is not vulnerable to attacks.

The problem with key management problem is keyemgent
problem and it has types: the trusted server schehee
self-enforcing scheme and the key pre-distribusicimeeme. In
trusted server scheme, key agreement between thesris
done depending on trusted server. The self-enfgreimeme
uses public key certificates which depend on asymime
cryptography. In pre distribution, information abdey is
distributed prior to deployment among all sensates Keys

security is the main factor to be considered. NodeAn be decided priorto network deployment if naatesin the

authentication, data integrity and confidentialdéye the
security requirements during node mobility [1]. Sen
networks comprises of small autonomous devicesh Edic
that small device is called as sensor node. Eadé isbattery
powered and integrated with sensors, short rangko ra

same neighborhood. It is impossible to get to kabaut the

neighbor nodes because of the randomness of node

deployment .A best solution is to provide masteretekey to
all nodes. To obtain new pair wise key and to achikey
agreement, global master secret key can be usedsédurity

communication and data processing .In the deploymeﬂf the entire network destroys if anyone of theeatso gets

region sensor nodes spread randomly and collesbselata
[2].Security is the main factor to be considereceisensor
networks are deployed in hostile environment, &y thre
vulnerable to many attacks like malicious attacke

compromised. Storing the master secret key incsgagecost
and energy consumption also gets increased. Ironarey
pre distribution each sensor node receives a rarsitaset of
keys from a large key pool [2].

adversary can compromise to other nodes and leak ommunication and computational resources divides t

information, so here in this type of attacks, comination
should be encrypted to provide security.
Symmetric key encryption is suited for sensor nades have
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network into clusters and cluster gathers all theadHere
amount of data that is transmitted from clustddee station
is reduced, by consuming less resource. Clustesosen
network is divided into homogeneous and heterogemeo
sensor network. In homogeneous network, battersggrand
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hardware complexity are identical. In static clusig in

homogeneous network, Cluster head nodes will ba ove !

loaded to the base station with long range trarsaonisin

addition to the data aggregation and protocol abration.

As aresult energy resources are consumed byuktechead
before other nodes. In heterogeneous networkrdiffdevels
of battery energy and functionality are used foo oy more
different types of nodes. In a network ,total aufshardware
can be minimized and also providing longer liferspg using
cluster nodes or H-sensors that have extra battmgrgy,
complex hardware and additional functionalitiespieg rest
nodes simple.[3]

When networks are to be deployed in hostile envirents,
such as military environment, security and privacg the
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¥

~ Nerwork

¢ Infrastructure

[ 1;,
\f'\J .

S
.

Base Stanon (BS)

-, N
o \0./?\ \\!
© o""’,,/’

I

@

—
— —
———

important issues. Robust key management is requived 79 - Wireless sensor network

function properly for most available data secuiidyt due to
resource constraint key agreement establishmamttigasy
task in WSN. Probabilistic key pre-distribution as key

management scheme for WSNs. The probability of eal

sensor sharing at least one key with a neighbausdre high,
to guarantee secure connectivity in the networkvbeen
nodes. High key sharing probability means that ezmtie
requires large key space to store large numbeeys.Kn this
scheme sensor node selects key from key pool.
should be large to achieve high key sharing prdinaf3]
WSN has impact on
telecommunication field beyond from transmissiorevio the
radio communication, thereby increasing the groBN is

nothing but group of nodes which are organized int

cooperative network. The major challenge in WSNhriage
transfer which is related to its storage , reprigam an
transmission. Due to restricted computational powattery
constraint and limited storage capacity and
bandwidth, image transmission has become hugeeciyga!
Wavelet scheme is efficient and
consumption required for wireless communication dn
requires minimum bandwidth and also it meets ndtwoage
quality. In Discrete wavelet transform, energy cotation
can be reduced by maintaining image quality byggimge
compression scheme. In this scheme transmissiay @ain
be reduced and better compression ration can bevach[4]

Spatial distributed devices comprise WSN to monit

environmental conditions. Applications such as tamji and
battlefield motivate development of WSN. NowadaySNV
have wide variety of application in the areas liaalthcare,
home automation etc.

In the below figure, data which is collected by s@s is
transmitted to base station or sink which is ohhigocessing
capability and energy. To extract important infotima data
sent by sensors will be collected and stored. Hadlenge in
image transfer is to process and transmit huge atafulata.
This puts demand on bandwidth as well as batteyuiees.

improving and developing t

To consume less energy images are compressed. By
implementing image compression algorithm, image
transmission improvement can be done over WSNehhyer
ﬁducing the number of bits which represents imbge
removing the spectral and spatial redundanciesetyaing
energy. Sharing of computation load can be done by
distributed image compression. Individual node c&nn
possess large computational power to suppress iarage

data to meet requirements, this is not possible.[4
Key p q p [4]

Bandwidth and energy requirement is needed tormamsige

p@mount of data for image transfer in WSNs that oarre

completed by restricted power, limited battery teabgies
and limited storage. The main objective is to mingrenergy
gnd performance can be enhanced. [4]

WSN consists of sensors, processor, radio anba&M is
formed from many sensor nodes in application ar&\NW
components are responsible for global warming. &tect

Iimite&md track submarines, acoustic sensors was dep|bjed

WSN is collection of self contained, millimeter aatkctro

it minimizes energgpe_‘c_hamcal dewcgs. These tlny_dewces have_ coripuidh
d ability, sensors, wireless transmitter and recearat power

supply. Large number of nodes spans geographies. ar
Distributed systems provide communication mechafém
Existing protocols are unable to access with laige of keys
and also it increases overhead. In this projecitali
signature based key management protocol for sedat@
Oliransfer in dynamic WSN is proposed. It is onehaf most
significant security services provided by cryptqdma in
asymmetric key management. It minimizes overhead by
increasing security and also minimizes energy copsion.
This protocol is implemented in Network
Simulator-2(NS2).A security analysis of the progbseheme
is effective in reducing Energy consumption, faldata
injection rate and Node failure rate.

The paper is organized as follows, section 2 dessri
literature survey. Methodology is described in ®ect3,
followed by Hardware and software requirementseictisn
4.Results and discussion is explained in section 5.

Il. LITERATURE SURVEY

This section describes the various literatures rowiging
reliability and security in wireless sensor netvgrk

“Secure Data Aggregation in Wireless Sensor
Networks”
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In many sensor applications, data which is colidtem
each node is sent to base station which usuallystakuch
time to transfer the data individually. So nowaduce energy
consumption data aggregation technique is introgiubere
the aggregated data from the sensor nodes artogbrtbase
station. The earlier existing algorithms do not lude
security. So they were vulnerable to wide varidtgttack. By
this if any intruder occurs these nodes by aggiegaeémoves
all the false data and further aggregate to the btaion.

“A Survey of Attack and Defense Techniques for
Reputation Systems”

proposed technique also ensures the minimum impfct
compromised node on other communication links.

"The Dynamic Source Routing Protocol for Multi-Hop
Wireless Ad Hoc Networks":

This paper explains about the simplicity and éfficy of
the dynamic source routing protocol because ofsél
organizing and self configuring behavior withouy areed of
infrastructure, it also explains the overall medtiamof DSR
algorithm as well as it shows the operation of DiSBome of
simulation and compare the results for the prdtoco

"Comparative Study of AODV, DSDV and DSR

Reputation systems is a process through which maRpouting Protocols in Wireless Sensor Network Using

parties can express the trust between one anofthese
systems help to generate an exact correction irfatbe of
without equal community size, while providing unaku
features and flexibility to malicious attacks. Thaginly look
on attacks and defense mechanisms in reputatidensys
Hence they analyze several landmark systems, dkairdcg
their individual strengths and weaknesses.

There main work is

1) Which drawing components are more unsafe.

2) What are the most accurate protection mechanisms

3) How these protection mechanisms can be comlined
existing or future reputation systems to make tferible to
attacks.

“An Efficient Approach For Secure Data Aggregation
Technigue For WSN In The Presence Of Security
Attacks”

In many sensor applications, data which is colidem

each node is sent to base station which usuallystakuch
time to transfer the data individually. So noweduce energy
consumption data aggregation technique is introgiubere
the aggregated data from the sensor nodes artogértbase
station. The earlier existing algorithms do not lude

security. So they were vulnerable to wide varidtgttack. So

NS-2 Simulator":

Based on performance and various other factors e
number of routing protocols for WSN , and this pape
compares the popular AODV, DSDV and DSR algorittions
analyze the result for throughput, End to End yleRacket
delivery ratio.

"Mitigating Denial of Service Attacks in OLSR
Protocol Using Fictitious Nodes"

This Paper suggest a novel solution to defend th8FO
protocol from node isolation attack by employing ttame
tactics used by the attack itself. Through extensiv
experimentation this Paper demonstrate that 1ptbposed
protection prevents more than 95% of attacks, anth@
overhead required drastically decreases as theoretsize
increases until it is non-discernable.

Lastly, It suggest that this type of solution cangxtended
to other similar DOS attacks on OLSR.

"Evaluation and Mitigation of DoS attack using
behavior Anomaly Detection approach using NS-3 "

This article is going to evaluate scheme in twgar
routing protocols of MANET i.e. OLSR and DSR presdhe
results and discussion about proposed schemeieffieess.
Results show that the performance of proposed rdetho

they have introduced secured data aggregation whibketter than other existing method. Future work bé t

provides security for data aggregation from attexk&his
process can also enhance the strong and exacmaifon.
Iterative filtering algorithm is one algorithm toefform
secure data aggregation and also provides sedcarithole
network.

“Data Aggregation Techniques in Wireless Sensor
Network Survey”
Data aggregation is a process of collecting ,gmgi@nd
aggregating the useful information from nodes te tase
station, here it mainly deals with the energy comstion, as
by doing this energy is reduced. This is very int@otr
technique in wireless sensor network. It plays maie in
energy consumption, so that network lifetime aksguces. In
this paper it is based on routing protocols andriigms. It
mainly aims at eliminating redundant data transioisslt
also solves the overlap problems.

"Effective Key Management in Dynamic Wireless
Sensor Networks":

This paper propose a protocol for secure datatnésion
in dynamic wireless sensor network and definesvdr@us
types of attack that may occur in the communicapiatn , The
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proposed method will focus on enhancing it capgbiid
apply on WiMax and 4G communication system to detec
other types of attack as well and we will also ptaio test it

on other routing protocols. Proposed approach henb
tested under NS-3.14 MATLAB tools.

"Mitigating DDoS Attacks using Protection Nodes in
Mobile Ad Hoc Networks "

In this paper, a novel approach to alleviate thpaiah of
DoS or DDoS attacks in MANETSs based on AODV (Ad hoc
On demand Distance Vector) routing protocol. Thehwoe,
which is named Protection Nodebased Strategy,dsdan
two fundamental assumptions: first, the attackerna
aimless; and second, the MANETs adopt a hierarthica
architecture, and the nodes are classified interdifit levels
according to their importance. This scheme is biétéo be
applied in environments where lower level nodesvaling
to protect higher level nodes.

"DDoS Attack and Defense Scheme in Wireless Ad hoc
Networks "

This Paper uses the medium access control (MAYEr la
information to detect the attackers. The statusieslfrom
MAC layer that can be used for detection are Freguef
receiving RTS/CTS packets, Frequency of sensingisy b
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channel and the number of RTS/DATA retransmissiomge
the attackers are identified, all the packets ftbose nodes
will be blocked. The network resources are maddable to
the legitimate users.

"A Review for Detection of Distributed DOS Attack in
MANET "

This paper focuses on mobile ad hoc networks smguti
vulnerability and analyzes the network performanoeer

Distributed Denial of Service MANETs. The resistive:

schemes against these attacks were proposed foo@dn
demand Distance Vector (AODV) routing protocol ghd
effectiveness of the schemes is valid using NS2lsitions.

* METHODOLOGY

Aim is to prevent or detect malicious nodes laimgh
black-hole attacks as well as denial of servicachtt is a
challenge. This project attempts to resolve thisués
byapplying algorithms in order to provide secuet/well as

Network
Initialization

Neighbor node
sefeetion

Establish
Multipath
Conneci tion

Receive at
destination

Data
transmission

&b

Utilization
Average Delay
Metwork Failure
rale
Throughput

Block the path

In the above block diagram, network deploymentdaelto
initialize all nodes. Before network deployment] tie
parameters will be generated by the base statiGh é8d BS
registers node mentioning it in member list. Onetwork
deployment is done, all the nodes starts to aceertiy
sending broadcast message with its neighborsggetr pair
wise key setup. The message consists of public ey

reliability. identifier. Pair wise encryption key can be derivgdsetting

The final result are based on following parametergair wise master key. To encrypt the data pair wiseyption
Average Delay, Probability of bandwidth utilizatiowetwork  data can be used.
failure rate, Throughput. Distance and energy between all nodes will be
calculated. Neighbour nodes will be discovered by
sending the beacon messages. After neighbor node
discovery, key is distributed to all the nodes. IRukey
is distributed to everyone which will be used toifyethe
signature. Private Key is known to user which it

:"f \ kept secret and it is used to generate the key.

i i Through multipath establishment data will be traitis

¥ it ?‘\ through different paths. If intruder attacks anytloé path
SLSouRcE 7 } w means, that path will be blocked and data willfe@gmitted

e H o through other path.Distance between each node @an b

calculated using the formula,

D=(y:= y)* + (= x)?

Where,x2, x1-x axis position of node , y2, yl-y saxi
position of node In key distribution mechanism, DSA
édigital signature algorithm) is used. Digital sigures (DS)
re used to increase the security. DS verifiesstheder of
ocuments identity. .A digital signature is represd as a
string of binary digits. Private Key generates aigne
.Digital signatures are used to detect unauthorized
modifications to data. Digital signature algorithman be
used in e-mails electronic funds transfer, eledtraata
Cipterchange, software distribution, data storagesisure the
|netegrity and originality of data. Here hash fuoetis used to
generate the key. It compresses the data and cesaufelata
is called message digest. This message digest geedu
digitally signed message.

e At the receiver side also hash function is used for
verification purposes. Message which is less thédh 2
bits as input, message digest will be of 160 bis.
message digest is of small size compared to message
efficiency can be improved by signing the messagesd
[15].

L
~8

In this paper we review a specific DOS attack calede
isolation attack and propose a new mitigation meth@ur
solution called Denial Contradictions with Fictit® Node
Mechanism (DCFM) relies on the internal knowledg
acquired by each node during routine routing, ang
augmentation of virtual (fictitious) nodes.Moreov®CFM
utilizes the same techniques used by the attaakder to
prevent it. The overhead of the additional virtueldes
diminishes as network size increases, which isistarg with
general claim that OLSR functions best on largevagks.

e Advantages of Proposed System: Prevent a no
isolation attack in which the attacker manipulaties
victim into appointing the attacker as a sole MBiRing
the attacker control over the communication chanfvel
further strengthened the attack by giving the &tathe
ability to follow the victim around.

Architectural Diagram:

g

Ill. DSAALGORITHM:

DSA algorithm steps:
DSA parameters:
P=prime number of length 2L-1<p<2L for 512<1024,
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L= (512, 576, 640, 704, 768, 832, 896, 960, 1024)
g = a prime divisor of p-1, where 2159 < q < 2160
1) Choose sequence of 160 bits as seed, g isrththlef
that seed.

2) Formulate

U=SHA-1[seed] XOR SHA-1[(seed+1) mod2g]

3) Formation of g from u, g=U OR 2159 OR 1.

4) Test q is prime or not by primality testing aiitfom.
5) If q is not prime, go to step 1

6) Let counter=0 and offset=2

7) For k=0, 1,
Vk =SHA-1[(seed+offset+k) mod 2]

8) Let W be the integer,
W=V0+V1*2160+.....+Vn-1*2(n-1)*160+
(Vnmod2b)*2n*160

And let X=W+2L-1.note that©®/N<2L-1 and hence
2L-1<X<2L

9) Let c=Xmod2q and set p=X-((-1))

10) If p<2L-1 then go to step 13

11) Test whether p is prime or not.

12) If p is prime then go to step 15.

13) Let counter=counter+1 and offset=offset+n+1.

e o

e 6 6 o6 o o o o o o

counter<4096 then go to step 7.

and counter will be used.
Explanation of algorithm steps:
Choose length L=512,576,640,
prime number, p between the length 2L-1 and 2L gtleis
multiple of 64.choose q, a prime divisor of p-1,nheg lies

between #° and 2. Choose sequence of 160 bits as seed,

is the length of that seed. Compute, U=SHA-1[se¢0R
SHA-1[(seed+1) mod2g].SHA is a secure hash funcdioc
string of bits form seed. Form q from U, q=U dr°r 1.By
using primary test algorithm, we should test grimp or not.
If g is not prime, go back to step 1.Counter wélihitialized
to zero an offset taken for 2 ,i.e. counter=0 affiset=2.Find
Vk =SHA-1[(seed+ offset +k) mod 2g] for k=0,1,2... n...
Let W be the integer,
w=V0+V1*2160+.....+Vn-1*2(n-1)*160+
(Vnmod2b)*2n*160.And let X=W+2L-1, where W lies
between 0 and 2L-1 and hence 2(Xk2L. Let c=Xmod2q
and set p=X-((-1)).If p<2L-1, then go back to stEp and
check whether p is prime or not by using primarstitey
algorithm. If p
counter=counter+1

and offset=offset+n+1.

counter212=4096 then go to step 1 else if counter<409

then go to step 7.For proper generation of p arsduae seed
value and counter will be used.

P, q and g are the parameters which made pubiicatBr
key. X and public key Y are the keys users havan k are
used for generation of signature and must be lapes For
each signature, K will be randomly or pseudo ranigto
generated.

The message M is pair of numbers r and scan balatdd
using,

r= (¢‘mod p) mod q

s = (KX(SHA (M) +xr)) mod q

SHA (M) is 160 bit string, is converted to integecording
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is prime go back to step 15.Let

to SHS standard. For verification purpose, sigratig
used.[15]

A. VERIFICATION

The receiver must know the parameters p, g, ganders
public key y before getting digitally signed messagonsider
m, r and §which are received version of m r and s. for
verifying signature, Verifying program should check
conditions like 0<kq and 0<%q, if anyone of the condition
fails then that particular signature will be reggttIf both the
conditions are satisfied then we will compute,

W= (3)modq

U1= ((SHA (M)) w) mod q

u2=(() w) mod q

V= (((9)™(y)™) mod p) mod g

If V=r! then the obtained signature is valid otherwise
message has been changed.

IV. DSRPROTOCOL

In mobile networks for communication among nodeseh
is no need for any fixed infrastructure as thesdesoare

14) If counter212=4096 then go to step 1 else ifconnected to each other via wireless connectiond an

exchange their data with the help of relay noddk thie help

15) For proper generation of p and g, same seat valof discovery of routes for this various types obtpcols are

exist some of the very popular routing protocols AODV,
DSR and DSDV protocols for efficient and in timelidery

1024.Selectf packets.

These protocols are characterize into two model:

Proactive and Active Protocol
gDSDV is Proactive which means that it is a Tableeir
model as it has to maintain a routing table beforearding
packets so that all nodes which establishes haald have
prior knowledge about all nodes which follows thatip
While AODV AND DSR are active as it is a on demand
Routing protocol and no need to maintain routatge.

Here our idea is to use DSR algorithm to estabiishe
because of its features like it reduces bandwidirieead,
less power consumption as well as no need to niainta
updates about routes , The only effort is to idgnlink
failures .

A. Working Principal of Dynamic Source Routing
Protocol:

DSR is one of a simple protocol designed remarkédly
ulti hop network because it is self organizing asadf
%onfiguring ,hence no need for infrastructure. D&guses on
regular updating of its route cache in order toegety routes
so that it can forward the packets from the nevefalglish
route, As there is no concept for routing tablecsmake the
packets know which path has to follow , route infation is
attached in each packet's header to reach itsxdésti node.
Hence DSR follows two mechanism ROUTE DISCOVERY
and ROUTE MAINTENANCE.

B. ROUTE DISCOVERY:

For establishing the route source node will broatiRaute
Request message in the network, after gettingehaest
message all the neighbor node add its address and
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rebroadcast it till message reach to destinatiaterthis way
route is discovered between source and destination,
There is one assumption that has to be followedh iease

unidirectional then acknowledgement has to be @antelay
nodes.
During propagation if any relay node is transmgtin

when the route is very new which means no previoysackets several times and it is not getting ackadgément in

transmission occurred and if path is already edistihen
nodes will not broadcast Route Request in the mitvikhis
planning is done with the help of cache as all tioeles
maintain its route cache, and it also helps imicady memory
overhead sending request to the destination wiéh fii
description about route instead of broadcasting tieh
destination will send Route Reply to source.

RREG: 5.A RREQ: 5.AE
PN PN
A b Y
S\ %)
L~
RREQ:S
RREQ: S b -
A A
o)
nnfc: 5.8 I!;Eu: 581
Request

Fig : Route Request Mechamnis

PREP: S,A.EG,D RREP: S AEGD RREP: 5 AEG.D

(e (=)

RREFP: 5,AE,G,D Py -

-

PREP: 5,8,H,0 PREP: 5,B.HD RREP: 5,B,HD

Reply

Fig: Route Reply Mechanism

C. ROUTE MAINTENANCE:

While forwarding the packets from the source nadlehe
relay nodes which directs to the destination naake to give
conformation receipt that packet is forwarded sasftdly or
else packet is retransmitted until node will getformation
receipt. This conformation receipt can be of manynf such
as link level acknowledgement defined by 802.1hdsad or
passive acknowledgement, suppose 3 relay nodeB,€alp
are present in between source node and destinatida so
that B conforms receipt over C by overhearing tRat
forwards packets to node D and the another tedknig
DSR-specific software acknowledgement in this fdira
node which is forwarding the packets set a bihenhieader to

that case node will send ROUTE ERROR messageeto th
sending node so that it will stop forwarding thelet and
blocks that path and search in its cache for anaibete |,
incase route is not found in cache it will agaimdicast
ROUTE REQUEST message in the network to estabbsh n
route.

Fig : Path Disconnected Between Noaga@D.

D. Software requirement:
HARDWARE REQUIREMENTS

SYSTEM : Pentium IV 2.4 GHz
HARD DISK : 40 GB

MONITOR : 15 VGA color
MOUSE: Logitech.

RAM : 256 MB

KEYBOARD: 110 keys enhanced.

. SOFTWARE REQUIREMENTS

OPERATING SYSTEM:Ubuntu 12.04.

IMPLEMENTATION:NS2

NS2 VERSION:NS2.34

FRONT END:OTCL (Object Oriented Tool Command

Language)

BACK END:C++

PLOTTING: X graph
Network Simulator (NS2.33)NS2 is a discrete event
driven simulator developed at UC Berkeley, support
networking research for designing new protocols or
comparison of protocols. It is an open source sanoul
compatible with FreeBSD, Linux, Solaris and Mac OS.

Structure of NS2NS2 is an object oriented simulator

since it is built using object oriented method<Cin+ and
OTCL(Object oriented tool command language) inteter.
In NS2 TCL language is written for frontend wherbaskend
is written in c++ and when it is compiled tracefiand nam
file is created which shows the movement of nogesket
sending , no of relay node between two nodes, atiome
type ,topology, packet type, initial energy, nettype etc

request acknowledgement should be given by the next

intermediate node, basically this acknowledgeméntsent
directly to the sending node but if in case rouge i
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Simulation-

OTel Interpreter simulation Results

OTel Seript

C++ Libraries

Fig : Block Diagram of user view in NS2

It supports 2 languages because:

C++ supports simulation of any protocol system
programming language is required as it manipulatgss,
process packets and for this run time speed isirgyortant
and turn around time should be slower for simatatfixing
and finding bugs or recompile or rerun.Whereas Ti€L
helpful because it involves slightly varying pardens or
configurations and quickly explores various sceysarior
which iteration time is important and runtime does matter
so much.Hence NS2 needs both the languages.

V. CONCLUSION AND FUTURE WORK

In this paper, we proposed a digital signature tase
protocol for secure data communication in dynamiSNg.
Digital signature ensures efficient communicationd a
updates node movements. Our proposed system iBsreas
data security and confidentiality .Proposed systeduces
Energy consumption, throughput and average delay an
probability of bandwidth utilization, with the irease in
number of nodes. As future work, we need to worthwbde
mobility and multiple parameters which degradertaavork
performance, also proposed technique used DSRngputi
protocol to avoid over all traffic also decreades hetwork
delay due to dynamic path discovery scheme.
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