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Abstract-The recognition of Wireless Multimedia Sensor 

Networks (WMSNs) has been encouraged by the accessibility of 

minimal effort and low power CMOS gadgets. Nonetheless, the 

transmission of mass video information requires sufficient 

transfer speed, which can't be guaranteed by single path 

communication on an inherently low resourced sensor system. 

Additionally, the distortion in the video information and the 

adherence to delay limit adds to the challenge.In this paper, we 

proposed an improved Dynamic Distortion-Resistant and 

Leakage Detection with collusive piracy prevention scheme in the 

multihop wireless networks using anomaly software agent 

system. The role of Agent based system is to update and modify 

the function of recognition, regularize those functions and 

executing them in a centralized approach. Here, the agent 

utilized is the mobile agent. The tasks of mobile agent covers the 

functions like a) installing and configuring the nodes, b) lessening 

the administrative complexity of the nodes c) generating report 

about the information leakage and its covert channels. In the 

implementation view, the mobile agent set up is executed on the 

video applications. In order to preserve content leakage and 

prevent piracy, conventional system addressed the issue by 

proposing the method based on the observation of streamed 

traffic throughout the network .Also piracy has hindered the use 

of open peer to peer networks for commercial content delivery. 

Hence the basic idea is to propose an enhanced dynamic content 

leakage detection scheme that is robust to the variation of the 

video lengths. It enhances the detection performances even in the 

environment subjected to variation in length of videos.  

Keywords: Wireless Multimedia Sensor Networks, Single path 

communication, Distortion, information leakage and content 

delivery.  

I. INTRODUCTION 

 As of late, the eminency of real-time video and 

streaming application; these administrations over the web have 

been expanded. The real time video application such as: 

YouTube, Microsoft Network Videos. The vast majority don't 

perused as much as they used to, and when they do read, they 

tend to skim-read, which implies the significance of composed 

duplicate can be lost or misinterpreted [7].With a plenitude of 

content pushed to the purchasers and representatives 

consistently, so a well- designed video depicts a brand new 

innovation to the business requirements. The intrigued 

demand on the video is due to three reasons: Cost-

effectiveness, increased productivity and consistency. The 

primary employments of videos [9] incorporate Training and 

Tutorial, where corporate video first picked up with training 

(administration, support, deals, self-awareness and so forth.) 

and keeps on being one of the best employments of video 

servicing. Online Video is a savvy substitute for the training 

classes. It can likewise effectively coordinate video into online 

management tools.  

 In Subsequent to WMSNs have some unmistakable 

contrasts from the customary data sensor organization, the 

sensor system must be reexamined, so we can convey mixed 

media content with a specific level of Quality of Service 

(QoS). The information era rate of a video sensor is entirely 

high, bringing about much higher system data transfer 

capacity prerequisites and power utilization. This issue is 

particularly bothered when no proficient compression scheme 

is utilized.Accordingly, the transmission of immense measures 

of mixed media information, especially video information, 

over data transmission obliged sensor systems is a major 

challenge. Subsequent to the need to minimize the energy 

utilization has driven the vast majority of the examination in 

the sensor node organization, systems to productively convey 

application-level QoS, and to delineate prerequisites to the 

network-layer measurements. As WMSNs are imagined to 

have no extra assets other than the incorporation of interactive 

media sensors, new methodologies should be proposed.  

 The paper is organized into four parts. Section II 

describes the existing works done by the researchers. Section 

III describes our innovative solution to the challenges exists in 

video services. Section IV justifies the experimental results of 

the proposed approach. Atlast concluded in Section V.  

II. RELATED WORK 
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 A plenty of proposals from the researchers with 

respect to the encoding and transmission of video shows the 

essentialness of video interchanges. Diverse methodologies 

exist in taking care of such an encoding and transmission. The 

Multiple Description Coding (MDC) procedure segments the 

introductory video clipping into various substreams called 

depictions. The depictions are transmitted on the system in the 

disjoint ways. These depictions proportionate in the network   

as in any of them is adequate for the unraveling procedure to 

be effective, however the quality enhances with the quantity of 

decoded substreams. Layered Coding (LC) produces a base 

layer and many enhanced layers. The upgrade layers serve just 

to refine the base-layer quality and are not valuable on their 

own. Consequently, the base layer denotes the most basic part 

of the encoded signal [5], [6].Shared assets, otherwise called 

system assets, called as the computer data, information or 

other hardware devices that can be localized through a Local 

Area Networks (LAN).The most often utilized shared system 

environment objects are documents, information, media and 

equipment assets like printers, fax machines and scanners 

[10]. 

 The videos with tricky theft are the principle of 

licensed innovation within the boundary of P2P networks.Paid 

customers might wrongfully share copyrighted content records 

with unpaid customers (privateers). Such online theft has 

ruined the utilization of open P2P systems for business content 

delivery. It proposes a proactive content harming plan to stop 

colluders also, privateers from asserted copyright 

encroachments in P2P document sharing. To unravel the 

issues of content spillage, spillage identification plan have 

been presented. It explores the execution of the proposed 

technique under a trusted system environment with the videos 

of various lengths. Video spilling application[3] manages a 

few P2P system is utilized to manufacture the live and online 

video spilling administrations on the web at the low cost. In 

order to detect illegal content streaming by using traffic 

pattern which are constructed from the amount of traffic 

routers. The burst errors and random errorsare solved in 

content streaming. It prevent contentleakage from user„s side. 

However, delay occurs due to large length of videos[4]. 

 As an extensible flagging convention, SIP (Session 

Initiation Protocol) can be connected in creating video 

conference arrangement of conference server and the 

accessibility of data transmission. It concentrates on the best 

way to continue conferencing when the quantity of 

conferencing clients gets incremented. It gives an adaptable 

administration model to SIP-based video meeting. The 

principle impediment is Fetched Expensive and Low 

resolution [5].The Delay-Constrained High-Throughput 

Protocol for Multipath Transmission (DCHT) [12] is the 

changed version of Directed Diffusion [13] that propounds the 

thought of utilizing the multipath directing way to deal with 

the video spilling in low-control WSN. DCHT presents a 

novel support technique and utilizations a directing cost 

capacity.  

 The Energy-Efficient Protocol and the QoS-based 

Multipath Routing Protocol (EQSR) [14] are one of the 

proposed protocols intended to fulfill the unwavering quality 

and deferral necessities of constant applications. EQSR 

enhances the unwavering quality a lightweight Forward Error 

Correction (FEC) instrument that presents information 

repetition in the information transmission process. However, it 

forces high control overhead. Maximally Radio-Disjoint 

Multipath Routing (MR2) [15] uses a versatile incremental 

system to develop the minimum disrupting paths that fulfill 

the transmission capacity necessities of interactive media 

applications. In [16], the creators have exhibited the MPMPS 

plan in the vehicle layer, which is based on the TPGF 

multipath routing protocols [17]. MPMPS underpins various 

needs and picks the most extreme number of ways to amplify 

the throughput of the streaming information transmission. In 

any case, this hub disjoint plan results in a solitary purpose of 

disappointment. A comparative methodology has been given 

in [18] by the name of MCMP (Multi-Channel Multi-Path) 

plan.  

III. ENHANCED DYNAMIC DISTORTION 

RESISTANT SCHEME  

 In this section, we explained the working of the 

proposed architecture. The proposed algorithm is organized 

into five modules. The modules were described as: 

 Video Leakage Setting  

 Leakage detection measures  

 Pattern generation  

 Pattern matching  

 Leakage detection criterion  

a) Video Leakage Setting  

 Because of the prominence of spilling conveyance of 

motion pictures, improvement of P2P streaming programming 

has grabbed much attention. These advances improve the 

dispersion of any kind of data over the Internet. Initial, a 

normal client in a protected system gets streaming content 

from a content server. At that point, with the utilization of a 

P2P spilling programming, the normal yet vindictive client 

redistributes the spilling content to non standard 

clients.Content spillage is not really recognized or blocked by 

watermarking and DRM-based strategies. 

b) Leakage Detection Measures 

 In video streaming system, the progressions of the 

measure of traffic show up as a remarkable waveform 

particular to the content. Along these lines by observing this 

data recovered at various hubs in the system, content-spillage 

can be recognized. The topology comprises of two 

fundamental segments, specifically the traffic design era 

motor installed in every switch, and the traffic design 

coordinating the engine executed in the administration server. 

In the interim, the activity design coordinating motor registers 

the closeness between movement designs through a 
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coordinating process, and in light of particular model, 

distinguishes content spillage.  

 

c) Pattern Generation  

 Then we depict the traffic design era process 

performed in the routine techniques. Traffic design era 

procedure depends on an either time- slot based estimation or 

a packet size-based algorithm. Time slot based estimation is a 

clear answer for creating traffic designs by summing the 

measure of traffic handling amid a certain timeframe, ∆t. On 

the off chance that a few bundles are deferred, they might be 

put away over the accompanying opening, xi+1, rather than 

the essential opening, xi. Accordingly, delay and jitter of 

bundles twists the traffic design, and as a result, diminishes 

the precision in the pattern matching. Additionally, time slot 

based estimation is influenced by packet loss. 

d) Pattern Matching 

 In pattern acknowledgment, the level of likeness is 

characterized to be the likeness measure between the patterns. 

The server side traffic designs speak to the original traffic 

design. The major strategy is to measure the closeness of 

system traffic pattern called cross-relationship coordinating 

estimation, comprise of processing the cross-relationship 

coefficient, which is utilized as a metric of likeness between 

the different traffic designs. Another design coordinating 

estimation is the DynamicProgramming (DP) coordinating 

taking into account the DP system.  

e) Leakage Detection Criterion 

 The cross-relationship coordinating estimation is 

performed on both the activity designs produced through time-

space based calculation and those created through parcel size-

based calculation. The comparability information received 

from the coordinating of time space based created traffic 

pattern are extensively smaller and their appropriation is 

thought to be typically circulated around zero, subsequent to 

the dispersion of cross-relationship coefficient estimations of 

two arbitrary waveforms is approximated to the normal 

distribution.Then again, the DP coordinating estimation is 

performed on activity designs produced through parcel size 

based estimation. Accordingly, a predefined quality is utilized 

as the choice limit. Regardless, a fixed choice limit is chosen 

by contrasting the separation registered through DP 

coordinating with the choice limit, i.e., the separation not 

exactly the edge demonstrates that the thought about the 

similar traffic patterns.  If we need to retransmit the parcel that 

is lost, we need to proceed with the yes alternative,and then 

the chart begins representation of video streaming. If we say 

no, the spilling gets ceased there by itself. The proposed 

architecture is given below:  

 

Fig.1. Working flow of proposed approach. 

IV. EXPERIMENTAL RESULTS 

The performance metrics studied were the Packet Delay, 

Network Lifetime and Throughput aware packet scheduling.  

a) Packet Delay:  

 Packet Delay exists when the system is not 

congested, minimum delay is accomplished by sending the 

parcel to the hub nearest to the destination. In any case, as the 

traffic structure changes, sending parcels to destination results 

in expanded blockage and more traffic delay happens. 

Anyhow, the proposed estimation chooses the way contingent 

upon the application, along these lines adjusting the data 

transfer capacity in the system. This adjusting assists the hot 

locales in the system furthermore, decreases the deferral for 

parcels going through the district i.e. for heavy activity. And 

thus, the proposed scheme gives enhanced execution. 

b) Network Lifetime: 

 Network lifetime is the time range from the 

organization to the moment when the system is considered as 

the nonfunctional.The weight of every sensor is contrarily 

proportional to the observed noise fluctuation, which is 

significant subsequent to the information from sensors with 

smaller noise difference is more helpful. 

c) Throughput aware Packet Scheduling:  

 It can anticipate whether a sensor hub will have the 

capacity to get and transmit every one of the packets that will 

experience it in the following transmission window without 

expending all its energy and utilizing greatest data transfer 
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capacity. So the proposed scheme can control the life range of 

the sensor system by evaluating the remaining data transfer 

capacity productivity of every node in all the selected routes. 

 The evaluation of the proposed approach is presented 

below in design view.  

 

Fig.2. Working of nodes in normal modes 

Fig.3. 
Server with the list of Files 

 

Fig.4. Traffic signal generated from the servers  

 

Fig. 5. Node Requesting the server for video file 

Fig.6. 
Request to the server  

 

Fig.7. Request list from the node 
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Fig.8. Chunk and send video file 

 

Fig.9. Calculating the time series and packet series of the video applications . 

 

 

Fig.10. Playing the received video file. 

 

Fig.11. Node in attack mode 

V. CONCLUSION 

 The content leakage of video is being detected and 

piracy prevention has been proposedfor the compressed 

videos. Enhance streaming performance and protect illegal 

redistribution is based on the fact that each streaming content 

has a unique traffic pattern is an innovative solution to protect 

illegal redistribution of data by a regular user, yet malicious 

user. Specifically, we consider a network which primarily 

carries video flows. We seek to understand the impact of 

routing on the end-to-end distortion of video flows. Towards 

this, we construct an analytical model which ties video 

distortion to the underlying packet loss probabilities. Using 

this model, we find the optimal route (in terms of distortion) 

between a source and a destination node using a dynamic 

programming approach.  Moreover, the user experience 

degradation due to increased traffic load in the network is kept 

to a minimum. 
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