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Abstract— Network is a group of nodes that interrelate with
each other for switch over the information. This inbrmation is
necessary for that node is reserved confidentiallyAttacker in
the system may capture this private information anddistorted.
So security is the major issue. There are severalaeity attacks
in network. One of the major intimidations to internet examine
is DDoS attack. It is a malevolent effort to suspeting or
suspends services to destination node. — Denialsafrvices (DOS)
and Distributed Denial of services (DDoS) are the ajor
problem against network security and cyber securitythat allow
a client to perform very expensive and vital operabns, before
the network services are provided to the respectedlient.
However An attacker may be able to manipulate the DS and
DDOS or built in graphics processing Unit (GPU) ande able to
destroy client puzzles. In this paper we study howo preserve
DOS and DDOS attacker for being manipulating the pazle
solving techniques. So now we introduce a new cliepuzzle
referred to as Software Puzzle. It is unlike previas puzzle,
which generate their puzzle algorithms in advancea puzzle
algorithm in the present software puzzle schemes imndomly
generated only after a client request is receiveddm the server
side. t the Denial-of-service and distributed DoSttack a client
puzzle method is implemented. In order to prevent urther
attack in network and to enhance the security theequest that is
provided by the client and the file sent by the seer to client is in
encrypted form. One drawback of existing system isf the
attacker identifies the port, he can intrude or inerfere in the
communication and flood DOS attack and can hack
communicating data. The methodology used is explaideas
follows. First the client has to solve a puzzle gerated by the
server. Then the client checks the latency of theldi that has to
be accessed from server database. The client canttdee latency
of the server by inputting the corresponding servelP address,
number of packets, and the length of data in bytesAfter
processing the latency checking parameters, pingagtstics of the
server and the approximate round trip time will bedisplayed in
the result. The client then encrypts the request andends the
request to server. AES Algorithm is used to performthe
encryption and decryption. The server upon receivingthe
request has to decrypt the request using the clieqtort number
and IP address. The server sends the requested filey
encrypting the file. Finally the client receives tle file, decrypts
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the content and read it. Thus it can be concluded #t more
reliable communication can be performed between seer and
clients and active communications remains unaffecteeven in
the presence of DDoS attacks.

Index Terms— Denial of Service (DoS), Code Protection, GPU
Programming, Distributed Denial Of Service (DDoS), Security,
Software Puzze.

I. INTRODUCTION

The Denial of service attack is one of the typesaifve
attack. The Denial of service attacks which revetmag the
attackers can send certain messages which is abliegio the
system. Sometimes they send packets to the taygeins
which may result in failure [1]. As the remediatiaf
susceptibility and reduction of performance to carce
systems, the harm of common DoS attacks beconss/edy

minor. A Distributed Denial of Service attacks is

implemented on the source of DoS attack and nurserou

dispersed attack sources. Usually, the attackezsauluge
number of controlled bots dispersed in differemakions to
start on a great number of denial of service aftdoka lone
target or several targets. With the quick growtlbatnets in
modern years, the attack traffic scale caused Isyributed
Denial of Service attacks has been rising, with tdrget
system, including not only industry servers, bgbdhternet
infrastructures such as routers, firewalls and DonName
Server systems as well as network bandwidth. Theclat

pressure sphere has also become broader. In campute

network they use a protocol for called transmissiontrol
protocol .The packets are transferred through TThe
attacker can send one or more attack packets toettweork.
This will cause the target servers and networkuess and
also overloads the server. These are the vitaciples of
Distributed Denial of Service attacks. The key ogass
inflexible avoidance of DDoS attacks deception e t
combination up of justifiable traffic and illegitate traffic. It
is difficult to discover the attack packets frone tHiverse
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traffic in the avoidance progression, particulantien the

CO x with the data core C and a random challendé the

harass message packets masquerade to be normalgemssserver aims to defeat high-level attackers who aile to

For exemplar, in signature -based pattern correfipgn
Intrusion Detection system, it is not easy to dédfdiate
illegitimate packets from legitimate messages pisckn
universal, according to the uniqueness, DDoS adtaak be
divided into the following types:

1. Volume-based attacksDistributed Denial of Service
attacks; this type sends huge collection of jurti g@ackets to
cause the network devices to be overloaded, wigabd to

reverse-engineer software, it will obfuscate COnioian
enhanced software puzzle. After receiving the saftw
puzzle sent from the server, a client tries tosdhe software
puzzle on the host CPU, and replies to the sema®rthe
conventional client data scheme does. However, lziozs
client may attempt to offload the data task insd@PU. In this
case, the malicious client has to translate the G&ftivare
puzzle into its functionally equivalent GPU versioaecause

enlarge the networks bandwidth. Hence further mor@PU and CPU have totally different instruction sktsigned

incoming requests are dropped and network will loeked.

2. Protocol-based attacks:The most familiar forms of
denial of service attack are traffic flooding ak&cN traffic
flooding attack the attackers send a great numistensibly
legitimate UDP, Transmission Control Protocol/Inttr
Protocol, ICPM packets in network host. This wiluse a
more traffic in the networksystem.

3. Application-based attacks: Theattacks of this type
often mail the consequent application-layer; maious of
this system attack is to deny the service of apfibo layer.
The low rate of traffic can also lead serious ddgtian of
service.

Il. RELATED WORK

Software puzzle can be easily solved by an attaokéarg
Graphical processing unit software. In software zteiz
scheme the puzzle function will not be known in athe.
Hence the client will use CPU resource only to sdifie
puzzle challenge. Also the cost of client compotato solve
the puzzle will be large when compared to the observer
computation which includes the puzzle generatiaharrzle
verification steps. Even if the attacker returnsaahbitrary
number as solution to the puzzle so as to exhbhastdrvers
time for puzzle verification, the server time ischusmaller
than the service time or database process time thad
returned answer will be rejected with high probiabilThe
existing client puzzle scheme assume that thetd@ues the
puzzle using legacy CPU resource only. But thimisalways
true. A malicious client may solve the puzzle usBBU
(Graphic Processing Unit) component is almost adsted

for different applications. Note that this translatcannot be
done in advance since the software puzzle is formed
dynamically and randomly. As rewriting/translating
software puzzle is time-consuming, which may takene
more time than solving the data on the host CPctli;
software puzzle thwarts the GPU inflated DoSattacks

CPU-only
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Fig. 1 Overview of System Architecture

. PROPOSEIMMETHODOLOGY

Here in this segment paper narrates about
methodologies that are incorporated in the expearinas
depicted in the figure 1. Step 1: Here in this stequests for a
web transaction is received from all the clientsthy web
server along with the parameter like date, timediedt IP to
store in the database. Then all this data frond#tabase will
be retrieved in a vector for pre-processing, wieskected
data like IP is fetched in a single dimension vediar
clustering process. Step 2: Here Single dimenséaitov of IP
addresses of the client that was fetched in thegpes is been

the

configuration in modern desktop computers, Iaptoﬁet to fuzzyC Means clustering process. Fuzzy Cnmea

computers, and even smartphones. In the proposezhsit is
possible to track the individual client behaviotnrough
client's IP address. Nonetheless, if IP trackingffective to
thwart the GPU inflation, IP filtering can be ugeddefence
against DoS attacks directly without utilizing clfedata. In
other words, their defence against GPU-inflated Rti&cks
may not be attractive in practice. A new type dérl data,
called software puzzle, to defend against GPU{efleDoS
and DDoS attacks. Unlike the existing client dathesnes
which publish a puzzle function in advance, thetvgarfe
puzzle scheme dynamically generates the puzzldiume(e)
in the form of a software core C upon receivingliant's
request. Specifically, by extending DCG technolegyich
produces machine instructions at runtime, the psedo
scheme randomly chooses a set of basic functiessnzbles
them together into the data core C, constructstavaie data
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clustering (FCM) technigue which eventually helpabalyse
the patterns of the IP through interactive clusteri=l/ where
m is any real number whose value should be grézderl, uij
is the degree of membership of xi in the cluster s the i th
of d-dimensional measured data, cj is the d-dingensentre
of the cluster.

Then the optimization of the clusters is carried oy the
fact of fuzzy portioning which yields fine grainedusters
which in turn indicates the abstract patterns efitiput client
IP.

ALGORITHM 1: FCM Let X = {x1, x2, x3 ..., xn} be #
set of data points and V = {v1, v2, v3 ..., vc} the set of
centers.

Step 0: Start

Step 1:Randomly select ‘c’ cluster centers.

Step 2: Calculate the fuzzy membership 'Wij' usiFg:

Step 3: Compute the fuzzy centers 'vj' using: # (), for
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all j=1,2,...c values computed by each packet field, while theneotion
Step 4: Repeat step 2) and 3) until the minimuwallie is  information or the relationship between each fieés been
achieved or ||U(k+1) - U(K)|| B- where, ‘k’ is the iteration ignored. In our approach, the volume of networHfitras
step. B’ is the termination criterion between [0, 1]. ‘U =pre-processed by entropy-based methods. Then, iong us
(uij)n*c’ is the fuzzy membership matrix. ‘J’ isdlobjective chaotic analysis on the entropy of source IPs agtimation

function.
Step5:Stop

The clustered IP are then considered for theirdrigiority
using the entropy distribution factor of Shannofoimation
gain. Here information gain is used to identify thwst

IPs, DDoS attacks are detected.

Step 3The paper “Discriminating DDoS Attacks from Flash

Crowds Using Flow Correlation Coefficient” [3],tH2DoS
attack is detected by using a similarity basedrélym is used.
And also they used a flow correlation and coeffitias a

important and fluent IP address in the clusterschwhi metric to find a DDoS attack. Flow correlation whiidefines

frequently affecting the web server for its perfarme. This
can be given with the following equations 2. IGR} €-Y (|

a stastiscal relationship between two edge rout€he
coefficient defines a specific property of attathkey execute

Cil/|C]log(|Ci|/|C]|) ....(2) WheEis the frequency of software on every router to count the number oketscfor

the IP address add in Cluster C.

Step 4: Decision trees are generally meant fod#eision
taking rules which indulge in putting conditionkdiif - else
till to reach a decision. But here in our experimer
identifying DOS attack decision tree takes a twoetisional

vector which is loaded with the attributes liked@dress and Adaptive Countermeasure

their information gain values. Here each of thadesd of the
vector is feed to the tree to form the nodes ambeaty levels
of the tree with respect to the Shannon informatyamn
values. Then these values are keep accumulatingtthiee
respective nodes to get the weighted decisiongufitging
attack level. Then this attack level is normalizedetween
the range 0 to 100 to get the desired level ofasof puzzle.

Step 5: This level of attack is been send to psmtyer for
puzzle generation process with a reference keyrgere
through MD5 algorithm. Once the proxy server reesithe
attack level it identifies the expression desiredackle the
attack in its raw form. Then the variables in tlkpression is
set to change the variables by assigning randonfbaufrom
1 to 9. Once the expression is having the real rusylihen
this is been evaluated using infix expression et#in
method as mentioned in the algorithm 2.

IV. LITERATURE REVIEW

The paper “A System for Denial-of-Service Attackprovides

Detection Based on Multivariate
Analysis”[1],They propose an approach called as M#h
follows an triangular area to extract correlatieattire. This
uses a threshold-based anomaly detector, whichaicsnt
traffic profile that is normal traffic profiles. Vém new
packets are arrives in the network it generatentsigvork
traffic profile. This traffic profile is compared ith the
statistical data of normal traffic profile, by whidt detect a
DDoS attack.

This paper “DDoS Detection Method Based on Chaos

Analysis of Network Traffic Entropy “[2],paper theping to
detect a DDoS by Chaos Analysis and Entropy. Theopn

has been used in anomaly detection of DDoS attatks.

every flow and record this information for a shtetm at
every router. If the packet size is greater thanttireshold
value it will dropped.

This paper “Adaptive Selective Verification: An Efent
to Thwart
[4],Adaptive Selective Verification (ASV), which i
distributed adaptive mechanism for thwarting attaisk
efforts to deny service to legitimate clients basedelective
Verification. This scheme uses bandwidth as cusrdmat the
level of protection employed by the clients dynaatiic
adjusts to the current level of DDoS attack. Aightevel, the
clients exponentially ramp up the number of recudisey
send in consecutive time manner, up to a thredimoitd The
server implements a reservoirbased random sampigigod
to effectively sample from a sequence of incomiagkets

using bounded space technique. This enables adaptiv

bandwidth payments with server state whose sizeairem
small and constant regardless of the actions cétfaeker.

V. CONCLUSION& FUTURESCOPE

Software puzzle scheme is used so that the puzatgién
used is not known in advance. Hence, maliciousictannot
solve the puzzle using GPU software. The propogstes
even more security using

client to authenticate the server and vice vershe T
communication between client and the server is meliable
in this system. Active communications remains w@éd
even in the presence of DoS and DDoS attack. Alse,
probability of hacking is also very less in thilveme. This
idea can be extended to thwart DoS attackers wdsghoit
other inflation resources such as Cloud Computfature
scope of this paper system can be enhance to gemacae
complex puzzles for variable operands and operators
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