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Abstract— Nowadays, the information of the current
locations such as restaurants, college, home etadae retrieved,
through mobile devices having geo-positioning capdhies.
Users are interested in querying their physical loations. The
query parameter is sent by the user to know the redt of the
nearest position, i.e., nearest-neighbors(NNs) [1Locations of
the user’s and their interests may vary. Handling 6 sensitive
information is a very tough task. The storage of thénformation
is also a big issue. Hence the data owner does moéke data
accessible to all customers. It's allowed only fothe paying
customers. User sends their current location pointand want to
know about nearest POI’s in NN, but data owner doesot have
that much storage capacity so we are using cloudrsee. Cloud
provides powerful storage at low cost but is not fily trusted. So
we are processing NN queries in an un-trusted outscced
environment, whereas at an equivalent time protecte, POl and
querying user’s location positions. These techniqueasre based
on Mutable Order Preserving Encoding (MOPE) [2]. Itis a
secure order-preserving encryption and provides inease in
performance optimizations process and decrease the
computational cost.

Index Terms— Location privacy, Spatial databases, Database
outsourcing, Mutable Order Preserving Encoding (MOPBH,
Point-of-interests (POI'’s).

In recent years,
tremendous popularity. In order to reduce operatoal
maintenance costs, an existing content distributietwork
environment may be used for database outsourciatgase
outsourcing involves three types of entities: dateners,
service providers, and users. A data owner outesutbe
database functionality to one or more third panttsch are
called service providers which have the computatipower
to support various query processing. Users ditegt tjueries
to the service providers.

Database outsourcing has several advantages:

1) As the data owners store their data on the cervi
providers, they do not need to have their own it&edl to store
and process the data.
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database outsourcing has gaingg

2) Using third party service providers is a cheapay to
achieve scalability than fortifying the owner’s aaenter and
providing more network bandwidth for every user.

3) The database outsourcing model removes theesingl
point of failure in the owner’s data center, hereucing the
databases susceptibility to denial of service k#taand
improving service availability.

4) The user can get the query results by a seprimader
which is close in terms of network latency withamated to
contact the data owners directly [3].

However, Database outsourcing poses several securit
challenges because we cannot completely trushiteepgarty
service providers which can be corrupted by adversaT he
first challenge is privacy. For instance, in an laggion to
find nearby friends, the server stores the locatioh the
friends. If the location database is outsourcedhbtproperly
protected, unauthorized users may get access arwdath
causes privacy bleaches to the data owners. Iriagdnot
only the data is stored in the server but alsajthey is issued
to the service provider which is a sensitive infation that
should be protected. since the service providerkcamw the
location of the user.

The second challenge is authentication. In outsmlrc
databases, the data owners delegate their database
functionality like range query, KNN, proximity, tdg SUM,
to the service providers. If the service previdare
compromised, they could return tampered resultedaiser.
Authenticated query processing techniques guarantee
authenticity and completeness of query resultsuisaurced
systems. Authenticity ensures that all the regeitsrned to
users originate from the data owners and no spsiiesults
are introduced. Completeness guarantees thatealetults
which satisfy the query are present in the resatlt ©n the
other hand, authentication can be used for locabiased
access control. Location based access control ggvid an
access to an important information when a usemis i
restricted area. In order to determine whetheun#ee is in the
restricted area, we can make the user to recein&@lpkeys
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from several Location- based service (LBS) devioaly

processing to be done exactly and as efficientlyfas

when the user is in the area. Then, when the kegs ainencrypted data, since a query just consists ef th

authenticated, the user is given an access totberiation.
The third challenge is recovery. Several

encryptions of a and b and the server can locatealdésired

protocolsiphertexts in logarithmic-time via standard treseséd data

acknowledge the above authentication issue andigeov structures. OPE has also been suggested for usetwork

authentication in the presence of malicious serpicaiders.
All these protocols deal with stealthy attacks wehéne
malicious service providers try to modify the réswuithout
being detected. Such techniques can verify whetteeresult
is correct or not, and in case they detect thatréiselt has
been tampered, they raise an alarm.

Hence, they cannot identify and remove the maliio

aggregation on encrypted data in sensor networksi6las a
tool for applying signal processing techniques tdtimedia
content protection. Yet a cryptographic study ofEOR the
provable-security tradition never appeared.

lIl. EXISTING SYSTEM
In the existing system it preserves both data pyiv the

denial-of-service attacks. So, when the resultsiateorrect,
we need to detect the malicious service providedsgive the
correct results in the next round by excluding them

In order to achieve location privacy, we proposeosel

queries. It shows increasing importance as cloudpeding
drives more businesses to outsource their datajaed/ing
services. Most of the existing studies includingtada
outsourcing, address the data privacy and queryaqyi

approach to secure kNN query processing. Our methogeparately.

support efficient and precise evaluation of coonditi based
on the ciphertexts of data and queries. Our solutities on
mutable order preserving encoding (MOPE) [2],
transformation that supports comparison betweens pafi
data items. MOPE has been proposed for the evatuafi
numerical comparison. We adapt MOPE to supportoadr
range of condition evaluations such as polygonasuce. We
propose a secure kNN query processing method. @uwticn
has a reduced computational overhead and doesnoot i
false positives.

II. LITERATURE SURVEY

a

IV. PROPOSELBYSTEM

To overcome the problem of existing system we psepo
the techniques that allow processing of NN queiiesin

untrusted outsourced environment, while at the séime

protecting both the POI and querying users postidbur

techniques rely on mutable order preserving engpdin
(MOPE), which guarantees indistinguishability undetered
chosen-plaintext attack(IND-OCPA). It also provide
performance optimizations to decrease the compuiatcost
inherent to processing on encrypted data, and denshe
case of incrementally updating datasets and geansita

Private Information Retrieval is the technique vehergirctures that enable efficient NN query procegsthis

mobile devices with geo positioning capabilitiegy(eGPS),
help to support Location based Services (LBS).ptosacy,

the user location should not be disclosed. Exissioigitions
utilize a trusty anonymizer between the users aedLBS.

This approach has many drawbacks: (i) All usersishtyust
the third party anonymizer, which may be a singlgppse of
attack. (ii) An oversized variety of cooperatingystworthy
users is required. (iii) Privacy is bonded justdoe photo of
user locations; users aren't protected againsteledion

attacks. A unique framework is used to support qreabk

location dependent queries that work on personah da

retrieval. The framework doesn't need a trustydtigarty,
since privacy is achieved via cryptanalytic techeis
Compared to existing work, the method achievesngtp
privacy in user’s location. It's the first to guaiee privacy
against correlation attacks.

Order-preserving symmetric encryption (OPE)
deterministic encryption scheme whose encryptiorction
preserves numerical ordering of the plaintexts.eHamly a
single copy is required for efficient encryption dan
decryption. They allow efficient range queries awrgpted
data, that is a remote un-trusted database sesvablé to
index the (sensitive) data it receives, in encrygtem, in a
data structure that permits efficient range quef@sking the
server to return ciphertexts in the database wtesgyptions
fall within a given range, say [a, b]). OPE notyallows
efficient range queries, but allows indexing andergu
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system investigate the use of Voronoi diagramskeldunay
triangulations to solve the problem of securemurtsed kNN
queries. Our proposed system emphasize that prewotk
assumed that the contents of the Voronoi diagraiss
available to the cloud provider in plaintext, whesén our
case the processing is performed entirely on cipbxts,
which is a far more challenging problem.

Our proposed system consists of following four oed

« Spatial Database Module

* Location Privacy Module

» Database Outsourcing Module

*Voronoi Diagram-Based K Nearest Neighbor
(KNN) Module

The spatialdatabase is a database that is optimized to

store and query data that represents objects defimea

eometric space. Most spatial databases allow septiag
simple geometric objects such as points, linespaiggons.
Some spatial databases handle more complex stescsuch
as 3D objects, topological coverages, linear nekwjor
and TINs. While typical databases are designed daoage
various numeric and character types of data.

In Location privacy module, the dataset of poiafs
interest represents an important asset for theaater, and
an important source of revenue. Therefore, thedinates of
the points should not be known to the server. sua®e an
honest-but-curious cloud service provider. In thizdel, the
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server executes correctly the given protocol farcpssing
kNN queries, but will also try to infer the locatiof the data
points. It is necessary to encrypt all informatiiored and
processed at the server. To allow query evaluatiaspecial
type of encryption that allows processing on cipids is
necessary. In this paper, we use the mOPE techfrique?2].
mOPE is a provably secure order-preserving enamgpti
method, and our techniques inherit the IND-OCPAusgC
guarantee against the honest-but-curious serveida by
mOPE. Furthermore, we assume that there is nosiofiu
between the clients and server, and the clients nt
disclose to the server the encryption keys.

point and returns result to client.

VI. RELATEDWORK

A. SECURE RANGE QUERY PROCESSING METHOD

As we are processing KNN queries on encrypted iata
requires complex operations, but at the core ofsehe
operations sits a relatively simple scheme calladabie
order-preserving encryption (mOPE). mOPE allowsusec
evaluation of range queries, and is the only priyabcure
order-preserving encoding system (OPES) known te.da
The difference between mOPE and previous OPES

In Database Outsourcing Module, The server reseivéechniques is that it allows cipher texts to chav@ee over

the dataset of points of interest from the data eswim
encrypted format, together with some additionalrgmed
data structures (e.g., Voronoi diagrams,
triangulations) needed for query processing. Thesese
receives kNN requests from the clients, procedses tand
returns the results.

V. VORONOIDIAGRAM-BASED K NEARESTNEIGHBOR
(KNN) MODULE

A. Voronoi Diagram

It focuses on securely finding the 1NN of a quaont.
Voronoi diagrams[1], are data structures especislyigned
to support NN queries. An example of Voronoi diagres
shown in the below figure. Denote the Euclideartadice
between two pointg andq byd(p,q), and letP={p p ,...p }

time, hence the mutable attribute. Without mutb#iecure
OPES is not possible [9].

Delaunay Since our methods use both mOPE and conventional

symmetric encryption (AES), to avoid confusion wdl w
further refer to mOPE operations on plaintext/cipdrds as
encoding and decoding, whereas AES operationseareted
as encryption/decryption. The mOPE scheme in
client-server setting works as follows: the clibas the secret
key of a symmetric cryptographic scheme, e.g., A&R)
wants to store the dataset of ciphertexts at tlmeesdn
increasing order of corresponding plaintexts. Thient
engages with the server in a protocol that builBsteee at the
server. The server only sees the AES cipher tdus,is
guided by the client in building the tree structufiéhe
algorithm starts with the client storing the fixgtlue, which
becomes the tree root. Every new value storedeaddhver is

a

be a set of distinct points in the plane. The Voronoi diagramaccompanied by an insertion in the B-tree.

of P is defined as the subdivision of the plane imtoonvex
polygonal regions(called cells)such that a pgities in the
cell corresponding to a poiptif and only ifp is the 1NN ofy,
i.e., for any other poing it holds thatdist(q,p )<dist(q,p )
[1].Answering 1NN query boils down to checking whic
Voronoi cell contains the query point. In this gystmodel,

The server maintains a mOPE table with the mapijporg
cipher texts to encodings, Clearly, mOPE is an morde
preserving encoding, and it can be used to anse@mrely
range queries without need to decrypt cipher tekts.
addition, the mOPE tree is a balanced structuréngJa
B-tree, it is possible to keep the height of theettow, and

both the data points and the query must be endayptehus all search operations are efficient. In otdeznsure the

Therefore, we need to check the enclosure of & paihin a

balanced property, when insertions are perforntetiay be

Voronoi cell securely. Next, we propose such a mecunecessary to change the encoding of certain ciples. Note

enclosure evaluation scheme.
. Py .

-

-y

Fig.1. Voronoi diagram

that, the actual cipher text image does not chaogly, its
position in the tree, and thus its encoding, changgpically,
mutability can be done very efficiently, and thengexity of
the operation (i.e., the maximum number of affect@ldes in
the tree) is O(logn) where n is the number of staaues.

Data Owner sends to Server the encoded Voronoi cell

vertices coordinates, MBR boundaries for each eeltpded
right-handside , and encryptéd, for each cell edge. Client
sends its encoded query point to the Server. Spemorms
the filter step, determines for each kept cell ¢aiges that
intersect the vertical line passing through thergpeint and
sends the encrypted slope, of the two edges taltbet.
Client computes the left-handsiféigencodes it and sends it to
the server. Server finds the Voronoi cell enclogimg query
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VIl. SYSTEMARCHITECTURE

Outsourced Cloud

nenceypted Server

locations
encrypted k

seatest neighbor

an enerypled
KN queny

Data Owner

VIIl. K-NEARESTNEIGHBOUR(KNN)

To support secure kNN queries, where k is fixed dtr
querying users, we could extend the VD-1NN metmoohfby
generating order-k VVoronoi diagrams. However, théthod,
which we call VD-kNN, has several serious drawbacks

IX. PRIVACY-PRESERVINGQUERYPROCESSING
FRAMEWORK

When processing distance-based queries, a mulérdiional
index can be treated as traversal on the tree nddmy
clearly, this may be divided into two alternate qgasses i.e.
node traversal and distance access. The distanoessac
determines the next node to traverse which is déipgrupon
the distances computed from the current node arstyqu
point. To safeguard query and data privacy, botitgadures
must remain secure in the outsourcing model oftiparties
i.e. when query is being processing not only dataes but
the cloud can identify the traversed nodes alsmay obtain
any information that may point out the query peisithe exact
distances to the query point. Till time, the clishbuld have
no access to the actual node contents during distaccess
and node traversal [10].

Here, the framework of secure queries processifigereas,
other part is to protect data privacy, the cliesd bnly access
to an encrypted version of the index, and must fyzad to
process their query together with the cloud, whueiti
decrypt the distances it, computes locally. Theadise access
is a collective procedure of the client and dataid] in which
not a single party has access to the actual dissqi©].

(1) The complexity of generating order-k Voronoi

diagrams is either k( nlogn) or ((n—k)ogntnlog n) ,
depending on the approach used. This is significdmgher
than f-logn) for order-1 Voronoi diagrams.

(2) The number of Voronoi cells in an order-k Vooon
diagram is (t—k)),or roughlykn when k<<n. That leads to

high data encryption overhead at the data ownewedlsas
prohibitively high query processing time at theveer(a
k-fold increase compared to VD-1NN). Motivated Imege
limitations of VD-kNN, we first introduce a secudéstance
comparison method (SDCM).

(3) In this paper, we devise Basic kNN (BKNN), atpcol
that uses SDCM as building block, and answers kNéfigs
using repetitive comparisons among pairs of datmtpo
BkNN is just an auxiliary scheme,very expensivisalf, but
it represents the starting point for TriangulatiGdN
(TKNN), presented . TKNN builds on the BKNN concaptl
returns exact results for k=1. For k>1, it is apragimative

X. ONENEARESTNEIGHBOR(1NN)

A. Voronoi Diagram-based 1NN (VD-1NN)

In this section, we focus on securely finding tiNNLof a
query point. We employ Voronoi diagrams, which deta
structures especially designed to support NN gser
example of Voronoi diagram. Denote the Euclideastagice
between two points p and q by (p, q), andPet {pl , p2,
....pn} be a set of n distinct points in the planBe™oronoi
diagram (or tessellation) of P is defined as thHslaiision of
the plane into n convex polygonal regions (callelisg such
that a point g lies in the cell corresponding fmoant pi if and
only if pi is the 1NN of q, i.e., for any other pobipj it holds
that (g, pi ) <dist(qg, pj ) [1]. Answering a 1NN epy boils
down to checking which Voronoi cell contains theegu
point. In our system model, both the data pointsthe query

method that provides high-precision kNN results hwit must be encrypted. Therefore, we need to checértbiesure

significantly lower costs [7].

Pilxnvil @ : v —

Xp— Xy
SI..I' -_— _l *—.}

Qxg. ¥y )

® P (x5, v5)

Fig.2. Secure Distance Comparison Method
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of a point within a Voronoi cell securely. Next, \weopose
such a secure enclosure evaluation scheme basetieon
secure range query processing method introducddvelop

g secure scheme that determines whether a Voraibi ¢
contains the encrypted query point. Consider thapsa
Voronoi cell. For simplicity, we consider a trianpgbut the
protocol we devise works for any convex polygoraasell.
The data owner sends to the server the encrypteides of
the cell: V1(x1; yl), V2(x2; y2) and V3(x3; y3) [1]
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B. TRIANGULATION-BASED KNN (TKNN) § 3.5 1 :
=R B
Triangulation-based KNN(TKNN) reduces the overhetztie ‘z 2’? ——VD-KNN
data owner. The Delaunay Triangulation is the dfathe g -5 | B TE-NN
order-1 Voronoi diagram. Any triangulation can lssaciated E 1
with the sorted angle sequence. The increasingeseguof 5 05 -
angles ¢1, o2... am) appearing in the triangles of the 0 - .
triangulation. Among all triangulation of a givearpose set, 200 400 GO0 800 1000
the Delaunay triangulation has the lexicographyckitgest Diata Points
apgle sequence. Smce th(_are are onl_y a f|n|t<_e nu_mlbe Fig.5. Communication Cost
triangulations, lexicographically maximum triangida
should be met and this must satisfy the emptyetohdition. =
Hence it is the Delaunay triangulation .We can cedbe data
encryption time and query processing time to O &ny the £
guery encryption time to O (k) [12]. 5 0
Eaw
C. PERFORMANCE EVALUATION TKNN & VD-KNN E 3 e G
g 20 | - TK-NN
The main performance metrics used to evaluateriygoged 8 10
techniques are query response time, encryption tume z
communication cost. Fig.4. Show the response tirhitw
. . - . 200 400 600 800 1000
measures the duration from the time the querysiseig until Bate Patity
the results are received at the client. It providee N e
computation time at the server and the client, lstitause the Fig.6. Data Encryption Time
time required for transfer of final and intermediatsults
between client and server.
Fig.5. show Communication cost (measured in kileByis Xl. RESULTSAND ANALYSIS
important given that many wireless providers charge
customers in proportion to the amount of data feared. The system is defined in such a way that it wonkeeal time

Fig.6. shows the data encryption time at the dataeo for and shall give a better performance and measusahlability
VD-1NN and TkNN. VD-1NN generates 2*n voronoi paint factors. As it works under observation of applyygtem on
whereas TKNN has n data points. In addition, tie daner various collection of databases which inherits clemp
must encrypt the right side, for each edge of ewerpnoi  diverse, heterogeneous and generated by autonsuorees
diagram cell and triangulation object. The totambers of from network.
such edges is 3n for both VD-1NN and TkNN. The alter The Data Owner computes the order-1 Voronoi diagom
data encryption overhead of VD-1NN is proportiot@l7n. the dataset, determines the minimum bounding rgtgan
And the TKNN is proportional to 5n. It captures sthi (MBR) boundaries of each Voronoi cell and encodsiag
advantage of approximately 30% that TKNN has ovaylOPE[6] the cell vertices coordinates, as well faes tight
VD-1NN [1]. side, For each edge of a Voronoi cell. The slopes a
encrypted using symmetric encryption (e.g.,AESh&ation
time for the Voronoi diagram is (nlogn) using Fowis
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algorithm [7]. The number of Voronoi vertices thatjuire
mMOPE encoding in a set of data points is at most 8r{1].
Thus, the time to encode Voronoi points is projpowdl to 4
since each Voronoi point has a x-coordinate and a
y-coordinate. Furthermore, the right side, It mhestencoded
for each edge. The number of edges in a Vorongrdia is at
most 3 to 6. The total number of mMOPE encoding atpmars
is proportional to 7. The slopes are encrypted QUAES
encryption and do not require mOPE encoding. laltdhe
Data Owner performs 3 AES encryption and imOPE
encoding operations.

Xll. CONCLUSION

In this paper, we implement secure k nearest neighb
query processing: VD-kNN which is based on Voronoi
diagrams, and TKNN which relies on Delaunay tridatjons.
They both use mutable order preserving encodingRE)&s
building block. VD-KNN provides exact results, bits
performance overhead may be high. TKNN only offers
approximate NN results, but with better performanke
addition, the accuracy of TkNN is very close tottbfthe
exact method [1].
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