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Abstract— Trust negotiation is an approach to establishing trust 

between strangers through iterative disclosure of digital 

credentials. In this model, the access control policy for a resource 

is usually unknown to the party requesting access to the 

resource, when trust negotiation starts.   Many organizations 

outsource their data management needs to an external service 

provider to relief the burden of storage management, universal 

data access with independent geographical locations, and 

avoidance of capital expenditure on hardware, software, 

personnel maintenance. 

 

 To ensure the data security and integrity in cloud storage, CP-

ABE scheme a promising cryptographic solution, enables data 

owners to define their own access policies over user attributes 

and enforce the policies on the data to be distributed. 

Eventhough, eliminates the need to rely on the data storage 

server for preventing unauthorized data access and integrity, this 

scheme is not scalable, flexible; do not provide fine grained 

access control when it involves multiple value assignments for 

access expiration time and user revocation. 

 

The proposed scheme not only achieves scalability due to its 

hierarchical structure, but also inherits flexibility and fine-

grained access control in supporting compound attributes of 

ASBE. 
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I. INTRODUCTION 

 

In a managed system security domain, the system either 
grants or denies an entity’s requests to access certain 

resources according to its access control policies and the 

authenticated identities of the requester. Open systems such as 

Internet provide an environment where two or more parties 

who are virtually strangers to each other can make 

connections, conversations and do business together. As the 

communicating parties come from different domains, the 

identity information such as user names and passwords, or 

identity certificates, is usually inadequate to determine 

whether or not a party should be trusted. In such systems, the 

clients either unconditionally disclose their information to the 

server, or do not get the service at all. Domain policies are 

those which state conditional requirements and restrictions 

placed on the session. Through policy, a system may address 

needs of all communication participants in real time. A group 

security policy is a statement of the entirety of security 

relevant parameters and facilities used to implement the group. 

When it comes to the perspective of cloud computing, the 
prominent security concerns are about the data security and 

privacy in cloud computing because of its Internet- based data 

storage and management. In addition to the data 

confidentiality, flexible and fine-grained access control is also 

strongly desired in the service-oriented cloud computing 

model. 

 

In this paper, we propose a hierarchical attribute-set-based 

encryption (HASBE) scheme for access control in cloud 

computing. This scheme extends the CP-ASBE (ciphertext-

policy attribute- set-based encryption) for the system users to 

achieve scalable, flexible and fine-grained access control. 
 

 

II.   EXISTING SYSTEM 

 
 

 Access control is a classic security area of research 

where various security models has been proposed since 1960s. 

Bell-La Padula and BiBa are the two significant security 

models among them. Further the schemes which are been 

proposed to achieve flexibility and a fine-grained access 

control are been applicable only to the data owners and 

service providers but within the same trusted domain. The 
conventional method to protect sensitive data outsourced to 

third parties is to store encrypted data on servers, while the 

decryption keys are disclosed to authorize users only. But this 

scheme requires an efficient key management but lacks 

scalability and flexibility. 

 

In the existing CP-ABE schemes key authority that 

generates public and secret parameters for CP-ABE. It is in 

charge of issuing, revoking, and updating attribute keys for 

users. It grants differential access rights to individual users 

based on their attributes. A data owner is responsible  for 
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defining (attribute -based) access policy, and enforcing it on 

its own data by encrypting the data under the policy before 

distributing it. 
 

 
Fig 1: CP-ABE based storage architecture 

In a CP-ABE scheme, decryption keys only support user 

attributes that are organized logically as a single set. CP-ABE 

scheme facilitates a recursive set based tree structure, and user 

can decrypt a ciphertext with a given key if and only if there is 

an assignment of attributes from the private key to nodes of 

the tree such that the tree is satisfied. In KP-ABE, each 

attribute private key is associated with an access structure that 

specifies for which type of cipher texts the key is able to 

decrypt, and cipher text is labeled with sets of attributes. In 
this scheme we have a monotonic access structures for key 

policies whereas in CP-ABE scheme a user’s key is associated 

with a set of attributes and an encrypted ciphertext will 

specify an access policy over attributes. 

 

III. PROPOSED SYSTEM 

 
 
 

 

The proposed implementation for HASBE scheme deals 

with the ASBE algorithm with a hierarchical user structure 

can be successfully applied for hierarchical user grant , data 

file creation, file access, user revocation, and file deletion. In 

this scheme, a data encryptor is the one who specifies an 
access structure for a cipher text, refers to a cipher text policy. 

Only the users with decryption keys whose associated 

attributes, specified in their key structures, who satisfy such  

access structure can decrypt the ciphertext. The key structure 

is a recursive set based in which each element of the set is 

either a set or an element corresponding to an attribute. 

 

 
Fig. 2. Hierarchical structure of system users 

 

 

In this system, data owners, data consumers, domain 

authorities, and the trusted authority are organized in a 

hierarchical manner as shown below: 

 

 
 

Fig. 3. System Model for HASBE 

 

The trusted authority is the root authority and responsible 

for managing top-level domain authorities. In this 

implementation, neither data owners nor data consumers will 

be always online. They come online only when necessary, 

while the cloud service provider, the trusted authority, and 

domain authorities are always online. 

 

In the hierarchical structure of the system users, each user 

is associated with a public key and a  private key. Also it is 

assumed that all parties or users are secured using standard 
security protocols such as SSL. The recursive set based key 

structure for either a set or an element can be given as shown 

below in Fig. 3. The key structure defines unique labels for 

sets in it. Individual attributes inherit the label of the set they 

are contained in and are uniquely defined by the combination 

of their name and their inherited label. 
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Fig. 4. Hierarchical Key structure 

 

The trusted authority calls the System Setup algorithm to 

create system public parameters PK (which will be made 

public) and master key MK0 (secret key) 

 

 
When a new top-level domain authority, wants to join, the 

trusted authority first verifies for the validity of the domain 

authority. If valid, then CreateDA algorithm generates the 

master key for the DAi.  

 
The secret key for the new user or a new domain authority 

can be given as  

 

 

 
 

For the data protection on the cloud, it has to be first 

encrypted by the data owner and then upload the encrypted 

data files on the cloud. This encrypted file is encrypted with a 

symmetric key and then with HASBE. Any data file should be 

processed as below before uploading by the data owner. 

 

Fig. 5. Format of a data file on the cloud 

 

 
 

The encryption algorithm associates a polynomial qx for 
each node x in the tree. The degree of qx should  be always 

one less than the threshold value given as dx. The ciphertext 

can be computed as follows: 

 

 
 

While accessing the data the system should make sure that 

the revoked user cannot access the associated data files and 

the users who have the access privileges to access these files 

can access them correctly. 

 

For accessing the encrypted files on the cloud, the cloud 
sends the corresponding cipher texts to the receiving user. The 

user decrypts them by first calling to obtain 

DEK and then decrypt the files. 

 

 

 
 

For the deletion of an encrypted data file, the data owner 

should send the file’s unique ID and its signature on this ID to 

the cloud. Upon successful verification of the data owner and 

the deletion request, the cloud deletes the data file. 
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IV. CONCLUSION 
 

The implemented work HASBE provides a scalable, 

flexible, fine-grained access control in a cloud environment. 

This scheme incorporates a hierarchical structure of system 
users by applying a delegation algorithm to ASBE. This 

scheme efficiently supports compound attributes due to 

flexible attribute set combinations. This scheme achieves a 

efficient user revocation because of multiple value 

assignments of attributes.  
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