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Abstract— Nowadays, the maintenance of the medical records
of the patients is an emerging research study. Thadvent of
Cloud computing have been incorporated in the meda
systems, so as to upgrade the Medical Communicatid®ystem
(MCS). The medical records are outsourced to the thil party
system in the cloud environment. In this paper, wegropose a
novel scheme to maintain the health records of thgatients in the
cloud environment. The objective of the study is t@nhance the
interoperability of the medical records in the clow environment.
Firstly, a fine grained data access model is proped, to secure
the data in multiple data owner model. Secondly, amtegration
model is developed, to integrate the data from diffrent sources
like physicians and patients in chronological order An
experimental result will prove the effectiveness athe proposed
model.

Index Terms— Cloud computing, Medical records, Medical
Communication system, Interoperability and fine graned data
access model.

I. INTRODUCTION

The healthcare industry in India has not beer #bkap
into the full potential of modern information tectogy to
improve on healthcare delivery [7]. Accesses toepid’
records are often difficult and cumbersome. Thek la€
proper access has cost the healthcare industrgefortune
every year due to duplication and waste [7]. Thisist one of
the several challenges facing in the healthcanasimg. Cloud
computing technology has received tremendous aiteir
recent years. In simplest terms, cloud computing be
defined as a form of computing where shared ressirc
software, infrastructures and information are deldd to
computers and other devices through network ontarriet.
The accesses to information or network shared ressiare
not limited by the user’s physical location. Theref vital
resources and people are connected irrespectiveet they
are around the world, provided there is networkneativity
[3, 4].

The ability of cloud computing to facilitate theawange of
medical information between the healthcare staldshel
such as the pharmacist, doctors and all other Hozalkt
institutions that are geographically isolated caglphto
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modernize healthcare services [9]. Privacy, comtfiddty,
security and regulation problems have however edahe
immediate adoption and implementation of cloud cotimg
in the management of healthcare system. One afetigons
for the slow adoption rate is the inability to gastee if the
data are fully secured. Kuo [9] and Malin [10] sthtthat
societal stigmatization and isolation may for ins& cause
some HIV and mental health patients to want theddical
information to be strictly confidential.

Healthcare industry has recorded a significant
improvement in the last two decades through advaenéin
information technology. Despite all success recdrdbere
are still concerns in many areas that affect alnsgry
individual in the industry, and especially the pats who are
direct beneficiary of all the successes also bearbrunt of
lapses in the system. Some of the problems carabsified
as lack of access to patient's medical records I[Fited
medical personals in rural areas, high mortalitg fa]. The
goal of this paper is to design and implement aiatlbased
electronic medical record system that can be used t
effectively manage the sharing of medical inforimati

The rest of the paper is organized as follows: iSedt
describe the present scenario of the healthcartersgs
Section Il describes about the related work ofttbalthcare
model; Section Il presents about the proposed Imode
Section IV presents the experimental analysis @fststems.
At last, concluded in Section V.

. RELATEDWORK

The utilization of modern information technology time
delivery of healthcare is to enhance the availgbitind
reliability of improved healthcare services to pats at a
reduced cost. There exists a handful of publisksdarch that
uses the adoption of cloud computing as a depemagiatble
to explore healthcare industry characteristics tlaa¢
associated with the implementation of these tealgies.

Padhy, et al. [14] designed and presented
implementation of a cloud-based healthcare infoionat
system model for rural communities; this systemesakse of
a cloud central server that accepts virtual machasetenants.
The tenants are secure facilities that store inébion in
different healthcare centers. The configuration and
connectivity of the system is based on the cloud danter
location and the policy of the service providereTiiternet is
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the main link of communication between the ruralttcare system. This module assists us to integrate thdeladrom
center and the service provider. It also maintttissnetwork different sources, in order to achieve least caghtanance.
traffic between the physical resources and thedcldthe And also, the cloud service is rendered for thdechht
authentication server wuses the authentication amlkkveloper platforms. Documents are generated @egrated
authorization mechanisms. The system can be usedhey to achieve interoperability of the data system. e tihe
applications and across various devices to shdmemiation documents are generated from different archetypek as
in near real-time situation effortlessly. Howeviiere is no content, admin and demographics. From these ampbgtihe
fail-safe mechanism in the model to ensure sys#diahility  server draws out the relevant information.
and availability. Also, small hospitals and privateysicians
do not haye the IT requirements to support thenelcyies B. Cloud storage
deployed in the system. ) ] .
Saif, Wani, & Khan [17] proposed a system of engiire Cloqd storage is an important part qf the comwtm
network solution for data sharing solution acrosaltncare Process in the cloud. The role of cloud servicevjoiers is to
providers for protecting patients’ health infornoatiin an Offer infinite storage space for clients to hostada Their
Electronic Health Record (HER) system. This systeas intention is to reduce thg financial managementhef data
implemented on a rolebased and signature-basedatieie.  PrOCess In some cases, it _helps us to trarlsfcnfrdata from
The signature-based delegation provides a secermuavfor '0c@l to remote system. Since, the data is outsalito the
basic delegation and revocation, while the role etias ¢loud system. Security plays an important rolehia tloud

delegation yields dynamics in the face of delegatus, SYStem. Privacy of the data is an important patame the
availability and change. In addition to this, basiccess Cloud computing system. Before outsourcing tha datthe
control based on public key encryption techniques aiso ¢loud, it needs to be encrypted.

implemented. This ensures the sharing of data &swdthat C. Secure cloud storage

the priva_cy of patients’ data is prc_)tected _acro$b a In this part, we innovate a novel data sharingsehthat
collaborating healthcare centers but the introdunctif proxy covers the key distribution of the system. A kestrithution

sign-in in the system exposes 't_ t_o another h'@mw r'S'_(' model is designed to achieve secure communicakiannels.
An approach based on utility computing and Wirglesrye registered cloud users are owned by the prie in
Sensor Networks (WSN) was proposed by [16]. W'Ele%rder to maintain their privacy. The outsourcedcadaty be
Sensor Networks (WSN) uses sensors that can be W0y, e 1 any sorts of vulnerable activities. If asgrs mislead
ggth_er \(|tal mc_ilcatlons_ that enable the easy co_tbe gnd the events, then they cast to the list of the redoksers. In
distribution of mfor.matlon to and from any mobitkevice. order to avoid collusion attack, a fine grainedadatcess
These two computing features were_ combmed to devel model is introduced to eliminate duplicate copikthe data.
system that automates the collection, input andyses e reyoked users cannot be able to get the ofidata files

patients’ cr|t|c_al mformano_n throu_gh netV\_/ork_ oérs_sors once they are revoked even if they conspire wighuthfrosted
connected to installed medical devices, which m teliver loud

the records to the health center's cloud for sma,ragC

processing, and distribution. Medical specialista ase the ~D. Key Distribution

information collected to monitor and observe paten The advent of key distribution is to verify andidate

anywhere through the internet (on a computer oril@ob the service to the registered cloud users. Religohuhe

devices). The system makes use of micro controllers private keys of the user, the data services aeraff As the

evaluate data collected. However, there was noigimv previous works, they studied about the secure camgation

made for the confidentiality, integrity and privas/patient channel. The same goal is achieved in our propsgstems.

datal in this system. Also, thg .de5|gn has a compleﬁi Data confidentiality

architecture which may be difficult to implement in ) S ]

developing societies due to lack of infrastructdiaallities. Data confidentiality is an important parametertioé

cloud security systems. In order to prevent thea dedm

. ENHANCEDFINE GRAIN DATA ACCESSMODEL  unauthorized users, some security mechanisms eot/au.
FRAMEWORK The concepts of dynamic groups are studied to enabl

multi-user scenario model. In specific to, thealesd users

In this section, we explain about the enhanceal dirain :
b g are unable to access the encrypted files.

data access model frameworks. The proposed algoiigh
explained via five modules, namely,

i) Integration

ii) Cloud storage

iii) Secured cloud storage

iv) Key distribution

v) Data confidentiality.

A. Integration:
Integration is the first module in the cloud coripg
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IV. EXPERIMENTALRESULTS

This section describes the experimental desigrhef
proposed model.
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CDA Generation and Integration for Health Information

CDA Generation and Integration for Health Information
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CDA Generation and Integration for Health Information V. CONCLUSION
Exchange Based on Cloud Computing System

In this paper, a complete, robust and efficient
cloud-based Medical Health Record (MHR) systemlesen
designed and implemented. Cloud computing has been
identified generally as the next big deal in conmmt
infrastructure and it offers some benefits by altmthe use
infrastructures like networks, storages, and seraaftware
such as application programs and platforms likeratpey
systems and middleware services. Adapting the cloud
technology to medical record management, reduasdbt
of healthcare delivery through reduce administeativ
Fig.10. Cloud admin bottlenecks. This kind of system will give to plgians,

CDA Generation and Integration for Health Information patients and hospital administrator especially ewvedoping
Exchange Based on Cloud Computing System world cannot be quantified. It is also hoped thatesgy
Moslime Dol Dok el b among health care stakeholders will produce resultected
from health care organizations.
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