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Abstract— It is important to provide secure keys to sharehe
data for developing cloud computing applications. Tts paper
proposes a public auditing with data security schem using
self-destruct Protocol. It is not feasible to implment a full life
cycle privacy security to access a sensitive sharddta on cloud
servers. To overcome the security problem, a key-doy
attribute-based encryption with time-specified attibutes
(KP-TSABE) is proposed. In the KP-TSABE scheme, every
cipher text is labeled with a time interval while pivate key is
associated with a time instant. The cipher text caronly be
decrypted if both the time instant is in the allowd time interval.
The sensitive data will be securely self-destructecfter a
user-specified expiration time. Further web services invoked
while the file is uploaded for security by using radom
algorithm selection method. It provides a difficully for hacker to
hack the file.

Index Terms— Auditing, Self-destruct, Cloud Computing,
random algorithm.

I. INTRODUCTION

Cloud file dynamic auditing system is not availaiolenake
the data secure for the user access.

In cloud computing security is less because ofdarg

number of users. In existing system, to achievecargy in
cloud some self-destruction methods are used li&aidh,
FullPP, and SSDD and so on. For a time instant Kaye
Released Encryption (TRE) is used. In this systdng
method does not provide a full life cycle secutity the
sensitive data in cloud. There is no expiring kayother
self-destruction scheme which allows hacker to hheKiles.
To address the fairness problem in auditing, we ¢hioe a
third-party arbitrator(TPAR) into our threat modeWhich is
a professional institute for conflicts arbitratiand is trusted
and payed by both data owners and the CSP. Toawerthe

security problem in cloud environment, A Key-Policy

Time-Specified Attribute Based Encryption (KP-TSABE
and Web services for random multiple Encryptionakithm
is proposed. In the KP-TSABE scheme, every cipbgr is
labeled with a time interval while private key issaciated
with a time instant. The cipher text can only bergipted if
both the time instant is in the allowed time intdrvThe
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KP-TSABE is able to solve some important secunitbtems
by supporting user defined authorization period dnd
providing fine-grained access control during theqzband it

is superior to the other self-destructing schemehil&V
uploading file web service is invoked and seleatrgption

algorithm randomly. Web service provides secudtthe file.

It prevents a file from hacker to hack the file.

Data auditing schemes can enable cloud users tk the
integrity of their remotely stored data without ddeading
them locally, which is termed as blockless vertfima. With
auditing schemes, users can periodically interibttive CSP
through auditing protocols to check the correctrafstheir
outsourced data by verifying the integrity proofrguted by
the CSP, which offers stronger confidence in datzusty
because user’s own conclusion that data is irgantich more
convincing than that from service providers. Gelhera
speaking, there are several trends in the developrok
auditing schemes. We extend the threat model inmentr
research to provide dispute arbitration, which fsgceat
significance and practicality for cloud data auditi since
most existing schemes generally assume an hortesbwaer
in their threat models. Secure self-destructioneseh A
well-known method for addressing this problem isuse
deletion of sensitive data after expiration whesa data was
used. Recently, Cachin et al. employed a policyplyrto
describe the relationship between attributes amgtatection
class and proposed a policy-based secure dataiogelet
scheme. Reardon et al. leveraged the graph th&trge
structure and key wrapping and proposed anoveloagprto
the design and analysis of secure deletion forigters
storage devices. Because of the properties of gdlystiorage
media, the above-mentioned methods are not suitablbe
cloud computing environment as the deleted data hEan
recovered easily in the cloud servers. A datadestructing
scheme, first proposed is a promising approachiwésigns
a Vanish system enables users to control oveiftwytle of
the sensitive data. Wang et al. improved the Varmigtem
and proposed a secure self-destructing schemdefctranic
data (SSDD). In the SSDD scheme, a data is enchypte a
cipher text, which is then associated and extraiiadake it
incomplete to resist against the traditional crygptgsis and
the brute-force attack. Then, both the decryptiey &nd the
extracted cipher text are distributed into a distiéd hash
table (DHT) network to implement self-destructidteathe
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update period of the DHT network. However, Wolcleblal.
made a lot of experiments and confirmed that thaisfa
system is vulnerable to Sybil attacks by using\tbee DHT
network [25]. So the security of the SSDD schemals®
guestionable.
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Data Crwner Cloud Servers

Architecture Working Model:

A. File Transaction

File Transaction is done between the owner andske
Owner login into the server and select the usersamd the
file with visibility time. Time is started when thile is
uploaded into the server. While uploading, keyeéseayated
and sent it to the user by message through mobier
downloads the file by using the key before the tisnexpired.
If user enters the invalid key for more than thigees, key is
deactivated automatically.

B. Third party auditing:

Third party auditor will audit the files armpare
the files in the main server with third party seraed if any
file is missed matched auditor will replace theyoval files to
main server from third party server and providesise proof
file for user access.

C. Key Generation using Random Algorithm Selection

In Cloud Environment Secure transaction is needled.

E. File Regeneration

File Regeneration is done by admin, if the usaedsea
request to activate the file again. Admin accept riquest
and regenerate a new key by using encryption algoriA
new key is sent to the user. A same visibility tinse
maintained for reactivation is given by owner. &usan give
request only for three times. If it is exceedel i deleted

from the server. After download the file, user aargive the

request again. Users can download the file befoedime is
expired.

Il. SCREENSHOTS

Fig 2.1 Admin login
Admin can login into the server and view the ussail and
owner detail.
If user gives request to the user, admin accepeiipgest to
reactive the file again.

Fig 2.2 owner

Owner registers in the server and admin authotizes

provide security, various random multiple encryptio owner registration, then only owner id can be rege

algorithms are implemented using web service. Wabice
is invoked when the file is uploaded. Advanced kption
Standard (AES), Triple-Data Encryption
(Triple-DES), and RSA(Ron Rivest, Adi Shamir

algorithm. Every time file is uploaded, a differafgorithm is

selected to encrypt the file. Decryption key iseyated based

on the selecting encryption algorithm and it ist$erthe user.

D. Sef-destruction of data
Self-destructing data mainly aims at protecting tiser

Standard
and
Leonard Adleman)Algorithm are used as encryption

successfully.
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Fig 2.3 uploading file
Owner uploads the file and the file is encrypted atore

data’s privacy. All the data and their copies beeominto the server. A key is sent to the user by ngEssa

destructed after a specified time, without any rirgation.

After user got the key, user can download the \iithin a
specified time. User typed the key wrongly morenttiaree
times, a key is destructed. If the user needs ilee &
re-request is sent to the admin. . If user miskedey more
than three times, a file is deleted in server. Thatis not

shown in the list of files in user page. Metadatased here to

store the file temporarily. Metadata verifies they kwhile

entering; if it is not valid a file is deleted frotine metadata.

Otherwise, a file is downloaded from the metaddta.
KP-TSABE scheme is used for self-destruction. Biseme
consists of four processes are: setup, Encryption,
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F|g 2.4 user login
User register and login into the server. Userwaw the
list of files and can download the required file.
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Fig 2.5 key submission
A key is sent to the user through message, wrefiléhis
uploaded into the server.

5=
©

Fig 2.6 downloading the file

A file is downloaded before the timer is expiredh&wise
a file is deleted from the session. A re-requeskist to the
adimin.
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Fig 2.7 key destruction
If the Invalid key is entered more than three timeey
and the file is deleted from the server.
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Fig 2.8 time expiration
If the timer is expired, then the file is sent &lete list.

s -
. 06 =

C 5 weprezenaco
. % Deleted Files List .
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| ifig 2.9 Request to admin
Again if the user sent a request, admin accepidta key is
regenerated again with same time and send to #re us
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Figs 2.10 download the file
User can download the file using a new key. Aftkr is
downloaded, it will be deleted from the server.

. FUTUREENHANCEMENTS

Our plan to release the current self-destruct systél
help to provide researchers with further valuabipegience
to inform future object-based storage system design
Cloud services. In future it may be implementedniltiple
server system and more security can be achievefiein
transfer and database security and cloud authéoticdn
future, Web service system will help to provide iiedent
approach to the researchers to provide a securitiaud
environment to provide an advanced security featimedata
sharing. In future, it may be implemented to semalftle to
the multiple users at a same time. More than thlgerithms
in web service can be implemented in future. Aledan be
destructed immediately after it is downloaded evdine key
is not expired for security reasons. For secustgo can
propose a steganography and visual cryptographiadst
can be used for decrypting the key.
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