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Abstract—  Internetof  Things isa network  of
internet-connected objects able to collect and exahge data
using embedded sensors. The vision of the Internet things has
evolved due to a convergence of multiple technolas, including
ubiquitous wireless communication{Ubiquitous
Connectivity—Low—cost, high—speed, pervasive network
connectivity, especially through licensed and unlgnsed wireless
services and technology, makes almost
“connectable™), real-time analytics, machine learimg,
commodity sensors, and embedded systems. This offethe
ability to measure, infer and understand environmetal
indicators, from delicate ecologies and natural remirces to
urban environments. The proliferation of these devies in a
communicating—actuating network creates the Interne of
Things (loT).

Index Terms— Internet of Things, Ubiquitous sensing, Cloud
computing, Wireless sensor networks, RFID, Smart
environments, Sensors, Actuators.

I. OVERVIEW OFlOT

IoT can be seen as a sophisticated network gshiT hings
that are not just typical computers or mobile plsoe
machines but the things like door-lock, diaperstcivas or
anything you believe in to make life smarter ansiera It is
excellent combination of multiple technologies toakle
better life. The Internet of Things is the collectiof objects
on the internet or network that humans rely on &kentheir
lives easier.

Thelnternet of things is the internetworking of physical
devices, vehicles (also referred to as "connecteitds” and
"smart devices"), buildings, and
items—embedded with electronics, software, sensors,
actuators, and network connectivity that enablsdhabjects
to collect and exchange data. The 10T allows objéctbe
sensed and/or controlled remotely across existigigvark
infrastructure, creating opportunities for more edir

other

homes, intelligent transportation and smart citiesch thing
is uniquely identifiable through its embedded cotimuu
system but is able to interoperate within the
existing Internet infrastructure. Typically, 0T éxpected to
offer advanced connectivity of devices, systemd, sarvices
that goes beyond machine-to-machine (M2M)
communications and covers a variety of protocatsnains,

everything and applications.

Internet of Things primarily needs 3 building blocks to make
it functional. These are, a thing itself which abube
door-lock, water tank, etc., then a connecting raadm such

as RF transmitter / receiver, NFC, Bluetooth, atdl a stable

& secure communication method or protocol. Fromepur
designers’ perspective, security, identity managgme
semantics, compatibility with multiple communicatio
standards, lower power, lower costs and nil or tleas
interference would be the major criterion for loRskd
products.

II. 10T- COMMUNICATION MODELS

A. Device-to-Device Communications

The device-to-device communication model represamtsor
more devices that directly connect and communibateeen
one another, rather than through an intermediapjicgiion
server. These devices communicate over many tyfpes o
networks, including IP networks or the Internet.tedf
however these devices use protocols like BluetabiWave,

or ZigBee to establish direct device-to-device
communications. Residential 0T devices like lightlbs,
light switches, thermostats, and door locks nowyna#nd
small amounts of information to each other in a @om
automation scenario require redundant developnfétortse

B. Device-to-Cloud Communications

integration of the physical world into computer®ds |n a device-to-cloud communication model, the Iodvide
systems, and resulting in improved efficiency, aacy and connects directly to an Internet cloud service liaa
economic benefit in additon to reduced humarpplication service provider to exchange data amutrol
intervention. When [oT is augmented with sensorsl amessage traffic. This approach frequently takesiage of
actuators, the technology becomes an instanceeofnire existing communications mechanisms like traditiowaked
general class of cyber-physical systems, which algethernet or Wi-Fi connections to establish a cotiorc
encompasses technologies such assmart grids, sniftween the device and the IP network, which ulitya

connects to the cloud service. This cloud connecticables

the user to obtain remote access to their thermesaa
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smartphone or Web interface, and it also suppafisvare
updates to the thermostat.

C. Device-to-Gateway Model

In the device-to-gateway model, or more typicaltiie

device-to-application-layer gateway (ALG) modele ttoT

device connects through an ALG service as a cobolugach
a cloud service. This means that there is apptinagoftware
operating on a local gateway device, which actsaas
intermediary between the device and the cloud serand
provides security and other functionality such agador

protocol translation. Several forms of this model found in

consumer devices like personal fithess trackers.

D. Back-End Data-Sharing Model

The back-end data-sharing model refers to a conuation
architecture that enables users to export and amaynart
object data from a cloud service in combinationhwdiata
from other sources. This architecture supports ubker's
desire for granting access to the uploaded serasdartd third
parties. For example, a corporate user in chargmnaiffice
complex would be interested in consolidating andlyaing
the energy consumption and utilities data produmedll the
loT sensors and Internet-enabled utility systems tloa
premises.

Ill. IPV6AND loT

As the Internet of Things continues to grow, desitkat
require true end-to-end Internet connectivity wittt be able
to rely on IPv4, the protocol most Internet sersiose today.
They will need a new enabling technology: IPv6.8Rs a
long-anticipated upgrade to the
fundamental protocol — the Internet Protocol (IRhich

FEBRUARY 2017 (SPECIAL ISSUE).

machine.

A. Medical and healthcare

[oT devices can be used to enableremote health
monitoring and emergency notification systems whighge
from blood pressure and heart rate monitors to rcRe
devices capable of monitoring specialized implastgh as
pacemakers, Fitbit electronic wristbands or advarearing
aids and many people are already strapping smattesior
fitness bands to their wrists to track their step$eartbeat
while on a run. Some hospitals have “smart bedat tian
detect when they are occupied and when a patient is
attempting to get up, adjust itself to ensure appabe
pressure and support is applied to the patientowttihe
manual interaction of nurses. Specialized sensorsafso be
equipped within living spaces to monitor the headihd
general well-being of senior citizens, while alss@ring that
proper treatment is being administered and asgigt@ople
regain lost mobility via therapy as well. Sengaexed on the
patient can monitor many of these signs remoteld an
continuously, giving practitioners early warningooihditions
that would otherwise lead to unplanned hospitabrat and
expensive emergency care. Pill-shaped microcanadneeady
traverse the human digestive tract and send bacis#imds of
images to pinpoint sources of illness.

B. Agriculture and Farming

Precision farming equipment with wireless links data
collected from remote satellites and ground sensanstake
into account crop conditions and adjust the wayheac
individual part of a field is farmed by spreadingra fertilizer
on areas that need more nutrients. Farmers hagebalsn
turning to connected sensors to monitor both cespkcattle,
in the hopes of boosting production, efficiency dratking

Internet's  originaihe health of their herds. Water network monitoriagd

quality assurance of drinking water sensors artaliesl at

necessary because the Internet is running outigihat IPv4 ~ This avoids accidental contamination among stornemwa
addresses. While IPv4 can support 4.3 billion devic drains, drinking water and sewage disposal. Theesam

connected to the Internet, IPv6 with 2 to the 128thver
addresses, is for all practical purposes inexhalestiPv6 is
the best connectivity option and will allow 10T teach its
potential. The Internet of things requires hugdatiihty in
the network space to handle the surge of devid#ith
billions of devicesbeing added to the
space, IPv6 will play a major role in handling thetwork
layer scalability.

IV. APPLICATIONSOFIOT

The applications can be classified based on the typ
network availability, coverage, scale,
repeatability, user involvement and impact. Thstfinternet
appliance, was a Coke machine at Carnegie Melowdusity
in the early 1980s. The programmers could conredhé
machine over the internet, check the status ofrtéehine and
determine whether or not there would be a coldkdimaiting

them, should they decide to make the trip down he t
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network can be extended to monitor irrigation imi@gdtural
land. The network is also extended for monitoriral s
parameters which allows informed decision making
concerning agriculture.

C. Busnessand Industry

hen products are embedded with sensors, compeares
track the movements of these products and eventamoni
interactions with them. Insurance companies, af@riofj to
install location sensors in customers’ cars. Thiatvs these
companies to base the price of policies on howr é&sadriven
as well as where it travels. In the business-toriass
marketplace, sensors are used to track RFID tage@lion

heterogemeit products moving through supply chains, thus imprgvi

inventory management while reducing working capiadt
logistics costs. In retailing, companies gatherpmuetess data
from thousands of shoppers as they journey thratgtes.
Sensor readings and videos note how long they fliage
individual displays and record what they buy. Satiohs
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based on this data will help to increase revenugs b F. Environmental monitoring

optimizing retail layouts.

In the aviation industry, manufacturers of jet eegi retain
ownership of their products while charging airlirfes the
amount of thrust used. Airplane manufacturers aitding
airframes with networked sensors that send contiswtata
on product wear and tear to their computers, atigwior
proactive maintenance and reducing unplanned dowenti
In the chemical industry, sensors feed data to coenp,
which in turn analyze them and then send signaé&toators
that adjust processes, by modifying ingredient omes,
temperatures, or pressures and to change the grositia
physical object as it moves down an assembly &nspuring
that it arrives at machine tools in an optimum posi.This
improved instrumentation, multiplied hundreds ofmées
during an entire process, allows for major redungtim waste,
energy costs, and human intervention.

In the pulp and paper industry, production is iased by

using embedded temperature sensors whose datadstas

automatically adjust a kiln flame’s shape and isign
Reducing temperature variance to near zero improrguct

Environmental monitoring applications of the loTpigally
use sensors to assist in environmental protection,
monitoring air  or water  quality, atmospheric orlsoi
conditions, and can even include areas like manijor
the movements of wildlife and their habitats. Deypehent of
resource constrained devices connected to thenktt@lso
means that other applications like earthquakewrasi

early-warning systems can also be used by emergency

services to provide more effective aid. 0T devigeghis

application typically span a large geographic amad can
also be mobile. Data from large numbers of sensiefdpyed
in infrastructure (such as roads and buildingdpaeport on
environmental conditions (including soil moisturegean
currents, or weather), can give decision makersightened
awareness of real-time events, particularly whensinsors
are used with advanced display or visualizatiohretogies.

G. Infrastructure management

Monitoring and controlling operations of urban and

quality and eliminates the need for frequent opmeratrural infrastructures like bridges, mechanicalctleal and

intervention.

In the oil and gas industry, extensive sensor nedsvplaced
in the earth’s crust produce more accurate readifighe
location, structure, and dimensions of potentialdf than
current data-driven methods allow thereby causmgef
development costs and improved oil flows.

D. Security sensors and Defense

Security personnel can use sensor networks thabioem
video, audio, and vibration detectors to spot umazed
individuals who enter restricted areas. Logistiesagers for
airlines and trucking lines already are tapping sozarly
capabilities to get up-to-the-second knowledge ehther
conditions, traffic patterns, and vehicle locatiotisus
increasing their ability to make constant routimfjuatments

electronic systems used in various types of bujglimailway
tracks, on and offshore wind-farms, structural ¢towls that
can compromise safety and increase risk is a kplicagpion
of the 1oT. It can also be used for scheduling irepad
maintenance activities in an efficient manner. Whea
rebuild bridges, we can use smart cement: cemarnpeed
with sensors to monitor stresses, cracks, and agegpand
alerts us to fix problems before they cause a tafase. If
there’s ice on the bridge, the same sensors iocherete will
detect it and communicate the information via theeless
internet to your car. Once your car knows therelsaaard
ahead, it will instruct the driver to slow downdahthe driver
doesn't, then the car will slow down for him. Wharsmart
car and a smart city grid communicate we haveitrdlibw
optimization, because instead of just having stbywd on

that reduce congestion costs and increase a nesworkxed timers, we'll have smart stoplights that gaspond to

effective capacity.
instantaneous data from sonic sensors that aré@plepoint
the location of gunfire. Scientists in other indiest are
testing swarms of robots that maintain facilitiescean up
toxic waste, and systems under study in the defeastor

would coordinate the movements of groups of unmdnne

aircraft causing major gains in safety, risk, aodts.

E. Media

The combination
tracking with behavioural targeting has unlocketka level

Law-enforcement officers caet g changes in traffic flow. Traffic and street conolits will be

communicated to drivers, rerouting them aroundsattest are
congested, snowed-in, or tied up in construction.

H. Manufacturing

The IoT intelligent systems enable rapid manufaetuof
new products, dynamic response to product demaants,
real-time optimization of manufacturing production

of analytics for conversionand supply chain networks, by networking machinseyisors

and control systems together. 10T (Industrial tn&t of

of precision that enables display advertising tddoeised on Things) in manufacturing would generate so muctiness
the devices of people with relevant interests.nFeomedia yajue that it will eventually lead to the fourthdimstrial
perspective, data is the key derivative of devicgevolution by creating new business models and dwgr
interconnectivity, whilst being pivotal in allowinglearer productivity, exploit analytics for innovation, amgnsform
accuracy in targeting. The Internet of things tf@e \yorkforce. The objective of intelligent maintenarsystems

transforms the media industry, companies and evefito reduce unexpected downtime and increase ptivity.
governments, opening up a new era of economic grawt

competitiveness.
I.  Energy management

IoT devices will be integrated into all forms of exgy
consuming devices (switches, power outlets, bulbs,
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televisions, air conditioners, refrigerators, waghinachines Jose, California; and smart traffic management estern
etc.) and be able to communicate with the utiliBpy Singapore. Another example of a large deploymetitéone
company in order to effectively balance power gatien and completed by New York Waterways in New York City to

energy usage to improve the efficiency,
economics,
distribution of electricity. Such devices would alsffer the
opportunity for users to remotely control their @eg. This
can be achieved by continuously monitoring eveegteicity
point within a house and using this informatiomtodify the
way electricity

automated feedback mechanisms can change usagenpat

for scarce resources, including energy and watéendy
enabling more dynamic pricing. Based on time-ofjuseing
and better information residential consumers cehld down
air conditioners or delay running dishwashers dunireak

times. Commercial customers can shift energy-imens

processes and production away from high-pricedodsrif

peak energy demand to low-priced off-peak hoursarm

meters , have clever functions that let you turnheating
remotely, set it to turn down the temperature’s & sunny
day, or even turn off when there’s no-one home.

J. Transportation

Dynamic interaction between the components of aspart
system enables inter and intra

communication, smart traffic control,
parking, electronic toll collection systems, logisind fleet

management, vehicle control, and safety and rosidtaace.
The transport 10T will enable the use of large st&ISNs for

online monitoring of travel times, origin—destirati (O-D)

route choice behavior, queue lengths and air @oituand

noise emissions. The automobile industry, is steppp the

development of systems that can detect imminedisiois

and take evasive action. Certain basic applicatisnsh as
automatic braking systems, are available in high-eutos.

Automotive autopilot for networked vehicles drive i
coordinated patterns at highway speeds. This téobno
would reduce the number of “phantom jams” causesingll

disturbances that cascade into traffic bottlenecks.

K. Metropolitan scale deployments

There are several planned or ongoing large-scalegaents
of the 10T, to enable better management of citiessystems.

For example, Songdo, South Korea, fully equipped ary

wired smart city, connected and turned into a Gmstream
of data that would be monitored and analyzed bgraay of
computers with little, or no human intervention. odmer
application is in Santander, Spain. This city of0,080

inhabitants, has already seen 18,000 city apptioati[3]

downloads for their smartphones. This application
connected to 10,000 sensors that enable servieepdirking
search, environmental monitoring, digital city agermamong

vehiculagmpedded
smartcapabilities. Internet-of-Things envisions a futimewhich

reliabjlity connect all the city's vessels and be able to mptiiem live.
and sustainability of the production anblew applications can include security, energy aletf

management, digital
ticketing and others.

sighage, public Wi-Fi, papearles

L. Utilities

is consumed. Networked sensors angmart grid and smart metering is another poteritdl
tapplication which is being implemented around tharley

Video based IoT, which integrates image processing
computer vision and networking frameworks, will el
develop a new challenging scientific research aedhe
intersection of video, infrared, microphone andwuek
technologies. Surveillance, the most widely usethera
network applications, helps track targets, idersifigpicious
activities, detect left luggage and monitor unatittea
access.

V. CONCLUSION

The term “Internet-of-Things” is used as an umlark#yword
for covering various aspects related to the extensif the
Internet and the Web into the physical realm, bamseof the
widespread deployment of spatially distributed desiwith
identification, sensing and/or actuation

digital and physical entities can be linked, by nseaf

appropriate information and communication technigiggto
enable a whole new class of applications and sesvioT
promises to usher in a revolutionary, fully intamoected
“smart” world, with relationships between objectsdaheir
environment and objects and people becoming mghelyi
intertwined. Fueled by the recent adaptation ohdety of

enabling wireless technologies such as RFID tagd

embedded sensor and actuator nodes, the 0T hpesteut
of its infancy and is the next revolutionary teclogy in

transforming the Internet into a fully integrateditéie

Internet. As we move from www (static pages web)vih2

(social networking web) to web3 (ubiquitous compgti
web), the need for data-on-demand using sophisticat
intuitive queries increases significantly.

an
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